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Operations Risk Insights (ORI)

data sources monitored hourly to synthesize 
millions of records in real-time and analyze 
risk-event impact to

points of interest globally including hospitals, 
airports, aging dams, watersheds, glacial 
lakes and other disaster relief centers and 
data center sites worldwide

Business Impact 

Gain in efficiency and 
cost avoidance over five 
years

$18M

2018 Call for Code 
Finalist and 2019 Call 
for Code winner of IBM 
People’s Choice Award

#1 internal user of TWC 
APIs across IBM
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2020 added COVID-19 
global insights and 
social vulnerability index
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ORI – Alert Service Integration and Analysis 

Non-impacting 
risk events

Potentially low 
impacting risk 

events

Attributes of event are  
medium severity  

impacting risk

Highly likely a  
severe impact risk 

event

Cognitive Enterprise Data Platform (CEDP) stores details on all Risk Alerts for cognitive analytics and 
provides risk visibility to other IBM  cognitive applications via data analysis and API integration. 

All alert notifications are received and analyzed for 
an individual risk alert  service. Alerts do not geo-
spatially intersect with a location of interest are 
deemed non-impacting

Risk Alerts which do intersect geo 
spatially with a location of interest are 
potentially impacting risk events

Impacting risk event 
confirmed to have 
disrupted the operation or 
delivery of location 
(supplier, IBM, or client 
site)

Event Type Who gets notified? Avg/day

2000

100

5

Effort

1hr/wk

1hr/event

20+hr/wk

Risk Alert Data Ingestion and Analysis

Apply AI & ensemble analysis across risk alert 
services to identify all high probability impacted 

locations

#1 Consumer of TWC 

APIs Inside IBM, used

By 1000’s of IBMers

and NGO partners 

monthly

<.1 100’s of hrs
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Operations Risk Insights – Trusted Data Sources

5

COVID-19
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Operations Risk Insights – Data Sources

6
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ORI Risk Analysis – FAIR Model

• FAIR [Factor Analysis of Information Risk] model codifies and monetizes risk. 

• Breaks down risk by building blocks that make up risk and their relationship to one another

• Only international standard quantitative model for information security and operational risk
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ORI Risk Analysis – Vulnerability & Susceptibility

CDC – Social Vulnerability Index  (SVI)

• Ranking of each county based on potential 

negative effects on communities caused by 

external stresses on human health

EU SPI – European Social Progress Index

• A measure of societal development and quality of 

life in European regions

GHSI – Global Health Security (GHS) Index

• Assessment of global health security capabilities in 

195 countries
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FEMA- The National Risk Index

• A baseline relative risk measurement for each United 

States county and census tract for 18 natural 

hazards

The Global Climate Risk Index

• analyses to what extent countries have been 

affected by the impacts of weather-related loss 

events



ORI – Jan 2021

ORI – Current State
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Business Resiliency

Human
Agility

Digital
Agility

’’How fluid can both we and 
our workflows become? ’’

Mark Foster, Building the Cognitive Enterprise

Physical
Agility
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Key questions to address:  

1. How AI can support effective communication for 
natural hazard-related emergencies

2. How AI-based technologies can be used to 
support early warning systems and dashboards 

3. How the perspective of stakeholders can be 
integrated in the development of such 
technologies 

4. What is the relevance of AI and hybrid cloud 
technologies for disaster risk reduction at the 
national, regional, and international levels
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Thank you

Rinku Kanwar

IBM CIO, Software Developer for Systems Supply Chain
—

v2rinku@us.ibm.com
https://www.linkedin.com/in/rinku-kanwar-345a17187/

Tom Ward

IBM  Chief Data Office, AI Project Leader
—

tomward@us.ibm.com
https://www.linkedin.com/in/cloud4supplychains/

IBM Operations Risk Insights with Day One Disaster Relief

—
https://newsroom.ibm.com/ORI-nonprofits-disaster

IBM Blockchain for Supply Chain

—
https://www.ibm.com/blockchain/industries/supply-chain

Data and AI Gaps for NDM:  
1. Data quality for risk alerts and hyper local resiliency 

indicators in developing countries hazard-related 

emergencies

https://www.linkedin.com/in/galensmith484/
https://www.linkedin.com/in/rinku-kanwar-345a17187/
mailto:tomward@us.ibm.com
https://www.linkedin.com/in/cloud4supplychains/
https://newsroom.ibm.com/ORI-nonprofits-disaster
https://www.ibm.com/blockchain/industries/supply-chain

