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Understanding of Korea’s ID Concept



Korea’s Top 3 ID cards

Issued according to the relevant laws and regulations by the government

The state formally certifies an individual's identity

Resident Registration 
Card Passport Driving License

Resident Registration Act Passport Law Road Traffic Law

Plastic card 
(Forgery prevention 
technology applied)

Electronic Passport 
with IC Chip(Unique)

Plastic Card
(Forgery prevention
technology applied)

Understanding of Korea’s ID Concept



However, the current identity authentication system is...

Vulnerable to personal information leakage

Offline

Identity verification with a plastic 
card with disclosed information

Inconvenience, vulnerable breakage

Concern of Forgery and tampering

Online

Various authentication in untactera
-public certificates, mobile authentication

Mass personal information leakage 
- Big brother issue

Concerns about surveillance society

Understanding of Korea’s ID Concept



Paradigm Shift to Digital ID

Siloed(Centralized)
▪ Personal information is stored and 

managed by each service provider 
by governing the Personal Information 
Protection Act

▪ In order to use the service, 
personal information should be 
provided. IDs/PWs are different 
from each service provider and 
should be maintained by person 
efforts and the inconvenience of 
memory

▪ Still popularly used system

Decentralized
▪ Personal information is owned by 

individuals, not service providers,
and used for authentication

▪ As the service provider can authenticate 
without storing personal information, 
only the amount of personal information 
necessary for the service is stored

▪ The duty and right for the handling of 
personal information is moved from a 
service provider to an individual 
- the technical implementation of self-

sovereign identity is DID(Decentralized ID).

Federated
▪ Reliable 3rd party authentication 

method to conquer disadvantages 
of siloed identities

▪ Oauth service providers such as 
Google, Naver, and Kakao are 
representative.

▪ As a result, personal information is 
becoming more centralized, 
increasing the threat of massive 
personal information theft attacks, 
and 3rd party dependence.



DID and VC

DID(Decentralized Identity/Identifier)

▪ DID(identity) is a SSI's technical implementation 

model and identity information authentication 

system in which a personal information 

management entity generates and manages IDs.

▪ DID(identifier) in a narrow sense is the only 

identifier in the DID blockchain network.

▪ Example “did : lgcns :3k9dg345adf4958djfik”

Decentralized Identifiers (DIDs)

Blockchain 

VC(Verifiable Credential)

▪ VCs include DIDs, details of certified qualification 

for DID owners, and individuals can own multiple 

VCs, just like they own several IDs.

▪ The signature of the agency that issued the VC is 

included for example adult certification, driver's 

license, resident card, university graduation 

certificate, student ID, home address, etc



Roadmap for national digital ID

DID/blockchain based 
mobile identification platform

DID/blockchain-based 
National ID card common platform

Mobile Public Officer ID

Expansion

Phase II Completion

Phase III

Foundation

Phase I

Mobile Driving License
(National Police Agency
Road Traffic Authority)

Distinguished service to 
Veteran

(Ministry of Patriots and Veterans Affairs)

Certificate of registration 
for the disabled 

(Ministry of Health and Welfare)

Youth card 
(Ministry of Gender Equality and Family)

▪ Public and private 

converged services

▪ Review and design of 

various civil services

Foreigner registration card 
(Ministry of Justice)

Additional expansion plans 
(resident card)

▪ Converged services

In-App implementation

▪ Implementation of 

various civil services

Era of national digital ID

The Ministry of the Interior and 
Safety, National Personnel Office 



Mobile ID of Public Officer



“
전해철 장관이 13일 오전 정부세종2청사 집무실에서 모바일 공무원증으로

행정안전부 업무시스템에 로그인을 시연해 보고 있다.

”

Press Release of Mobile Public Officer ID



Korea Mobile Driving License 



Decentralized (DID) Blockchain Platform

Bank 
Account

Web
Verification

Certificates

Certificates

Rent Car CVS

Blockchain/DID

Identify yourself with your mobile 
Whatever you want anywhere



Residence

NationalityIdentification

Gender

Age

License type

Qualification

Up-to-date Address

Mobile Driving License VC



Mobile Driving License Blockchain/DID Platform

DID

Application

Blockchain
Ledger

Decentralized Repository
(Public Key, DID, DID Document etc)

Management UI
(Admin, Statistics)

Mobile App
(Biometrics(Facial Recognition, Fingerprint), 

NFC, etc)

Issuer Holder Verifier

DID Encryption 
Signature

VC Store, DID 
Encryption Signature

DID Decryption 
Signature Verifying



How can you trust someone in online?
Is DID/Blockchain enough?



Credible Issuance Process(Simplified)

Must visit the driving 
license test center Fill out the issuance application form

(Personal Information)

Authentication and reception

Issuance of mobile driving 
license at site

Registration of 
authentication method

(Biometrics)

QR/IC Card
3

1

4

5

2
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Major Considerations



Smart driving card equipped with 
the same IC chip as the e-passport

Mobile Driving License App

Finally, Mobile Driving License



Expected Values



DID-based Ecosystem

Financial
services

Shopping
/Living

Mobility

Payment 

Mobile Card Virtual Acct’

Mobil PAY Credit Card

Banking Transfer

National DID-based 
services

Various ID authentication
-based services

- Employee ID, Student 
ID, Membership

- IoT DID

- Certificate, private license
- IoT DID

- Certificate of employment, 
graduation certificate, 
transcript, vaccination

ID

Various Certificates

Qualification

Public
Issuers 사

원
증

Holder
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