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* Autonomic Management & Control (AMC) and GANA Knowledge Plane (KP) Concept
*  GANA Background, Reference Model & Functional Architecture

* Federation of GANA Knowledge Planes (KPs) as Platforms for E2E Cross Domain AMC

* Concept, Variations: Inter-Segment, Inter-CSP, Horizontal & Vertical

* Federated Testbeds Use Cases:
* Need for Testbed as a Service (TaaS) in GANA KP & Federations Context
« Security as a Service (SaaS) as Use Case for Federated Tesbeds

* Inter-SDO GANA KP Federations Testing benefit from Federation of Testbeds: Federated
AMC across the BBF & 3GPP Architecture Domains using GANA Knowledge Plane Platforms

e Conclusion & Outlook
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ETSI GANA (Generic Autonomic Networking Architecture) ETSI(__
Reference Model / Functional Architecture (ETSI TS 103 195-2) -
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GANA is Framework for Multi-Layer Autonomic Management & Control (AMC)/Autonomics & Multi-Layer Al/ML GANA Knowledge Plane (KP) Structure: Functional Blocks

for AMC 5
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GANA Multi-Layer Autonomics & Al and ETSI GANA E_TS_I\/(é >§\
Knowledge Plane(KP) Integration with other Systems N 2
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and/or Configuration
Management System in general

Network Level Decision Element
(DE) (e.g QoS Management_DE)

Specialized Analytics
Function/Service such as:
3GPP NWDAF/NWDAS; OR
MDAF/MDAS

Other Types of
Data/Info/Knowledge Sources &
st

Event Sour

Legend:

m== = NBI (NorthBound Interface)
implemented as an API (e.g.
RESTFul API) or Protocol. The
GANA KP uses the NBI exposed
by the entity to program the
network or services, or to
configure the entity to export
Data, Info, Knowledge, or Events
to the GANA KP or other
consumers
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Federation of GANA Knowledge Planes (KPs) Framew;@:rfk/
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Importance&Need for Diaggregated GANA KP Platforms for ersyic),
Specific Network Segments S

 SDOs such as ETSI TC INT AFI WG and NGMN advocate fo Disaggregated GANA KP
Platforms for specific network segments/domains, due to the call by CSPs for

Disaggregated Networks, Control Planes & Data Planes and Software Platforms for
AMC

* Intra-CSP Federations of GANA KP Platforms across Network Segments and Inter-CSPs
GANA KP Platforms Federations inherently and correspondingly require Federated
Testbeds to Test the Cross-Domain AMC Operations

 CSPs sometimes need Testbeds/Testbed Assets from other stakeholdersto build the
E2E Network and its corresponding KPs in order to Test the federated AMC Operations
across the various network domains (e.g. E2E Self-Optimization/Protection/Defence to
address security challenges)



Inhenerent Need&Importance of Federated Testbeds L (&)
to Test Cross-Domain AMC Operations E2E o

* NGMNA&ETSI TC INT AFIl achieved consensus on the importance of KP Platforms for
AMC to be disaggregated (per asset or segment e.g. RAN, X-Haul Transport, Core).

 Both SDOs agree that E2E Autonomic (Closed-Loop) Service and Security Management
& Control in 5G shall be achievable by way of Federation of the KP-Level Security-
Management-DEs across multiple network segments/domains; an important step
towards building Security-as-a-Service(SaaS) and Testbed-as-a-Service (Taa$S)

e CSPs&Enterprises need solution suppliers for Autonomics software (DEs), AMC
Platforms, for specific ICT network segments not to be from the same supplier (to
leverage value, support competitive solutions sourcing, and maintain flexibility).
Disaggregation thus eliminates “vendor lock-in” and enables competition&innovation
among suppliers



Federation of GANA KPs for E2E Autonomic Service & Securityersi{c—)
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Horizontal GANA KP Federations & Need for Testbed as a Service
(TaaS)

Interworking/Coordination Reference Point for E2E Federation of the Knowledge Planes (KPs) for E2E Autonomic (Closed-Loop) Security Management
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Security as a Service (SaaS) Implementation Example in Intra
and Inter-CSP KP Asset Federation (Testbeds, Segments)

! KP Level Sec!mty Management_DE, as an A/
¢ Model, can be implemented as a Loadable Module
= that can be loaded into the Checkpoint R80

= Security Management System or can be

: Implemented as an External Entity that drives

: some operations of the R80 Security Management
= System via its API
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Federated AMC across the BBF & 3GPP Architecture ETSI
Domains using GANA Knowledge Plane Platforms <<%>
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Conclusion & Outlook

e SDOs such as ETSI TC INT AFI WG and NGMN advocate fo Disaggregated GANA KP Platforms for
specific network segments/domains, due to the call by CSPs for Disaggregated Networks, Control
Planes & Data Planes and Software Platforms for AMC

* Intra-CSP Federations of GANA KP Platforms across Network Segments and Inter-CSPs GANA KP
Platforms Federations inherently and correspondingly require Federated Testbeds to Test the
Cross-Domain AMC Operations

 When applied to testbeds, GANA allows asset exposure and Testbed-as-a-Service (SaaS) modelling
and with federation provides significant advantages for (especially) CSP stakeholders

 The Standardized Testbeds Federation Reference Model for aligning and streamlining various
stakeholder architectures strengthens the eco-system and value-chain for increased collaboration
and leveraging of Testbeds for 5G & Beyond among stakeholders (CSPs, vendors, testbed-
operators, open-source and ,disruptive players”, ..)

15
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GANA as a Hybrid Model for Multi-Layer Autonomics, -~ <
and associated Multi-Layer Al Algorithms Z

\}

1 GANA is a Hybrid Model
O It guides and offers flexibility to implementers on the choice to implement certain autonomics as
distributed software and algorithms within certain Network Elements/Functions (NEs/NFs), i.e.
,Micro Autonomics”, while being able to also choose to implement some algorithms as centralized
algorithms in the KP Platform (,,Macro Autonomics“)

O Hybrid SON Model is compatible with GANA

] Hybrid SON (C-SON(Centralized SON) & DSON(Distributed SON)) are considered as an
implementation of the GANA Model for the RAN

17



Example of a GANA Instantiation onto a particular Network ETSI(

Architecture and its associated Management & Control Architecture '

Instantiation of GANA onto 3GPP EPC Core & Backhaul Network (ETSI TR 103 404); and Federated/Interworking GANA Knowledge
Planes for RAN-, Backhaul- and 3GPP EPC Core Networks complemented by low level autonomics
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