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Current Research Area for Q7/SG13

Aiming at upper layer 

technologies based on 

network awareness and 

network intelligence , 

studying big data driven 

networking , man-like 

networking etc.

Aiming at convergence 

between  network awareness 

and machine learning, 

studying intelligent 

awareness technologies 

related to network status, 

network resource, network 

application and network 

requirements etc. 

Aiming at future networks, 

studying  standards for network 

service awareness, resource 

optimization, QOS/QOE 

improvement and upper-layer 

application supporting

Q7/SG13



Published Recommendations

ITU-T Y.2772(NA)

ITU-T Y.2773(NA)

ITU-T Y.2770(NA)

ITU-T Y.2775(NA)

ITU-T Y.2774(NA)

ITU-T Y.3651 (UL)

Finished work 
Items

ITU-T Y.2771(NA)ITU-T Y.3650(UL)



Ongoing work items

ITU-T Y.Mec-INSA(NI)

ITU-T Y.Arch-INRA(NI)

ITU-T Y.bDPI-Mec(NA)

ITU-T Y.bDDN-MLMec(UL)

ITU-T Y.MLN-Fr(UL)

ITU-T Y. bDDN-NVReqCap(UL)

Ongoing work 
Items

ITU-T Y.MecTA-ML(NI)ITU-T Y. bDDN-MCMec(UL)
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Traditional Service awareness

Y.2770(12)_F1-2

DPI Policy Rule R =i 

Rule name = ...
Rule identifier = ...

Priority, preference, precedence
...

DPI signature (DPI policy

condition(s)) for a specific
application = ....

Action(s) = ...

. . . . . . . . .

...
..

.

Y.2770(12)_FA.1

Flow descriptor (i.e, flow level conditions)

k-Tuple

Information Element x1

Information Element xi

Information Element xk

Value y1

Value yi

Value yk Attr. zk

Attr. zi

Attr. z1

4)  (IE is either of type

''key'' or ''non-key'' field)

Attribute

3)  (e.g., defined value range by IETF IPFIX)Value

2)  (e.g., equality, =', inequality, <', ' ', ' ', ' ', '>')Relation £ ¹ ³

1)  (IE) (e.g., according IETF IPFIX registry)Information element

0)  (ordered list of elements) of ''IE-value'' pairsTuple

Y.2771(14)_F7-5

..
.

..
.

Condition(s) Conditions
and actions

DPI scan function

(DPI-ScF)

[Check of DPI policy
condition(s) against
incoming packet]

DPI policy enforcement function (DPI-PEF)

DPI policy rule :RDPI,i 
Forwarding rule :RFor,i 

DPI policy rule :RDPI,z Forwarding rule :RFor,p 

DPI policy condition(s) CDPI,j DPI policy action(s) ADPI,k 

DPI policy information base

(DPI-PIB)

[aka , , ]DPI policy repository DPI policy rules table DPI policy database

e.g., network
route

e.g., next
route

Forwarding information base

(FIB)

[aka ]forwarding table

Packet forwarding function (PFF)

DPI Model

Flow description
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Network awareness for FN

DPI Application(e.g.,Firewall)

Application layer

Application-control
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Abstraction SDN control layer

Resource-control
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DPI Application support

DPI SD-PDF  and  Si-PDF

DPI abstraction

DPI Local policy decision function(L-PDF)

DPI PIB

DPI policy enforcement function

DPI scan 

function 

(DPI-ScF)

DPI action 

execution function 

(DPI-AcEF)
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Packet 

forward 

function

(PFF)

DPI analyser 

function 

(DPI-AnF)

Virtualized Network Function

NFV Manager
And Orchestration

Orchestrator

VNF 
Manager(s)

Virtualized
Infrastructure
Managers(s)

vDPI
L-PDF

L-PEF

DPI-PIB

DPI-
ScF

DPI-
AnF

Packet 
forwarding 

function(PFF)

FIB

DNNF

Network Operation(OSS/BSS)

Physical 
Network 
Funtions

NFV Infrastructure
Virtual Resources

Virtualization Layer

Hardware Resources

Packet flows Packet flows

Policy control

EMS

DPI-
AcEF

Policy control

vDPI-Engine

Client layer

Access layer

Control layer

Resource layer

Service 
Node 1

Service
 Node 2

Service 
Node n

DPI node

DPI 
Controller

Other 
controller

...
SDN DPI

NFV DPI

Cloud DPI



Network awareness for big data

DPI engine 

DPI Scanning
Process

p1p1

Packet arrival process Packet deparature process

DPI Action
Execution Process

Stage 4

DPI Pre-extract
Process

DPI Analyzing
Process

Stage 3

DPI Pre-transform

Process

Stage 2Stage 1 Stage 5

DPI Meta engine

DPI Node Function
(DPI-NF)

L-PDF

DPI-PEF

DPI-PIB

Packet 
forwarding 

function(PFF)

FIB

DNNF

DPI-Engine pool

DPI-
engine

DPI-
engine

DPI-
engine

DPI-
engine

DPI-
engine

DPI-
engine

DPI-
engine

DPI-
engine

DPI and Big Data

bDPI

Engine

DPI Meta Engine



contents

◆ Overview of Q7 scope 

◆ Network awareness(NA) 

◆ Network Intelligence(NI)

◆ Technologies based on NA and NI 

◆ Q7 roadmap and future plan



Intelligent awareness for network traffic 
Level 2 

machine learning system 

Packet Packet

input

output

Controller or 
Other entity

Network node

Level-1 Machine 
learning functions

Network node functions

Database 
Module

Interface 
module

Knowledge 

database

Rule database

Self-training 
database

External 
database

Output 

interface

Rule&knowledge 
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Engine 

Module

…
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Traffic feature Traffic awareness 
result

Deep learning neural 
network

Type A

Type X

...

Introducing
Machine 

learning
system

Knowledge

base

Machine learning method



Intelligent awareness for network status 

Network 

Network status 
sensing 

Network status 
analysing 

Network status 
reporting and 
displaying 

Network 
sensor 

Network 
direct 

status data 

simple 
status 

information 

Intelligent 
status 

information 
Generating basic network status data

 Collecting basic network status data 

Transforming basic network status data to simple 
network status information 

Intelligently analyzing simple network status 
information

Generating intelligent network status inforamtion

Acting based on the intelligent network status 
information

Network status intelligent awareness model Network status intelligent awareness process



Intelligent awareness for network requirements 

Requirement evaluator 
layer

Requirement broker 
layer

Requirement mining 
layer

Requirements source 
layer 

Requirements 
descriptor layer 

Network Domain 1

Network Domain n

Network 
 Domain 2

...

Knowlede 
Shareing

Knowlede 
Shareing

Knowlede 
Shareing

Knowlede 
Shareing

Correlated data 
layer 

Model for network requirement intelligent awareness
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bDDN

General model bDDN

Relationship of bDDN planes
bDDN control loop



MLN

Man-like networking

All-direction 
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Other 
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On-line
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APP1 APPnAPP2

Control entity 2

operation and data 
sub-network

Awareness
Sub-network

User 1

Application 
Layer

Control layer
Control entity 1 Control entity n

Network layer
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Big data 
technologies
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Other 
technologies
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From other 
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Data or 
information

Decision

Service 
interface

Decision Decision

Decision

Data or 
information

User 2 User n

User 
requirements

General framework for MLN Technologies and methods used by MLN



RDN

Requrement Broker

Net-AI Agent

Network Device

Network Device

Network Device

Requirement proxy

Requirement proxy

NMS

Controller

Requrement 
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(ForwardingHardware)

Programmable

Control Plane
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RequirementsRequirements
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RDN logical architecture RDN physical architecture Net-AI-Agent
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Research Roadmap



THANK YOU！


