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Ecosystem long-arc timeline for the ITU encryption work

A.M.Rutkowski, ITU X.509 Day, 2022

2000

International Telecommunication Union

1st international telecommunication 
treaty conference, Vienna 1850: 
develops norms and practices for 
encrypted traffic

2nd Radiocommunication treaty  
conference, London 1912: 
Norway demonstrates 
automated radiotelegraph 
encryption equipment 
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3rd Radiocommunication treaty 
conference, Washington, 1927:
William Friedman presents 
report on ITU encryption 
standards

X.509 history:

start

ITU-R adopts SM.1055-0, 1994
Use of Spread Spectrum 

Techniques
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2005 2010 2015 2020

National Security Communities (u)

Enterprise & Legal Communities

Academic Communities

Ware paper, 
Apr 1967

Willis Ware Rand Security 
Controls Report, Feb 1970 1st US NCS Conference

Jul 1979

US NCS Conference US Fed PKI proposed, 1996

Kohnfelder MIT Thesis, May 1978

Kent BBN security paper, Workshop, Wash DC, Dec 1980

IFIP TC-6 Symposium, Ottawa, Apr 1981
IFIP WG 6.5 Conference, Nottingham, May 1984

Crypto ’84, Santa Barbara, Aug 1984

Diffie & Hellman Paper, Nov 1976

Cocks & Williamson, 
PKI, GCHQ, 1973-74

James Ellis, conceives 
PKI, GCHQ, 1969

Rivest, Shamir,& Adleman Paper, Apr 1977

Verisign formed, Apr 1995

RSA Security formed, 1982
Globalsign formed, 1996

Elgamel DSA Paper, 1984

Miller ECC Paper,1985

Koblitz ECC Paper,1987

Rivest MD4,1990

SDNS KMP 
developed, 1986
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EU eIDAS Regulation, 2014EU Electronic Signatures Directive, 1999
BT develops first commercial PKI 

implementations, 1980

Internet Law & Policy Forum formed,  Dec 1996

Mosaic/Netscape formed, Apr 1994

Teresa System formed, Jun 1994
Certificate Authority Security Council formed, 2013

SSL 2.0 released, Feb1995

X.509 SDNS profile released, Aug 1989

US NCS Conference X.509 treatment, 1990 US NCS Conference X.509 treatment, 1993

US NCS Conference extended X.509 proposed, 1999

Microsoft PCT Protocol, Oct 1995

MITRE IC PKI proposed, 2002

GCHQ PKI guidance, Nov 2020

Standards Communities

X.509 1ed (11/1988)
X.509 Day
9 May 2022

CA/Browser Forum created, 2005

evCERT standard adopted, Jun 2007

IETF X.509 V3 & CRL profile + OCSP adopted, 1999 

X.509 2ed (11/1993) X.509 3ed (08/1997)

X.509 4ed (03/2000)

X.509 5ed (08/2005)

X.509 6ed (11/2008)

X.509 7ed (11/2012)

X.509 8ed (10/2016)

X.509 9ed (10/2019)IETF MD4 adopted, Jan 1990 

IETF MD5 adopted, Jan 1992 

OASIS SAML adopted, 2002

Steedman, Q.35/VII rapporteur, chairs Special Rapporteur meeting, 

Firenze, Sep 1985 at BT Doc. DS-113 proposes PKI for authentication

CCITT Plenary, Oct 1984

ETSI TC ESI formed, London, Nov 1999

OASIS PKI-Forum formed, Dec 1999

GCHQ reveals James Ellis work, Oct 1997

37,000 X.509 related 

patents have been filedMerkle patents hash tree, 1979

see detail

ABA Digital Signature Guidelines,  Aug 1996

AICPA/CICA Webtrust Program, Aug 2000

ABA PKI Assessment Guidelines, May 2003

SDNS X.400 
compatibility 
decided, 1987

UNCITRAL electronic signatures model adopted, 2001

IETF PEM RFC1114, Aug 1989 

IETF cert-based 

key management, 

RFC1422, Feb 1993

http://www.oasis-pki.org/resources/
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1987 1988

X.509 1st ed (11/1988) 
approved 25 Nov 1988

Doc. DS-113 from BT proposes PKI for 
authentication based on its existing PKI platform.   

X.400 (10/1984) 
approved

1989

CCITT IX Plenary, 
Nov 1988

CCITT

ISO

Q35/VII - WP VII/4, 22 
Apr – 3 May, Geneva

Q35/VII, 9-13 Sep, Firenze

Q35/VII, 15-21 Jan, Reston

WP VII/4, 13-20 
Feb, Geneva

X.ds7, Directory Systems –
Authentication Framework proposed

Q35/VII, AdHoc, Dec, Ottawa

ISO TC97/SC21/WG4, 
7-15 Apr Melbourne

ISO TC97/SC21/WG4, 
9-13 Jun, Munich

Docs. DS-150,153,183 for authentication; 
initial draft X.ds7 produced

ISO TC97/SC21/WG4,
4-24 Sep, Egham

WP VII/4, 29 Sep-10 
Oct, Geneva

WP VII/4, 8-19 Jun, Geneva

X.ds7 designated X.509, 
The Directory – Authentication framework

Q.35/VII, 25 Feb-4 
Mar, Munich

Q.35/VII, 1-10 
Jun, Tokyo

WP VII/4, 21-31 Mar, Geneva
Q.35/VII, 9-18 

Nov, Gloucester

X.509 + ISO 
DIS 9594-8,

ISO TC97/SC21/WG4, 
Nov, Philadelphia

CCITT VIII Plenary, 
Oct 1984
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X.509 Standards Ecosystem

ITU-T

CA/Browser

Forum

ETSI

3GPP

IETF

GSMA OASIS

UNCITRAL

Government

Authorities

SG17

Q11

ISO
Industry

Sector

Authorities

• National Security

• Cybersecurity

• Law enforcement

• Organic law

• Sector regulatory

• Patent registration

• Principal X.509 industry 

body

Maintains evCERT profiles

• Oversees provisioning

• Expands applications and 

implementation

• Maintains IETF X.509 

profiles , OCSP & CRL 

protocols

• Multiple specialised 

sector implementations

Establishes global digital 

signature norms

Multiple industry bodies 

establish specialised X.509 

implementation 

requirements

• Co-venue for 

authoritative global 

X.509 standard

• Maintains related OID 

registry and ASN.1 

frameworks

JTC/1

SC6

• Co-venue for 

authoritative global 

X.509 standard 

(ISO/IEC 9594-8)

• Multiple specialised 

sector implementations

Maintains multiple X.509/ 

PKI implementation 

forums and TCs

ESI

• Maintains EU eIDAS

and evCERT profiles

• Multiple specialised 

sector implementations

Maintains multiple 

X.509/PKI implementation 

profiles

Maintains multiple 

X.509/PKI mobile 

implementation 

profiles

SA3
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X.509 Ecosystem Use-case Evolution

• Classic use cases
Began as messaging authentication 
mechanism

+ Endpoint trust mechanism

+ Transport trust mechanism

+ Proliferation of client-server platforms

• Authentication challenges*
– Universality (i.e., centralization) was not 

feasible

– Authentication became costly and 
difficult

– Objects/people emerged with multiple 
identities/ontologies

– Individual privacy became increasingly 
important

• Emerging new use cases
– Zero-Trust Architectures (ZTA)

– Software Defined Perimeters (SDP)

– Cloud Security

– Internet of Things (iOT)

– Secure Software Distribution

– eForensics

– Crypto Currency/ Digital Assets 

– Non-Fungible Tokens (NFTs) 

– Smart Contracts

– Notarization

– Anti-Money Laundering / Know Your 
Customer (AML/ KYC) for DeFi

– Electronic Vehicles 

– Supply Chains

– New forms of Corporate Structures (e.g., 
Decentralized Autonomous Organization 
(DAO))

* See https://nap.nationalacademies.org/read/10656
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https://protect-us.mimecast.com/s/eupcCM8KROS2zWVxtk44LK?domain=nap.nationalacademies.org


X.509 Editions
1. X.509 (11/1988) and ISO 9594-8, Information Processing Systems – Open Systems Interconnection –

The Directory – Authentication Framework

2. X.509 (11/93) and ISO/IEC 9594-8:1995, Information Technology – Open Systems Interconnection –
The Directory: Authentication Framework

3. X.509 (08/97) and ISO/IEC 9594-8:1998, Information Technology – Open Systems Interconnection –
The Directory: Authentication Framework

4. X.509 (03/2000) and ISO/IEC 9594-8:2001, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 

5. X.509 (08/2005) and ISO/IEC 9594-8:2005, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 

6. X.509 (11/2008) and ISO/IEC 9594-8:2008, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 

7. X.509 (10/2012) and ISO/IEC 9594-8:2014, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 

8. X.509 (10/2016) and ISO/IEC 9594-8:2017, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 

9. X.509 (10/2019) and ISO/IEC 9594-8:2020, Information Technology – Open Systems Interconnection –
The Directory: Public-key and attribute certificate frameworks 
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