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Security Activities of ITU-T FG NET-2030



Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved. 3

◼ Title: ITU-T Focus Group on Technologies for Network 2030

◼ Start: July 2018, End: July 2020

◼ Objectives:
⚫ To study, review and survey existing technologies, platforms, and standards for identifying the gaps and challenges 

towards Network 2030, which are not supported by the existing and near future networks.

⚫ To formulate all aspects of Network 2030, including vision, requirements, architecture, novel use cases, evaluation 

methodology, and so forth.

⚫ To provide guidelines for standardization roadmap.

⚫ To establish liaisons and relationships with other SDOs.

⚫ Network 2030 focuses on the fixed data communication networks.

◼ Deliverables:
⚫ White Paper: Network 2030 - A Blueprint of Technology, Applications and Market Drivers Towards the Year 2030 and 

Beyond (May 2019) 

⚫ Deliverable: New Services and Capabilities for Network 2030: Description, Technical Gap and Performance Target 

Analysis (October 2019) 

⚫ Technical Report: Representative use cases and key network requirements for Network 2030 (January 2020) 

⚫ Technical Report: Network 2030 - Gap Analysis of Network 2030 New Services, Capabilities and Use cases (June 2020)

⚫ Technical Report: Network 2030- Additional representative use cases and key network requirements for Network 2030 

(June 2020)

⚫ Technical Specification: Network 2030 Architecture Framework (June 2020)

⚫ Technical Specification: Network 2030 - Terms and Definitions (June 2020)

⚫ Technical Report: Network 2030 - Description of Demonstrations for Network 2030 on Sixth ITU Workshop on Network 

2030 and Demo Day, 13 January 2020 (June 2020)

Outline of FG NET-2030
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Structure of FG NET-2030

FG NET-2030
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Representative use cases

2. Tactile Internet for remote operations (TIRO)

1. Holographic type communications (HTC)
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Representative use cases

3. Intelligent operation network (ION)

An automatic and intelligent closed-loop control expected in future networks
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Representative use cases

4. Network and compute convergence (NCC)

Edge cloud coordination based on network and compute convergence
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Representative use cases

5. Digital twins (DT)

Example reference framework of a Digital Twin City (DTC)
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Representative use cases

6. Digital Space-terrestrial integrated network (STIN)

The trend of satellite and terrestrial Internet integration
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Representative use cases

7. Industrial IoT (IIoT) with cloudification

The trend of industrial cloudification IIoT latency requirements
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Graphic representations of the relative network requirements

The Security dimension encompasses integrity, privacy protection, trustworthiness, resilience, lawful interception 
and traceability, with a high score indicating stringent requirements. The interpretation of this dimension includes 
consideration of the requirements and priorities of all stakeholders. The default score for security has been assumed 
to be relatively high (i.e., 5 or above in our scoring system) as all identified use cases need a secure end-to-end 
communication infrastructure. Furthermore, crossing regulatory boundaries or working with multi-domain networks 
may be required: a high score for security in these use case scenarios means that interconnectivity between 
different networks preserves user's identity and data integrity. 
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◼ Goals on features
⚫ Improved trust model
⚫ Efficient and scalable authentication mechanisms for AS and host-level information
⚫ Pseudonymous sender/receiver privacy
⚫ Availability in the presence of an active adversary
⚫ Transparency and control for forwarding paths
⚫ Algorithm agility
⚫ Class of security level
⚫ Decentralized trust model

◼ Requirements and Challenges
⚫ Heterogeneous trust relationships
⚫ Prevention of DoS and DDoS attacks at all levels (e.g., also against services, 

infrastructure, etc.)
⚫ Difficulty of providing latency guarantees
⚫ Protocol complexity requires formal verification
⚫ Large network-technology diversity
⚫ Software vulnerabilities throughout infrastructure and applications

Architecture and framework for security, privacy, trust
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◼ Approach of FG NET-2030

◼ Security related items at FG NET-2030
⚫ Almost items are extensions of the current security discussions.

⚫ We need to consider security for new use cases, new functions, new 
mechanisms, new threats, etc. for future networks.

◼ Activities for new network architecture including security 
mechanisms
⚫ In FG NET-2030, SCION (SCALABILITY, CONTROL, AND ISOLATION ON NEXT-

GENERATION NETWORKS) was introduced as new activity.

• https://scion-architecture.net/

Summary

Use Cases Requirements New features, New architectures, New Framework
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Security Activities of Japan’s Beyond 5G 
Promotion Consortium



Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved. 15

Beyond 5G Promotion Consortium

◼ Purpose

⚫ Beyond 5G Promotion Consortium aims to achieve the early and smooth introduction of 
Beyond 5G and to strengthen the international competitiveness of Beyond 5G in order 
to realize the strong and vibrant society expected in the 2030s.



Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved. 16

◼ Committee for Planning and Strategy:

⚫ Study of comprehensive strategies to promote Beyond 5GPreparation of Beyond 5G White Paper

◼ International Committee:

⚫ Identifying international trends for promoting Beyond 5GInternational dissemination of the 
status of Japan's efforts

Committees

International 

Committee

Technology

Sub-committee

Open RAN 

Promotion

Sub-committee

Scalability WG Autonomy WG High-Frequency WG Security WG Synchronization WG
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What are security topics for future networks?

Changes Examples Issues

New Technologies • Quantum Computer

• AI technologies

• Future quantum computer can compromise 

current crypt algorithms.

• AI will be used for cyber attacks.

• AI itself will be target of attack.

New Services 

(New Use Cases)

• Holographic Communication

• Tactile Internet

• Unmanned mobility

• New requirements should be considered.

• High speed/Large bandwidth communication

• Extremely low latency

• Time sensitive communication

New Functions • Exposure of network and 

computing resource

• In-time and on-time services

• Security, Privacy, Trust

• API/Interconnecting should be secured.

• What security/privacy/trust function will be 

required for B5G/6G network? 

New Infrastructure • Space-terrestrial Integrated 

Network

• Intelligent Operation Network

• Networks will become even more complex, and 

security issues (vulnerabilities, configuration 

mistakes) cannot be found easily.
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Features for Beyond 5G

https://b5g.jp/en/about.html
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Security considerations for new features

Features Security requirements

Ultra Fast & Large Capacity
• High speed encryption/decryption

• New security monitoring and processing methods

Ultra Low Latency
• Seamless security architecture

• Lightweight security

Ultra Numerous Connectivity
• Efficient authentication/authorization

• Efficient security processing and monitoring mechanism

Ultra low power consumption
• Security mechanisms in hardware

• Lightweight security architecture

Ultra security and resiliency

• New security monitoring and defensing mechanisms

• Resilience mechanism for attacks/failures

• Privacy preserving mechanisms

• Trustworthiness of different nodes and domains

• Accounting, accountability, validation of delivered services

Autonomy • Trust mechanism without trusted parties

Scalability
• Interoperable security mechanism between different networks/domains

• Optimization of security mechanism among 
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Activities on QKD

NICT Toshiba

NEC
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Activities on Post-Quantum Cryptography

NICTKDDI

Toshiba

NTT

MLWRSign for digital signature

Giophantus

for public-key cryptography

LOTUS for public-key cryptography

Improvement of

NTRU-HRSS

(Public-key Cryptography)
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AI Security

• Security using AI

• Security for AI

AI-driven technologies for attack detection and prevention

Beyond 5G/6G White Paper ver. 2.0 (KDDI/KDDI Research, Inc.)
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International coordination

New Research Topic
B5G/6G 

Activities

in other 

countries

Collaboration

New Mechanisms New Mechanisms

International 
Standard

Experiment Evaluation
Implement to 

use cases

Collaboration

Security
Certification
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