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Authentication in 5G

Authentication steps in 5G:
• [ECIES]optional

• GUTI or SUCI transmission

• 5G-AKA     or     EAP-AKA’

3GPP 
TS 33.102

3GPP 
TS 33.501

Authentication security requirements:
• Authentication between Subscriber 

(User), Serving Network and Home 
Network

• User identity confidentiality

• User location confidentiality

• User untraceability

Authentication between a user and its service provider is based on a shared symmetric key, thus can
only take place after an initial user identification.



Initialization of Authentication

A GUTI (Globally Unique Temporary User Equipment Identity)
is a frequently-changing temporary identifier, which is used
for identification purposes over the wireless link before the
establishment of a secure channel.

GUTI reuse is prohibited, so, if user has no fresh GUTI, SUPI
(Subscription Permanent Identifier) transmission is needed.

ECIES scheme is used to protect identifier SUPI from intruder.

If ECIES is not used, IMSI-catching (SUPI-catching) attack is
possible and “user identity confidentiality” is violated [3].



5G-AKA

Known vulnerabilities:

1. Linkability of Failure Message attack,
(LFM-attack) Arapinis et al. 2012 [4]

2. SUCI replay attack, Fouque et al. 2016 [5]

3. Activity Monitoring Attack (AMA-attack),
Borgaonkar et al. 2019 [6]

and other’s



3GPP TR 33.846

In 2019 3GPP TR 33.846 “Study on authentication enhancements in 5G system” had been created. 

There were six Key Issues corresponding known vulnerabilities in this document.

It had been concluded to have no normative work for two of them (KI #1.1, KI #3.1).

There were twenty-two solutions to mitigate another Key Issues.



3GPP TR 33.846

In December 2021 the work on the document was
concluded.

Only one solution (sol. #4.1) was chosen as an
optional to deploy.

Solution #4.1 address only one(!) Key Issue (KI #4.1).

Another Key Issues and corresponding attacks
are still possible in 5G-AKA.

…               …               …



One way to mitigate all vulnerabilities

In August 2021 we proposed Solution #2.12 “Adding
randomness on both sides to mitigate all replay-attacks and
assuring SUCI generation by legitimate entity using MAC
calculation on secret key”.

It was proposed:

• to add RANDMS to mitigate LFM attack and AMA attack;

• to add MAC calculation to mitigate SUCI replay attack,
SUPI check and SUPI guessing attacks.



One way to mitigate all vulnerabilities

Our Solution proposes changes in the protocol follows
the accepted paradigm of constructing SigMa-like
protocols [8], on which many modern protocols (e.g.,
TLS and IPSec) are based.

We strictly demand binding to the random numbers of
both parties.

Our Solution mitigates all Key Issues (except KI #1.1, KI 
#3.1, which was concluded to have no normative work).



Conclusion and our suggestions

Since some replay attacks are still possible in 5G-AKA, we consider the work on the authentication
enhancement must be continued.

It might be a good thing to follow the accepted paradigm of constructing SigMa-like protocols, which
are cryptographically strong.

Among proposed the only way to mitigate all vulnerabilities is to implement changes from Solution
#2.12 3GPP TR 33.846 to the ECIES scheme and 5G-AKA protocol.
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