Fully
Homomorphic
Encryption

FHE

The FHE.org competition:
A quick update

At last, a competition just about FHE
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competition
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Anorganizing @  Competition ; A server
. E = performance = L
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any software can compete
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Competition
rules

contestant

\‘ /

submission server with
/ real-time leaderboard

N
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Rule 1: open to everyone,
all FHE implementations are
welcome, diversity encouraged

Rule 2: contestants may remain
anonymous (or not)

pseudonym-based



Competition
rules

submission server

- ~ § Rule 3: any contestant can create
challenge  neural network :
sooluton] | - dtase g a separate track on a
e accuracy >97.5% : .
+ best time ; specific use-case
but a first solution is required
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rules
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+ solution [
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challenge
+ solution
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submission server

* neural network

- dataset

* 12>96

e accuracy >97.5%
« best time?
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g<0<0<B
\_ _J

-

challenge \

* y =sin(x)

» precision of 1000 digits
© A2>128

 best time + smallest key

etc.

/

winner

reward

»

Rule 4: the contestant
with the best score
when the competition
ends, wins that track



Competition Sponsors
rules

submission server
- ~ § Rule 5: sponsors may add rewards

challenge .

+ solution : '

- solutir R 5 to tracks they like and would

] ike to boost
additional
reward
v
sponsors can also be anonymous
prlle :

v
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Submitting a solution

client-side
key generation

encryption
decryption

open source

closed source

server-side
homomorphic
processing

= dockerized CLI executable

= runs on a reference architecture
» SOMe x86-64
= fixed limit on RAM




Submitting a solution

client-side
key generation

encryption
decryption

open source

HEBench runs the entire cycle
key generation
random input generation

encryption
homomorphic processing
decryption
comparison / accuracy

but only benchmarks the
homomorphic processing

closed source

server-side
homomorphic
processing

= dockerized CLI executable

= runs on a reference architecture
» SOMe x86-64
= fixed limit on RAM




Submitting a solution

client-side
key generation

encryption
decryption

any contestant can audit
the open source part

and red-flag it if e.g. the
security claim is not met

The OC deliberates openly and
may require an update

open source

any contestant can
download the container

and run HEBench on
her own

closed source

server-side
homomorphic
processing

= dockerized CLI executable

= runs on a reference architecture
» SOMe x86-64
= fixed limit on RAM




Scoring a solution

bytesize of
encrypted input
bytesize of security
blic k etc.
pubIIC KEY level A

Rule 6: a posted challenge provides
an arbitrary scoring function
to minimize

l

unidimensional score



The
timeline

preparation competition

FHE.org submissions

conference open

05/29/22 date? date?

server

rules finalized
ready



http://FHE.org

Want to contribute?

https:/discord.the.org/ m




