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An optical computing compagny
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Now moving to (much) smaller on-chip devices
for integration in traditional computing system
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@ Optalysys
%’y ptlon IS @ MassSive Under existing models of security...
opportunity ,
Q /g;ﬁ
Of enterprise data Regulation. Privacy. Confidentiality.
d
~_Our technology unlocks the S —
*.value of FHE through 3
%ﬁ' - SR
cedented acceleration R St FHE solves these problems
and efficiency >

We can realise the full value of data

Where we fit: secure data processing hardware

E: Y


https://www.frontier-enterprise.com/two-thirds-of-data-available-to-firms-goes-unused/
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://spanning.com/blog/cyberattacks-2021-phishing-ransomware-data-breach-statistics/
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Or how optical computing will
solve the polymult bottleneck




@ Optalysys
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a path to real time processing of FHE encrypted data



FT Algorithms

NxMxKFTs M x KFTs
low precision > high precision
fixed size fixed size

Accuracy build-up

From the optical FT to FFT-based
polynomial multiplication

Bottlenecks:

Computing many small FTs
Data movement

@ Optalysys
FFT Bluestein
NTT
KFTs K/i2 FTs
- high precision o high precision
power-of-2 size arbitrary size
KiFTs K/2 iFTs
high precision — % high precision
power-of-2 size arbitrary size
Convolution
theorem A 4
K/3 polymults

high precision
power-of-2 size




Our solution: Key points <> Optalysys
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¥ Instruction set designed
=== for low-level integration Parallel Etiles for FFT and
a1 18 with FHE libraries and NTT in a matter of
EQQE APls nanoseconds




Optalysys

Our plan to make real-time FHE
a reality
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@ Optalysys

16 Etile cores + 4 Ensemble digital cores

Etile cores: High-precision Fourier transform /
NTT computations of size < 16

Ensemble cores: FFT / Fast NTT
reconstruction algorithms, convolution,
polynomial multiplication, polynomial
addition, scalar-polynomial multiplication

Additional logic and memory to store server
keys, relinearization, and bootstrap algorithms



Software stack £ Optalysys

Firmware: Direct interaction with the @iﬁ*
Enable system (send / receive data, Python g g
send instruction list, FT, NTT, iFT, e g

iINTT, relinearization, bootstrap, ...) HMWH x

MUK '
Low-level: C/C++ and Rust interfaces
for easy integration into existing
librari gy Rust
Ibraries . " Google FHE transpiler TFHE
WIP custom interfaces for Concrete OpenFHE Concrete

' Concrete-
and OpenFHE Microsoft SEAL oncrete-numpy

A A A A

High level: Numpy, TensorFlow, and
PyTorch interfaces
Custom interface for

Concrete-Numpy and Concrete-ML

Host Optical device

CPU<>device

GPU<>device

polymult




Toward real-time FHE

Hardware acceleration =

Fourier
transforms

Ciphertext
packing

Software acceleration

@ Optalysys
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ENABLE Mach1 ENABLE Mach2

Fully optimized 10,000x

Full polym
PolymEs architecture

1,000,000x

Faster
bootstrap

Target all the main FHE schemes: TFHE, DM, BGV, BFV, CKKS



How to learn more about us?

Medium page:
https://medium.com/optalysys

Website: https://optalysys.com
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WE ARE OPTALYSYS

Optalysys

WE ARE OPTALYSYS

Want to work on
sensitive data in the

We enable the future of data security. cloud?

platform for P

preserving compuing. o0 how

Fully Homomorphic
n and the Game

Accelerating Convolution
Vision Transformers

I and Adhi Saravanan,

Optical computing for
predicting vortex formation

Attention: Fourier Transforms.
Agiant leap in transformer
efficiency.

With Joseph Wilson

Higher numerical precision for
optical Fourier transforms

Fourier-optical computi
Acceleration squared

but the

ntionally think about faster

he

Encrypted search using
fully homomorphic
encryption

Semantic segmentation using
an optical computer
With Edward Cottle

adhs

Al super resolution using an
optical computer

d Cottle

The Optical Fourier Engine: A
Fourier transform accelerator
arbitrary number of ..
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Neurosymbolic Al: Combining
Logic Tensor Networks and
Computer Vision

dynamics: Solving the Navier-
Stokes equations with an...

cal computing and ds

Optical Computing and
Transformer Networks

Optical Computing for
Cryptography: Lattice-based
Cryptography

@ Optalysys
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Self-driving vehicles and
Fourier-optical computing: A
way forward?

Optical computing for
computational fluid dynamic
An introduction to CFD

e behaviour

will th

Optical Computing for Post-
Quantum Cryptography: Why
we need PQC

Simulating wave propagation
with the optical
Fourier Engine

Fiorent Michel

Scaling up: Using Fourier
Optics for Bigger Transforms
The Fourier tran a phenomenally
useful mather

throughout the scie

@

Optical Computing for
Cryptography: Fully
Homomorphic Encryption




your attention!



