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Obstacles

More to overcome?

Which features do we need?

How to choose crypto parameters
e Still a big open problem

Users will be non-FHE expert developers
® Crypto libraries will not be sufficient
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Meetup: Homomorphic Large Precision Integers Using Concrete
https://fhe.org/meetups/homomorphic-Large-Precision-Integers-Using-Concrete 20
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Boolean

® 1 binary message in 1 ciphertext
e NOT, OR, AND, XOR, ...

Shortint

® 1 modular integer (up to 8-bits of precision) in 1 ciphertext
e Add, Sub, Mul, Mod, LUT Evaluation, ...
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3 Libs

3 data types

Boolean

® 1 binary message in 1 ciphertext
e NOT, OR, AND, XOR, ...

Shortint

® 1 modular integer (up to 8-bits of precision) in 1 ciphertext
e Add, Sub, Mul, Mod, LUT Evaluation, ...

Integer

e 1 large integer (CRT or Radix representation) in several ciphertexts
e Add, Sub, Mul, Mod, LUT Evaluation, ...
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3 Libs

3 data types
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Concrete use concrete::{ConfigBuilder, generate_keys, set_server_key, FheUint8};

use concrete: :prelude: :x;

fn main() {
let config = ConfigBuilder::all_disabled()
.enable default uint8()
.build();

A complete Rust
library

let (client_key, server_key) = generate_keys(config);
set_server_key(server_key);

let clear_a = 27u8;
let clear b 128u8;

let
let b

= FheUint8::encrypt(clear_a, &client_key);
FheUint8::encrypt(clear_b, &client_key);

o)
I

let result = a + b;
let decrypted_result: u8 = result.decrypt(&client_key);
let clear _result = clear_a + clear_b;

assert _eq!(decrypted_result, clear_result);




Concrete

A complete Rust
library

use concrete::{ConfigBuilder, generate_keys,

use concrete: :prelude: :x;

fn main() {

let

let

set_

let
let

let
let

let

let

let

config = ConfigBuilder::all_disabled()

.enable default uint8()

.build();

(client_key, server_key) = generate_keys(config);
server_key(server_key);

clear_a = 27u8;

clear_b = 128u8;

af/'FheUint8Egencrypt(clear_a, &client_key);

b % FheUint8: gEncrypt(clear_b, &client_key);
result = a + b;

decrypted_result: u8 = result.decrypt(&client_key);
clear _result = clear_a + clear_b;

assert _eq!(decrypted_result, clear_result);

set_server_key,

FheUint8};
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Concrete use concrete::{ConfigBuilder, generate_keys, set_server_key, FheUint8};

use concrete: :prelude: :x;

fn main() {
let config = ConfigBuilder::all_disabled()
.enable default uint8()
.build();

A complete Rust
library

let (client_key, server_key) = generate_keys(config);
set_server_key(server_key);

let clear_a = 27u8;
let clear_b = 128u8;

let a FheUint8::encrypt(clear_a, &client_key);
let b = FheUint8::encrypt(clear_b, &client_key);

P ———

T &

let resulq
let decrypted_result: u8 = result.decrypt(&client_key);
let clear _result = clear_a + clear_b;

assert _eq!(decrypted_result, clear_result);




Optimizer

Parameter Optimization and Larger Precision for (T)FHE
https://eprint.iacr.org/2022/704.pdf
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Optimizer

Overview

Guarantees:

Security =
Correctness
Efficiency %/
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Compiler

Hardware optimization,

distribution...
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Compiler

Built on top of
MLIR

Hardware optimization,
distribution...
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Compiler

code generation and llvm
toolchain as backend

standard optimization:
memory footprint, buffer reuse,
avoid copying, merging
loops...
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Compiler

code generation and llvm
toolchain as backend

standard optimization:
memory footprint, buffer reuse,
avoid copying, merging
loops...

func.func @main(%arg@: 'FHE.eint<16>) -> !FHE.eint<16> @
%0 = arith.constant 1 : 116
%1l = "FHE.add eint int"(%arg0, %0): (!FHE.eint<16>, 131) -> (!FHE.elnt<16>)

return %1: !FHE.elint<l6>
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Frontend

Python

Focus on users @.

® No FHE-expertise needed
e Can be use-case oriented

e Different languages (Rust, Python, ...

e Easy to implement new frontends
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Frontend

Python

Focus on users @.

® No FHE-expertise needed

e Can be use-case oriented

e Different languages (Rust, Python, ...
e Easy to implement new frontends

import concrete.numpy as cnp

def add(x, y):

return x + vy

compiler = cnp.Compiler(add, {"x": "encrypted", "y": "clear"})

inputset = [(2, 3), (0, 0), (1, 6), (7, 7), (7, 1)]
circuit = compiler.compile(inputset)

clear_evaluation = add(x, y)

homomorphic_evaluation = circuit.encrypt_run_decrypt(x, y)

rint(x, "+" "= clear_evaluation, "=", homomorphic _evaluation
) b b ) ) )
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Conclusion



Takeaway

And future work

=

Community effort towards FHE adoption
Still obstacles to overcome: focus on the users!
We built the foundations of an FHE framework

Requires many different expertises
(hardware, FHE, optimization, security, user experience, ...)
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Community effort towards FHE adoption
Still obstacles to overcome: focus on the users!
We built the foundations of an FHE framework

Requires many different expertises
And future work (hardware, FHE, optimization, security, user experience, ...)

Takeaway

Improvement of Concrete framework
(contributions and suggestions are more than welcome!)

Research efforts on FHE, optimization, ...

-~
Upcoming FHE dedicated pieces of hardware
/ Teach developers




Thank you!

/D

o https://github.com/zama-ai/concrete www.zama.al
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