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SMS OTP

Victim enters OTP

Attacker retrieves 
OTPAttacker uses OTP to 

access private info, trigger 
payments…
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First, no 
entry of 
shared 

credentials
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User Environment
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FIDO
Authenticator

PIN or 
biometrics

Challenge

Signed Response
Private key

Public key

Relying Party

User 
verification is 

local !

The response is 
not entered by 

user !

The response 
conveys 

possession 
proof

The response is 
not replayable

12/1/22

The response 
conveys user 

verification proof
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NOT FIDO 
Authenticator

Chall
en

ge

Response
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FIDO 
Authenticator

Chall
en

ge

Response
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A FIDO 
Authenticator will 
detect a wrong 

web origin

!
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RP 
Server

RP 
Client

FIDO 
authenticator

RP ID, User handle, Challenge

Verify Origin against RP ID

Generate attestation: 
sign with Attest priv key:
- RP ID hash
- UP/UV flag
- Counter
- AAGUID
- Credential ID
- RP Pub key
- Hash (Client data)

Authenticator data + hash(Client data) + 
attestation signature

Authenticator data + hash(Client data) + 
attestation signature + Client data

- Retrieve metadata, 
incl Attest pub key, 
using AAGUID

- Verify signature
- Verify origin
- Verify token binding
- Verify RP ID
- Store Pub Key and 

associate with 
Credential ID

- (Store AAGUID and 
associate with User 
Handle)

Authenticator 
data

RP ID, User handle +
hash (Client data = (Origin, Challenge, TBI))Generate

- RP Priv and 
pub key

- Credential ID

Store
- Credential ID
- RP Priv key
- RP ID
- User Handle
- Counter
- User PIN or 

biometric data

Public Key Credential 
Source RP client creates Client Data and hashes it. 

Client data includes:
- Challenge
- Origin
Client data will be used in phishing and MITM 
protection mechanisms

Challenge for protection 
against replays

RP ID = chosen by RP, e.g.: 
bank.com

Origin = actual web origin of server 
message. e.g.: login.bank.com
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RP 
Server

RP 
Client

FIDO 
authenticator

RP ID, User handle, Challenge

Verify Origin against RP ID

Generate attestation: 
sign with Attest priv key:
- RP ID hash
- UP/UV flag
- Counter
- AAGUID
- Credential ID
- RP Pub key
- Hash (Client data)

Authenticator data + hash(Client data) + 
attestation signature

Authenticator data + hash(Client data) + 
attestation signature + Client data

- Retrieve metadata, 
incl Attest pub key, 
using AAGUID

- Verify signature
- Verify origin
- Verify token binding
- Verify RP ID
- Store Pub Key and 

associate with 
Credential ID

- (Store AAGUID and 
associate with User 
Handle)

Authenticator 
data

RP ID, User handle +
hash (Client data = (Origin, Challenge, TBI))Generate

- RP Priv and 
pub key

- Credential ID

Store
- Credential ID
- RP Priv key
- RP ID
- User Handle
- Counter
- User PIN or 

biometric data

Public Key Credential 
Source Authenticator binds key to RP ID, Credential ID and 

User handle

Authenticator creates key pair and Credential ID = 
identification of the key pair

PIN or biometric data are registered by user upon 
prompting
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RP 
Server

RP 
Client

FIDO 
authenticator

RP ID, User handle, Challenge

Verify Origin against RP ID

Generate attestation: 
sign with Attest priv key:
- RP ID hash
- UP/UV flag
- Counter
- AAGUID
- Credential ID
- RP Pub key
- Hash (Client data)

Authenticator data + hash(Client data) + 
attestation signature

Authenticator data + hash(Client data) + 
attestation signature + Client data

- Retrieve metadata, 
incl Attest pub key, 
using AAGUID

- Verify signature
- Verify origin
- Verify token binding
- Verify RP ID
- Store Pub Key and 

associate with 
Credential ID

- (Store AAGUID and 
associate with User 
Handle)

Authenticator 
data

RP ID, User handle +
hash (Client data = (Origin, Challenge, TBI))Generate

- RP Priv and 
pub key

- Credential ID

Store
- Credential ID
- RP Priv key
- RP ID
- User Handle
- Counter
- User PIN or 

biometric data

Public Key Credential 
Source

RP verifies that signed Origin matches RP origin 
for phishing protection

RP Client adds full Client data including RP 
Origin

Authenticator Generates a signed 
attestation
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FIDO 
Authenticator

Chall
en

ge

Response
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Let’s look at what 
happens here
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FIDO 
authenticator

RP ID, Challenge

Verify origin against RP ID

- From RP ID, retrieve
RP priv key and 
Credential ID + User 
handle

- Verify user
- Increment counter

Generate assertion: sign 
with RP priv key:
- RP ID hash
- UP/UV flag
- Counter
- Hash (Client data) Authenticator data + assertion signature + 

Credential ID + User handle

- Fetch public key 
(and AAGUID) from 
Credential ID

- Verify signature
- Verify origin
- Verify token binding
- Verify RP ID
- Verify user was 

verified
- Verify Counter is 

incrementing

Authenticator 
data

RP 
Server

RP 
Client

RP ID +
hash(Client data =(Origin, Challenge, TBI))

Authenticator data + Client data + assertion 
signature + Credential ID + User handle

User verification (PIN/Biometrics)

The authenticator generates and sends a signed 
response (the assertion)

Authenticator uses RP ID to retrieve key and 
Credential ID
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FIDO 
authenticator

RP ID, Challenge

Verify origin against RP ID

- From RP ID, retrieve
RP priv key and 
Credential ID + User 
handle

- Verify user
- Increment counter

Phishing 
web 

Server
RP 

Client

RP ID +
hash(Client data =(Origin, Challenge, TBI))

RP ID must be that of the Phishing web site 
or this verification will fail

Authenticator will not find a key corresponding to 
the RP ID received

The authenticator generates an error !
The user cannot be authenticated !

This Challenge came from 
the real FIDO server



Questions ?
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