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Phishing attacks

* Are increasingly sophisticated and hard to detect
« Upto 70% of phishing emails are opened* o
« Of those, 50% of users click on malicious links* T i T @CTIRANIECOL

Subject: Secunty Alert: 06839
Date: Tha, 29 May 2008 12:41:41 +0000

‘ t ‘ ®
e Amazon <ol| This is a Security Alert you requested to help you protect your account.
Alert
. Your account has been blocked.
o: Delete Archive Reply Reply Formard Move £ Ackon o Follon 219 You have exceeded the number of three (3) failed login attempts.
To unlock your account, please your account
Response required
. Thank you for your cooperation.
amazon Password assis!
' PayPal Sincerely Yours,
Letha Cox
Someone tried to reset your password from Dayton,Ohio, If you have n« Response required Letha Caxeitibants com
requested this code ’

Please Call Us on 1-800-801-5811
Please provide below mentioned code with your Email address to verify

e emailed you o e while 300 1o ask for your help resohving an issus with your PayPal account
Your accoun mporarily bmiled because we havern't b

161145

0 help L3 w % and fo see whal pou can and can do with your account untl the issue & resohed

and g ta the Resclution Center

Thank you for being a PayPal customes.

* Source: https://dataprot.net/statistics/phishing-statistics/
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How phishing attacks work

Attacker accesses real
website and uses victim’s

credentials to access private
info, trigger payments...

Attacker sends phishing email

v

Attacker retrieves

victim’s credentials o _ _
Victim clicks on link and enters

user ID + password on
seemingly real web site

Real website Phishing website
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OTP based 2" factor
authentication does not help
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How OTP phishing attacks work

Attacker accesses real

website and uses victim’s
credentials

Attacker uses OTP to
access private info, trigger
payments...

Attacker sends phishing email

Attacker retrieves

victim’s credentials . . .
ictim clicks on link and enters

Attacker retrieves user ID + password on
seemingly real web site

Victim enters OTP

Real o
: Phishing
website website
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What phishing resistance means

o
Attacker sends phishing email

First, no

entry of

shared
credentials

Real Phishing

website website
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How do you authenticate to the
Relying Party without sending a
shared credential ?
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The FIDO answer

User
verification is

______________

PIN or
biometrics

_________________________________________________
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local !

The response
conveys user
verification proof

User Environment |

FIDO

Authenticator

(@
7

Private key

The response

conveys
possession
proof

Signed Response

The response is
not entered by
user !

Challenge Relying Party

4

Public key

The response is
not replayable

12/1/22



Is it enough to prevent
phishing attacks and
account take over ?
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No

A more sophisticated phishing attack

o9
Attacker sends phishing email
- NOT FIDO
Authenticator

Real .
: Phishing
website website
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The FIDO solution

o .
Attacker sends phishing email
- Authenticator

% AFIDO
Authenticator will

detect a wrong

web origin
Real .
Phn
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How ?

All Rights Reserved | FIDO Alliance | Copyright 2022 12/1/22



FIDO Registration

RP ID = chosen by RP, e.g.:

bank.com
fido [oe RP 1 fido
authenticator Client Server
L. o J RP ID, User handle, Challenge |
Origin = actual web origin of server L
. Verify Origin against RP ID |
message. e.g.: login.bank.com \
RP ID, User handle + > _
Generate hash (Client data = (Origin, Challenge, TBI)) Challenge for protection
- RP Privand i
against replays
pub key 9 piay
- Credential ID
Store —
Public Key Credential . ) .
source, RP client creates Client Data and hashes it.
Client data includes: - Retrieve metadata,
_ incl Attest pub key,
Challenge using AAGUID
- Orlgln - Verify signature
Client data will be used in phishing and MITM - Verifyorigin
. . - Verify token binding
protection mechanisms - Verify RP ID
- Store Pub Key and
Authenticator ~Counter - oTrroTTToaToT Sera——rraorrromorread d) + Authenticator data + hash(Client data) + associate with
data - AAGUID - attestation signature attestation signature + Client data Credential ID
- Credential ID - (Store AAGUID and
- RP Pub key associate with User
- Hash (Client data) Handle)
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FIDO Registration

fido [STo%e) RP RP LS
authenticator Client Server
J RP ID, User handle, Challenge
Verify Origin against RP ID
RP ID, User handle + >

Generate hash (Client data = (Origin, Challenge, TBI))

- RP Privand ]

e o Authenticator creates key pair and Credential ID =

identification of the key pair
Store
- Credential ID |
Public Key Credential | - RP Privkey I ) i _
Source | - RPID — Authenticator binds key to RP ID, Credential ID and

- User Handle User handle - Retrieve metadata,

- Counter incl Attest pub key,

- UserPINor using AAGUID

biometric data \_; - Verify signature
Generate attestation: T PIN or biometric data are registered by user upon - Veryorighn
sign with Attest priv key: ) - Ver!fy token binding
- RPID hash prompting - \S/te;g PRUF;J I+[<)ey o
- UP/UV i , : -
Authenticator - goﬁter 2 R Authenticator data + hash(Client data) + Authenticator data + hash(Client data) + associate with
data - AAGUID - attestation signature attestation signature + Client data Credential ID

- Credential ID - (Store AAGUID and
- RP Pub key assc:jcllate with User
- Hash (Client data) andle)
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FIDO Registration

fido JINe RP RP R
authenticator Client Server
J RP ID, User handle, Challenge

Verify Origin against RP ID

v

RP ID, User handle +

Generate hash (Client data = (Origin, Cpallanaa TR
- RP Pri d ars . . . . .
oubkey RP verifies that signed Origin matches RP origin
- Credential ID for phishing protection
Store — |
- Credential ID i )
Public Key Credential | - RPPrivkey | Authenticator Generates a signed
Source | - RPID attestation
- User Handle | - Retrieve metadata,
- Counter incl Attest pub key,
- UserPINor RP Client adds full Client data including RP using AAGUID
biometric data % Origin Verify signature
Generate attestation: - Ver!fy origin
sign with Attest priv key: - Ver!fy token binding
- RPID hash - Verify RP ID
- UP/UV flag - Store Pub Key and
Authenticator - Counter _ Authenticator data + hash(Client data) + Authenticator data + (Client data) + associate with
data - AAGUID - attestation signature attestation signature + Client data Credential ID
- Credential ID - (Store AAGUID and
- RP Pub key associate with User
- Hash (Client data) Handle)
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FIDO authentication

LR ] T
Attacker sends phishing email = i GRS
- Authenticator

Let’s look at what
happens here

Real

website Phishing

website
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FIDO Authentication - Normal sequence diagram

fido [SsYe) RP =Y fido
authenticator Client Server

RP ID, Challenge

Verify origin against RP ID r
//’J Authenticator uses RP ID to retrieve key and

- From RP ID, retrieve -
RP priv key and “ hash(Clientd Credential ID
Credential ID + User

handle |
|

- Verify user —
- Increment counter ;\‘ User verification (PIN/Biometrics)

Generate assertion: sign ,_ |

with RP priv key: | ) .
{- RP ID hash The authenticator generates and sends a signed - Fetch public key

Authenticator

data < - UP/UV flag response (the assertion) (and AAGUID) from

- Counter . Credential ID
- Hash (Client data) Authenticator data + assertion signature + Authenticator data + Client data + assertion - Verify signature

Credential ID + User handle signature + Credential ID + User handle g - Verify origin

- Verify token binding

- Verify RP ID

- Verify user was
verified

- Verify Counter is

< incrementing
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FIDO Authentication - In the case of phishing

— Phishing
fido 516 RP web
authenticator Client Server

RP ID, Challenge |

>

Verify origin against RP ID |:

- From RP ID, retrieve ’ RP D + This Challenge came from
RP priv key and X hash(Client data =(Origin, Challenge, TBI
Credential ID + User “yl_ | ( (Orig J ))E the real FIDO server
handle

- Verify user . .

- Increment counter RP ID must be that of the Phishing web site

or this verification will fail

Authenticator will not find a key corresponding to
the RP ID received

The authenticator generates an error!
The user cannot be authenticated !
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Questions ?
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