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• About Dr. Rolf Lindemann

• Author & contributing editor of multiple FIDO specifications

• Frequent speaker at industry events

• Helped regulators across the globe with modern authentication

• VP Products at Nok Nok

• About Nok Nok

• Deep domain expertise in FIDO next-generation authentication

– Original inventor of FIDO and co-founder the FIDO Alliance

– Thought leader in customer authentication with proven track record

• Proven deployed B2C passwordless solution

– 100s of millions of deployed users

– Billions of authentications

• Proven technology with innovations based on the real world

– Servers deployed globally at scale

Background
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Objective:  Demonstrate why and how FIDO-based payments lead to 
increased conversion and reduced fraud

Agenda:

• The Problems with Online Payments Today

• Legacy vs. Modern (FIDO) Authentication Approaches 

• Payment Scenarios Leveraging FIDO

• 3DS “challenge flow”

• Delegated Authentication

Session Overview
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Current Issues with Online Payments
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1

Conversion



Legacy Step-Up Auth Leads to High Cart Abandonment 

Biometric Authentication Reduces Cart Abandonment

• Biometrics simplify checkout

• 80% reduction in cart abandonment 
over passwords or SMS OTP

• Less Friction is a business enabler
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Source: Mastercard Study



Current Issues with Online Payments
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1

Conversion

False-declines

OTP not received

Phone not in reach

Forgotten PIN

Waiting time too long

Unpredictable UX



Current Issues with Online Payments
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Fraud

1

Conversion

False-declines

OTP not received

Phone not in reach

Forgotten PIN

Waiting time too long

Unpredictable UX



CNP Fraud 3X More than Card Present

Offline Card Present (CP) Online Card Not Present (CNP)
• 3x more fraud than Card Present

• 1.8% revenue lost to fraud globally
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Current Issues with Online Payments
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1

Conversion

False-declines

OTP not received

Phone not in reach

Forgotten PIN

Waiting time too long

Unpredictable UX

2

Fraud

Identity theft: stolen cards, … 

Friendly fraud: never ordered or delivered

Clean fraud: variation of identity theft

Affiliate fraud: fake traffic via affiliates

Triangulation fraud: “fake shops”







Example Example

Current Issues with Online Payments
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1

Conversion

eCommerce revenue = $10m

Payment conversion: 78%

Revenue lost: $2.2m

Gross Margin: 40%

Money lost: $880k

2

Fraud

eCommerce revenue = $10m

Online payment fraud: 1.8%

Payments lost: $180k

Add’l. loss per $1 chargeback: $2.94

Money lost: $180k + $529k = $709k



Current Issues with Online Payments
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1

Conversion

2

Fraud

Both issues have similar relevance
(for merchants)!



Current Issues with Online Payments
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1

Conversion

2

Fraud

Both issues have similar relevance
(for merchants)!

Focus on 
CNP Specific 

Fraud

Focus on 
Payment 
Auth UX



Legacy vs. Modern (FIDO) Approaches
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3DS Overview

Merchant

User

ACS

Bank

3DS Message 

Authenticate user

Step-Up Authentication

1

2

4

Risk Assessment

3
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3DS Overview

Merchant

User

ACS

Bank

3DS Message 

Authenticate user

Step-Up Authentication

1

2

4

Risk Assessment

3
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Today typically:

1. Static password (3DS v1)

2. SMS-OTP

3. Push to App + PIN



Legacy Methods: Under the Hood
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ONLINE CONNECTION

“shared secret” is sent to the server

Password

OTP

Centrally Stored 
Passwords

Device Data



Legacy Methods: Under the Hood
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ONLINE CONNECTION

“shared secret” is sent to the server

Easily stolen 

8bn so far

Easily phished 

11% average success rate

57% companies phished

Classified as 

“Restricted 

Authenticator” by 

NIST

Slow

20secs on average

Success rate

80%-85%

Password

OTP

Device Fingerprinting Data

Easily forgotten

65% of users per year

Too many

70-80 on average

First large scale 

attacks have been 

seen “in the wild”



Bearer Tokens Vulnerable to MITM Attacks

rp.com
User

MITM.com

Username
Password
OTP
Device Data

Username
Password
OTP
Device Data

Username
Password
OTP
Device Data

Looks like original bank.com 

web site

(dynamic copy of contents, 

similar looking origin: e.g. 

rp-secure.com)

Looks like legitimate 

user
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Example for MITM Attack on Shopping

merchant.com
User

MITM.com

Username
Password
OTP
Device Data

Username
Password
OTP
Device Data

Username
Password
OTP
Device Data

Looks like original 

merchant.com web site and 

shopping cart

Looks like legitimate 

user
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MITM has prepared his 

shopping cart – using 

different delivery address



FIDO: Under the Hood
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User verification

User unlocks key with 

biometric or PIN

Authenticator
FIDO 

Authentication

One private key 

per App
Public key

Key Pairs replace legacy shared secrets

Only Public Keys

PSD2: PSU PSD2: ASPSPPSD2: Personalized Security 

Credential

PSD2: (no equivalent)

PSD2: Authentication Code



FIDO Protects Against MITM attacks

rp.com
User

MITM.com

2. User cannot accidentally 

disclose credential to 

attacker.

3. FIDO Client looks for 

MITM.com credential

1. Relying Party doesn’t 

know user’s 

authentication private 

key
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1

2

3

4
Stolen 

TLS keys

Fraudulently 
issued TLS Server 

Certificates

Homograph Attacks

Confusing Server Names

FIDO protects 
against these

Certificate 
Transparency  & 
FIDO with 
Channel Binding

FIDO with Token 
Binding

MITM Attack Levels Counter-Measures
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Payment Scenarios Leveraging FIDO

©2022 Nok Nok Labs



Authenticator Form Factors
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Roaming Authenticators

Platform Authenticators
Authenticator is an integral part 
of a multi-functional device

Authenticator is a dedicated security 
device – typically supporting USB, NFC 
and/or BLE.

Typical Modalities

Connectable to other 
devices via BLE 
(“CTAP Hybrid”)

Other form factors like rings, wrist-bands etc. exist



• 3DS with Biometric Challenge Flow

1. Browser and Push-OOB to smartphone App

2. Browser WebAuthn (cross-origin-iframe)

3. Secure Payment Confirmation (SPC)

• Delegated Authentication

0.   Enablement

1. First Purchase

2. Second Purchase

1. Browser WebAuthn

2. Secure Payment Confirmation (SPC)

Payment Scenarios
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Using FIDO 
authentication



3DS with Biometric Challenge Flow

Merchant

User FIDO 

Authenticator

ACS

Bank

3DS Message 

Authenticate user

Step-Up Authentication

1

2

4

Risk Assessment

3
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First focus is  
biometric step-up 
authentication

Typically Email-OTP 
and Cookie



1. Browser and Push-OOB to App
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Transaction display FIDO Client (embedded in App) – privileged to use credential

Transaction detail linked1 to 

authentication code2

Transaction text hash is part of assertion signature 

(FIDO UAF Transaction Confirmation)

Credential type Single device credential – cannot be exported from device

Authentication factors3 Possession of authenticator (TEE backed) + user verification

Transaction text appearance Text and / or image – up to full screen

Devices required 2

MITM protection Yes, if user verifies transaction text

Additional user interaction Use second (OOB) device

Notes Requires native mobile app, broadest device coverage

Scenario Summary – Browser & Push-OOB
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1 See PSD2 RTS Article 9 “Independence of Elements”
2 PSD2 term for the FIDO assertion is “authentication code”
3 See PSD2 RTS Article 5 “dynamic linking”



2. Browser (iframe)
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Transaction display Bank web app (HTML & JS) – privileged to use credential

Transaction detail linked1 to 

authentication code2

The FIDO assertion includes a server challenge derived from a

cryptographic hash of the transaction text 

Credential type Depends on authenticator/device – single device credential or multi-

device credential

Authentication factors3 Possession of authenticator + user verification

Transaction text appearance HTML – up to full screen

Devices required 1

MITM protection Yes, if user verifies transaction text

Additional user interaction None

Notes Requires cross-origin-iframe WebAuthn support in Browser (Chrome, 

Edge, Samsung Internet, Safari 16+), needs JS injection protection

Scenario Summary – Browser (iframe)
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1 See PSD2 RTS Article 9 “Independence of Elements”
2 PSD2 term for the FIDO assertion is “authentication code”
3 See PSD2 RTS Article 5 “dynamic linking”



3. Secure Payment Confirmation (SPC)
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BankAuth… 1058

ShopAuth (shopauth.noknokdemo.com)  



©2022 Nok Nok Labs



©2022 Nok Nok Labs



Transaction display FIDO Client (Web Browser) – privileged to use credential

Transaction detail linked1 to 

authentication code2

The FIDO assertion includes a cryptographic hash of the structured 

transaction details.

Credential type Depends on authenticator/device – single device credential or multi-

device credential

Authentication factors3 Possession of authenticator + user verification

Transaction text appearance Browser-specific visual representation

Devices required 1

MITM protection Yes, if user verifies transaction text

Additional user interaction None

Notes Supported in Chrome only, no roaming authenticator support (yet)

Scenario Summary – Issuer-SPC
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1 See PSD2 RTS Article 9 “Independence of Elements”
2 PSD2 term for the FIDO assertion is “authentication code”
3 See PSD2 RTS Article 5 “dynamic linking”



Delegated Authentication
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3DS Overview

Merchant

User

ACS

Bank

3DS Message 

Authenticate user

Step-Up Authentication

1

2

4

Risk Assessment

3
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Delegated Authentication

Merchant

User FIDO 

Authenticator

ACS

Bank

3DS Message 

with FIDO data

Authenticate user

Step-Up Authentication

1

2

4

Risk Assessment

3
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Delegated Authentication
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Merchant

Issuer

Card Network

Contractual

Agreement

Contractual

Agreement

3DS Message with FIDO data

(authentication evidence)



Delegated Authentication
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Merchant

Issuer

Card Network

Contractual

Agreement

Contractual

Agreement

3DS Message with FIDO data

(authentication evidence)

“FIDOData”: {
“rpId”: “https://shopauth.noknokdemo.com”,

“authTime”: “2022-06-08T07:42:17Z”,
“FIDOAuthenticatorReferences”: [

{ “publicKey”: 
“A401030339010020590100C7CA21EA2DC465DC6338E5D3404A174493E42173EE4188412E542300364C82CA647
AC641752DFAD2787911ABBCDD484B5C33DD63F10DBF102154F2D45FB4B1147971287D119C93CD3BB4EBD076048
D6EA32ED999419A0490546BEE6C79E056F396D5717AFE710CE735230C0BE9BBF5A378797844D6CF2B9E1A1CD44
09C1989C4EBC60E0B37AE3244D89517AE77E80CC1849DDB21A62FE163739AD92FF1F64C2552C440A1EFACC5736
EB31E62B773105F6FF01679F9A84B157BC0D2A5A0B983149C990768E8E1EF43899B4967AA58EA285B695A239D6
A204685D2417DE5581D564C78B008F4E0729AA1B1B1883D57AC51B2BE9258DF6572E061A00774C180AEA121430
10001”,  

“aaguid”: “0132d110-bf4e-4208-a403-ab4f5f12efe5“,
“uv”: true,
“up”: true,
“usedForThisTransaction”: true

}
}

See https://fidoalliance.org/technical-note-fido-authentication-and-emv-3-d-secure-using-fido-for-payment-authentication/

https://fidoalliance.org/technical-note-fido-authentication-and-emv-3-d-secure-using-fido-for-payment-authentication/


0. Enablement
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1. First Purchase
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2. Second and Subsequent Purchases
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Alternative: Merchant-SPC
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BankAuth… 1058

ShopAuth (shopauth.noknokdemo.com)  



Alternative: Merchant-SPC
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shopauth.noknokdemo.com.         
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WebAuthn Variant Merchant-SPC Variant

Transaction display Merchant web app (HTML & JS) FIDO Client (Web Browser)

Transaction detail linked1 to 

authentication code2

The FIDO assertion includes a server 

challenge derived from a cryptographic 

hash of the transaction text 

The FIDO assertion includes a 

cryptographic hash of the structured 

transaction details.

Credential type Depends on authenticator/device – single device credential or multi-device credential

Authentication factors3 Possession of authenticator + user verification

Transaction text appearance HTML – up to full screen Browser-specific visual representation

Devices required 1

MITM protection Yes, if user verifies transaction text

Additional user interaction None

Notes Supported by all modern Browsers Supported in Chrome only, no roaming 

authenticator support (yet)

Scenario Summary (Delegated Authentication)
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1 See PSD2 RTS Article 9 “Independence of Elements”
2 PSD2 term for the FIDO assertion is “authentication code”
3 See PSD2 RTS Article 5 “dynamic linking”



Driving factors

1. Altering transaction details should be detectable (“dynamic linking”)

2. Ensure the user has seen and approved (“non repudiation”)

Auditability
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Auditability – Dynamic Linking
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finalChallengeParams {
tag, appID, challenge, facetID, 
channelBinding

}

authenticatorData {
aaid, authnrNonce, finalChallengeHash,
transactionHash, keyID, signCount, 

}

Signature

UAF txConf
clientData {

type, challenge, origin, crossOrigin,
tokenBinding,

}

authenticatorData {
rpIdHash, flags, signCount, exts, 
attestedCredData {

aaguid, credId, pubKey
}

}
hash

Signature

WebAuthn
clientData {

type, challenge, origin, crossOrigin,
tokenBinding,
additionalPaymentData {

rpId, topOrigin, payeeName,
payeeOrigin, total, instrument

}
}
authenticatorData {

rpIdHash, flags, signCount, exts, 
attestedCredData {

aaguid, credId, pubKey
}

}
hash

Signature

SPC

SHA256(”Authorize $817.50 payment”) Challenge = SHA256(random, transaction)



Auditability – Non-Repudiation

©2022 Nok Nok Labs

• Verify the entity that displayed the transaction details

• Use user‘s credential public key to verify signature

• FIDO2/WebAuthn+SPC: Check flags to know whether user was verified (“UV”)

• Look back when credential was created:

• The user was known (ID proofing or legacy authentication method)

• Verify aaid/aaguid to get more information about authenticator characteristics (if 
attestation was provided)



• FIDO can address the most common sources of Fraud in Payments

• FIDO can vastly improve the user experience resulting in less cart 
abandonment

• Some companies have already deployed FIDO in Perú (BBVA)

• Considerations:

• Payment use cases differ from standard “login” use cases

• One-size does not fit all – seek solutions that can address multiple use 
cases

– Ability to assess and handle Authenticator characteristics (e.g., TEE use, single-device-
credential vs. multi-device credential etc.)

– Support for FIDO UAF Transaction Confirmation and Secure Payment Confirmation

Takeaways
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THANK YOU
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rolf@noknok.com


