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About myself

• Background in computer 
science and law

• Doctoral thesis about the use of 
blockchain for the verification of 
long-term revocable credentials

• ITU standardization of DLT

• Consultant for blockchain and 
data protection as well as 
sustainable innovation
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Two main issues

General Data Protection Regulation 
(GDPR) applicable in the European 
Economic Area since May 2018

• Right to be forgotten vs. 
immutability of DLT

• Accountability vs. 
decentralization
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Can we limit data on blockchains to anonymous data?
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Immutability



DLT and GDPR         February 20, 2023         ITU workshop on "DLT security, identity management and privacy"         Dr. Jörn Erbguth, joern@erbguth.net #6

Accountability
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Controllers on different levels (in my opinion)

Public Blockchains ⬌ Permissioned Blockchains

Blockchain level

Smart contract developers/operators ⬌ users
Immutable smart contracts ⬌ update possible
Smart contract which serve specific people

Smart contract level

Users, holding their private keys, usually have control over 
the transactions

Transaction level
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Limited guidance

• Early, very limited statement from the 
Hungarian Data Protection Authority 
(NAIH) in 2017.

• Detailed statement from the French 
Data Protection Authority (CNIL) in 
2018.

• Announced but not delivered 
statement by the European Data 
Protection Board EDPB.
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Simple solutions (with limited practicability)

Don’t write personal data on a blockchain Blockchain addresses are often already considered personal data

Use blockchains that can forget Why do you use blockchains in the first place?

Have a centralized entity that controls the blockchain Is this still decentralized?

Make sure that people consent to the use of blockchain Consent can always be withdrawn

Have users write data to the blockchain themselves Do you still control the system or individual transactions?

Use blockchains outside of the EU One node held by an entity in the EU might be sufficient to render 
the GDPR applicable
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Complex solutions

• Apply privacy by design

• Use privacy enhancing technology where possible

• Make sure immutability can be justified and has a 
solid, permanent justification

• Only store that part of the data on a blockchain that 
needs to be stored there

• Use blockchains and smart contracts with existing 
appropriate governance

Things to avoid
• Unsolicited crypto transactions – particularly airdrops

• Hidden blockchain usage (exception: time stamping)



DLT and GDPR         February 20, 2023         ITU workshop on "DLT security, identity management and privacy"         Dr. Jörn Erbguth, joern@erbguth.net #11

Regulatory Sandbox



Thank you

Dr. Jörn Erbguth
Jorn.Erbguth@unige.ch
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