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Global Strategy on Digital Health Policy Actions

Recommends defining “a national digital health architecture 
blueprint or road map, adopt open-source health data standards 
and aim for reusable systems or assets including interoperability of 
health information systems both at national and international levels 
in order to establish an innovative integration of different digital 
technologies using shared services, ensuring data are of good and 
comparable quality”

“Digital health should be an integral part of health priorities and 
benefit people in a way that is ethical, safe, secure, reliable, 
equitable and sustainable. It should be developed with principles of 
transparency, accessibility, scalability, replicability, interoperability, 
privacy, security and confidentiality.

“

Policy Action
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African Union & Africa CDC: HIE Guidelines and Standards

Africa CDC recommends:

"Certificates: ITU-T X.509 digital certificates for 
use in public key encryption for TLS and 
S/MIME. To be used in conjunction with Public 
Key Cryptography Standards 7 (PKCS7) 
Cryptographic Message Syntax [IETF RFC 5652] 
and Public Key Cryptography Standards 12 
(PKCS12) Personal Information Exchange Syntax 
Standard [IETF RFC 7292]. ● Hashing algorithms: 
NIST Secure Hashing Algorithm 2 (SHA-2) to 
include SHA”



Securing Communication Endpoints – Australia Example
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Integrating the Health Enterprise (IHE) – Digital Signatures
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• Document Digital Signature 
content shall conform to 
XAdES schema for signatures

• The PKI should adhere to ISO 
TS-17090 standards for PKI in 
healthcare



Global Digital Health Certification Network –
COVID Certificates
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Need for a trust network 
federator that facilitates trust 
across multiple certificate 
types AND implementations 

WHO DDCC Document
Signed HL7 FHIR document

Multiple specifications for digitally 
signed QR codes using PKI

PKI Infrastructure in GDHCN 
Gateway:
• EU DCC API & certificate 

governance will be preserved
• DID for public key distribution 

supported

Computable components 
described in HL7 FHIR 
Implementation Guide as part of 
WHO SMART Guidelines



Decentralized PKI - LACChain
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Thank you!
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