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Motivation

* If large-scale quantum computers are ever built, these
computers will be able to break the public key cryptosystems
currently 1n use.

* A post-quantum cryptosystem (PQC) 1s secure against large-
scale quantum computers.

* It 1s open to conjecture when it will be feasible to build such
computers; however, RSA, DSA, DH, ECDH, ECDSA, and
EdDSA are all vulnerable 1f a large-scale quantum computer 1s
developed.
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PQC: Large Public Key and Signature Size

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 bytes

Signature Algorithm I I I I I I I I I I Signature Size!
CRYSTALS-Dilithium 2420 bytes
FALCON-512 666 bytes
HSS/LMS | 2964 bytes

XMSSAMT | 4963 bytes
ECDSA-256 I] 64 bytes
RSA-2048 D 256 bytes

lwith example parameters
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Two Possible Certificate Approaches

Goal — Deploy PQC algorithms before there 1s a large-scale quantum computer.

Assumption — First steps will mix traditional algorithms and PQC algorithms.
Two certificates, each with one public key and one signature:
* one certificate traditional algorithm, signed with traditional algorithm

* one certificate PQC algorithm, signed with PQC algorithm

One certificate, containing multiple public keys and multiple signatures:

Public Key Signature
Traditional public key Traditional signature
SEQUENCE OF SEQUENCE OF
PQC public key PQC signature
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