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The basics
• ITU-TSG17Q11jointlywithISO/IECJTC1SC6standardizePKI,
andrefertoISO/IECJTC1SC27WG2astheprimarysourcefor
approvedcryptographicmechanisms.

• ISO/IECSC27WG2hastraditionallyhadaveryrigidprocess
(understandablyso)fortheuptakeofnewalgorithmsinits18033
series.However:

• QuantumisaspecialcaseaspertheUSandothergovernments’
recognitionofitbeingatopictobedealtwithwithoutdelayasits
ITapplicationswillbreakPKIandcrypto(graphy)asitstands.
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Latest news from global standardization
• AsanoutcomeofthelatestISO/IECJTC1

SC27meeting,anamendmentof18033-2to
addsupportforquantum-resistantKEM(to
replaceRSAorECCinthatcapacity)has
beenstarted,takingintoaccountthe
urgencytohavetherelevantoptionsinPKI

• Ofcrucialimportanceforthattohappenwas
thepresenceoftwoSG17/SC6delegatesto
themeetinginquestion,asideNIST’sand
otherkeyplayers’suchastheGermanBSI,
nowleadingtheamendmentincollaboration
withNISTandusnotably.

• Europeanstandardizationistakingthe
matterveryseriouslylikewiseassomeEU
directivesmightrequirespecifictypesof
cryptographytoattainthelevelofsecurity
andparticularpropertiesrequiredbylaws;
themainworkoccursinCEN/CENELEC.

• YourservantinSFright

aftertheSC27plenary

onthejobtoreplaceRSA

:-)
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