SBOM Tool Essentials
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Supply Chain Software

Middleware

31 Party Drivers
Software

Other Distributor
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Baseline Software
Component Information

Supplier Name

Component Name

Component Version

Unique Identifier

Dependency Relationship

Data Author Name

Timestamp

Licenses

Vulnerabilities
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SBOM (Software Bill Of Materials)

Openssl Libpng
v3.3.0 v1.6.8
f;ﬂ‘. v \ /
»
Zlib
I -] v1.2.8
. SBOM
ﬁ\%
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Automation Support

SBOM Creation Automation

SBOM Document Auto Creation
(ex. SPDX, CycloneDX, SWID Tags)

CLI/API Support for Automation
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Dependency Support

Dependency Scanning

Support Transitive Dependency

Ex. Support SPDX Document Field “relationships”
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Component Identification

Many different component names should be
managed by one

Ex. Apache tomcat, tomcat, apache-tomcat

-> One component
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Operation

Support SBOM search

Tracking SBOM Changes

Real-time Notification
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FOSSLight Open Source Project

FOSSLight

Open Source Project for Open Source
Compliance Management
FOSSLight
Scanner
Guide

Demo

) M

Cuicl: Start

i FOSSLIght Menu

Creats & Progect

Create 2 Self-Check

REST AF1

Dirwrebisgaer Dt it stz

Contribaution

FOSSLight

To develop and distributé Loibware SoaLaining opén dourde 1oMwane, you fnéed o lollew the OSCI0pen Sowrce Camplianos)

process. FOSSLEght system is an integrated system that can process three steps of the O5C prooess sequentially,

Features

Compliance
Workflow

N

It can process the open source
campliance workflow,

Compliance Hub

You can manage everything
about open scurce compliance
such a8 license, oss, vulnerability

and others

Scalability

1t can be used with additional
features including FOSSLight
scanner of other plugins)

Function
% | 8 &
Project License / OS5 Vulnerability Zrd Party Self-Check

https://fosslightorg



https://fosslight.org/
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FOSSLight Scanner + FOSSLight Hub

FOSSLight
Scanner 0SS BOM

Dependency
Sca nn | ng ID  Source Name or Path 0SS Name 0SS Versior License Download Location ~ Homepage Copyright Text
- [Name of the Source File or Path / |[Name of the OSS used|[Version Nu|[License of the OSS. Us¢[Download URL or a sp¢[Web site that serves as|[The copyright holde
1|/src/tools/busybox/ busybox 14 GPL-2.0 https://busybox.net/dowhttps://www.busybox.ne|Copyright (c) 1999-2I
2|/src/framework/curl/ curl 7.50.3 curl https://github.com/curl|http://curl.haxx.se Copyright (c) 1996 -
3|/src/application/calendar/view.c - BSD-3-Clause Copyright (c) 2016, N
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Management

FOSSLight Hub |
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FOSSLight + Vulnerability

SBOM Management

SBOM extraction

W FOSSLight Scanner m

% FOSSLight Hub
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LGE Internal Use Only

FOSSLight Hub

License List € | = 0SS List €3 | | Project List @ | | 3rd Party List € | ' Vulnerability € | ' Self-Check List €

Essential for  FOSSLight

vi45

ID Project Name | | Created Date

SBOM Management B S v

Type

P Status Progress Request Review Complete Droj
Statistics ° g Prog d O ’ O ’

Priority v

License List

055 Name 055 ersin e

085S List Additional Comment
Information

(V)
-U
o
o)
©
—
S
—
o Project List £ £
) Binary Name | | 3rd party |
g 3rd Party List . =
3 [ cony | _ctonoe statis | _bom compore mevot | IEZ
(7, Vulnerability
c (CJ| D+ Project Name (Version) Statl;s Identification Packaging Download |7 Distribution T \;.::r;r Division | Creator Created Dz Updated D Reviewer ?:f:];:::::
g_ Self-Check List N O e fossloht source scamner | Q) RS IEdl 3rd BIN General Model SWleb | AIZ%RHE 20220711 2022.07-11
o ¢ W O w6 wnapojed Q SRC ConfirmlMl | [ (5 General Model| gN | SWlab | AR 2022-07-09 2022-07-11 A~ H2E|
Configuration
(7)) 1| 266 | test_1(ver 1.0.0) [R] General Model| £k N/A IHS | 2022-06-21 2022-06-21 Al=EEE
(9
c System O] 261 | mytest (R] Review [ET) [see General Model Ak N/A 0TI | 2022-06-20 2022-06-20 A|ATHE|
e | 257 | Moo (ver 1.0.0) [R] EREY=] General Model| £k N/A parkmuhy) 2022-06-15 2022-06-15 Al B2
Code management ) |
Yo ¢ 0| 243  webgoat (ver 8.2.0) Review [EX] 586 T General Model SWlsh | A2 20220520 2022.05.20 FjAF | WePo
(9]
2 User management 0| 229  test-elie [RI Request [EX] BIN General Model N/A ellie 2022-04-19 2022-05-04)
Ll ;
(L) History List O| 211 3rd party reg {ver 2) (RJ Request [5rll [SRE [T General Model gk N/&  |32/2F 20220311 20220317 Copied 1
| Nosfieat O] 189 copy test (ver 3) (RJ Request [EIT] [SRC Transfer in-hol N/ SeAS | 20220303 2022-0317 M2z | CoPed
otification
O 187 | mymytest (ver 1.0) (R Request [ET] [SRC B2B A nn MER | 2022-02-22 2022-03-03 H=F fo
Sent Mail List
et el s 03| 127 | testitt (ver 44444) IR B General Model N/A AJAEIIHE 2021-12-03 2021-12-03 AlAERE|
Vulnerability Log O| 126  testt (ver2) [RJ confirm [Bd Y General Model N/A AIZERE 2021-12-03 2021-12-03 Copied fu
| 112 | mytest 211112 Q =) General Model N/A A|AEEHE 2021-11-12 2021-11-12) B & H
O 107  test download location @ = &h General Model Nf& Al EE 2021-11-05 2021-11-05 A =E 22|
()| 103  PackingTest Q =) General Model AHETL | 2021-10-14 2021-10-22 Al A~ BHE|

View 1 - 15 of 42

[coms | chamesians—| oon compur 2co | I
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Supply Chain Management

‘A’ 3rd Party ‘B’ 3rd Party
Software Software

i Load

Software

LGE
software

‘A’ 3rd Party
Software

‘B’ 3rd Party
Software

Project
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Supply Chain Management

O Using “3rd Party List”

ID ‘ | 3rd Party Name | | m @
a8

3rd Party 3rd Pa_r‘ty Division -
Software Name ‘ | Software Version | |

Status () Progress [) Request (] Review (7] Confirm

()]
=
b
o
©
1S
(o))
o Created Date ‘ E| ~ | E‘ Creator | | Reviewer
(a1
g
= Export Add
= [ Add |
a
c ID . 3rd Party Name Software Name (Version) Status |7 Dt::i,\rr;ry Description Vz:lril:yra Division Creator Created Date Updated Date Reviewer
()]
8‘ 539 | seongsik89.kim_Company | Training device app (ver 1. G Q 3rd party = LIC A CTO T AMIH A8 dedel 2021-09-07 2022-02-24 A0l /Task Leader/S
= 538 | Brian_Moon_Company Training device app () A VS AOE 7]l E =EH/ YA 2021-09-07 2022-02-24 ZUZ0li/Task Leader/S
< 537 d.kim h ining devi Z1ed 7| /50 Ol /HE M | -09- -02- MX| S /Mol 8] /g)
o red.kim_he Training device app (C) (s ] A HE CAV 21 97| /5 A /HEM 2021-09-07 2022-02-24 MX| /LS
=
"g 535 | hosc-1104 Sample_software_from_3r¢ (P] (s ] CTO SWHIH ERE 2021-09-03 2022-02-24 2RI Y AT E/S)
w 534 | 0SC-1756 test (test)170308_pwj_3rdParty (R} (s ] A CTO SWHIE INES=FIEIPN 2021-08-03 2022-02-24 INES=EEhN
O
- 533 | test Sample_software_from_3rc (@ (s CTO SWHIE NES=F-EIbe 2021-08-03 2022-02-24 NES-T by
532 BIE2= MME HO HAE B2z HHE FEeH2E @ (s ] A CTO SWHIE A 2B T2 | R} 2021-05-12 2022-02-24
531 | test 3rd party item £2 2TEQ Y (C] (s ] A | coswig NES-TIPN 2021-04-26 2022-02-24 NES-T-EpY
530 | Test_JK_3rd SW_3rd_JK_Test (ver 0.0.1 G o Test CTO SWHIE SR /YA 2021-04-16 2022-02-24 ALY/ M AAT RS
528 | delete 3rd party test mail_plugin G o CTO SWHIH INES-=iribys 2020-11-26 2022-02-24 Al A akg| A}
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SBOM with Supply Chain

Can manage product SBOM including supply chain
D | ‘ Project Name ‘ ‘Created Date ‘ ‘~| | m

Diwvision v Creator ‘ ‘ Reviewer ‘ |
Distribution - MNetwork Service ¥ | Model Name | |
Type
Status [ Progress [_] Request [) Review [_] Complete [J] Drop
Priority v
0S5 Mame 055 Version License Name
Additional Comment

Information
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Binary Mame | ‘ 3rd party ‘ Test 3rd party
" cony | chonoe satus | o0r compore m5oot | T
. . Status . . . L Vulner | . . . _ . Additiona
(] ID+ Project Name (Version) > Identification Packaging Download |7 Distribution T bility Division | Creator Created Dz Updated D Reviewer Informati
O| 224 | my test 1 (ver 1.0) [P Confirm |3l [SRE B General Model AN |SWlab | Al 2022-03-26| 2022-04-15 Vo Trung Hi =5t 2008
()] 144 | test1216 (ver 1.0) @ Progress | 3rd [SRC [IN) General Model A N/A Dinesh Ra 2021-12-17 2022-03-29
(]| 124 | partner copy test [P Confirm [Srd B General Model| R | N/A Al A-E52E 2021-11-30 2021-11-30 Copied fr
O] 121 | 1124proj (ver 1.1.1) \El Confirm [ ® General Model A |N/A | AIAERE 20211124 20211124 diadfagaf
| 113 | my test 211112 2 [Cl Confirm |3 BEBOS General Model| R | N/A AJAETHE 2021-11-12) 2022-04-26 phuvd
Page[1  |ofl 15w View1-50f 3

o0 compere @con | TN
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SBOM Search

Search for specific component/version

Project List @

()]
=
b
o) 5
3 ID Project Name ‘ Created Date =~ E‘ m
£ | |
E ( Division v J Creator ‘ Reviewer ==
g Distribution . Network Service ¥ | Model Name ‘
E Type -
o) Status () Progress () Request () Review (7] Complete (7] Drop
g Priority ~ View My Projects 2
8 Only O
e 4
5
o ( 0SS Name ) 0SS Version ‘ License Name
O Additional Comment
7)) )
v Information
5 / y
=
-b' Binary Name 3rd party ‘
2 ——
© )
Q [ cons | _change status | ~Bom compare ® Bor
(] ID. Project Name (Version)  “torus Identification Packaging Distributioi Download | 7| Distribution T "b":'l?t:" Division Creator Created Da Updated D: Reviewer

_general _user eneral Model draag -12- -124
(O | 4027 |TEST_g I o<W srC || BIN G IModel| A\ |7IE} gzl | 2021-12-03| 2021-12-03

(J | 3123 | web0S Auto (ver 2.0) (Cll Confirm SRC NA (e B Transfer in-hou R | LGSI Aditi Jain | 2020-10-06 2020-11-04| 2|28
O KUyl Android | BES General Model| £\ | MC 284 | 2020-06-08| 2020-11-04 LAY

(O | 2735 | LMQ920N_Android_Q
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SBOM Tracking

Support SBOM Compare
B BOM Compare |

Excel download

Before Project id | 1602 After Project id 1604 m
Status 0SS_Before License_Before 0SS_After License_After

add cJSON (1.7.10) MIT
add openssl (1.1.1f) OpenSSL
delete base-files (3.0.14) GPL-2.0-only
delete lcdtest (2.0) GPL-2.0-only, GPL-3.0, MPL-1.1
change cairo(1.12.12) GPL-3.0 cairo(1.12.14) GPL-3.0, MPL-1.1
change apmd(3.2.2-14) GPL-2.0-only apmd(3.2.2-14) GPL-2.0
change BusyBox GPL-2.0-only BusyBox GPL-2.0
change usbutils(007) GPL-2.0-only usbutils(008) GPL-2.0

Pageofl 15 v

View 1 -8 of 8
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Vulnerability Review

O Vulnerability Review for product

Additional

Vulnera
Information

bility
499 newOne 0 [ Start | General Model SW Lab Admin 2023-05-08 2023-05-08

498 | mytestproject12345 (PR Confirm =l fson| BR A | General Model SW Lab Admin 2023-05-03 2023-05-03 | Admin
497 | cdh_test (R Confirm = Json| BELBS A | General Model SW Lab 2023-04-25 2023-04-25 | Admin

General Model SW Lab

|

D, Project Mame (Version} Status| 7 Identification Packaging Download 7 Security Distribution Type Division Creator Created Date | Updated Date Reviewer

2023-04-21 2023-04-21

oo oo g

496 et

Progress| [EXT] | [SR€ | [ |

O Security Review Tab
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055 oVss Published Vulnerability Vulnerabilty
055 Hame Version oED SCORE Date i Link
~ |6 X |~ QL [xQ~ |DQ X |~ | X o~ |0 x b D xf~ |QL X
Protocol Buffers CVE-2015-5237 B.B 2017-09-25 Unresobved https: //nvd.nist. govfvuln/ detail/
Protocol Buffers CVE-2021-3121 |86 2021-01-11 https:/fnvd.nist. govivuln/ detail/
SnakeYAML 1.27 CVE-2022-1471 9.8 2022-12-01 https://nvd.nist. aovivuln/ detail/]
Spring Framewaork 5.3.1 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps:/fovd.nist govfvuln/ detaild
Spring Framework 5.3.1 CVE-2022-22965 | 9.8 2022-04-01 Unresolved https://ovd.nist govfvuln/ detailf
Spring Framework 4.3.30 CVE-2016-1000027 9.8 2020-01-02 Unresolved hitps://ovd.nist govhvulnd detail’
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Vulnerability Real-time Notification

FOSSLight Hub Notification

[OSC] Vulnerability Discovered

« Vulnerability Information »
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0ss 0ss 0ss CVE ID | score Summar Published | Modified
ID Name | Version y Date Date
json- CVE- An issue was discovered in netplex json-smart-v1 through 2015-10-23 and json-smart-v2
52869 | smart- | 2.2.1 5021- 9.1 through 2.4. An exceptlo.n is thrown‘ fr.om a functlor\f but it is not caught, as d.emonstr.ated 2021-02-33 2022-05-
w2 57568 by NumberFormatException. When it is not caught, it may cause programs using the library 12
I to crash or expose sensitive information.
. An issue was discovered in netplex json-smart-v1 through 2015-10-23 and json-smart-v2
Json- e through 2.4. An exception is thrown from a function, but it is not caught, as demonstrated 2022-05-
15690 | smart- | 2.3 2021- | 9.1 gn == P ! i gt as o . 2021-02-23
w2 57568 by NumberFormatException. When it is not caught, it may cause programs using the library 12
= to crash or expose sensitive information.

* This mail was sent by osc.lge.com
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Takeaways and Conclusions Suggestions for SG17

0 Automation for SBOM generation and 0 Consider to make a guideline for SBOM

management is important component unit such as the necessary for
commercial software or self-developed
software and so on.

Q It is difficult to determine the minimum
unit of SBOM component.
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