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Federated model (OpeniID (2005), OAuth (2006), FIDO UAF, U2F (2014))

The same digital identity can be used
multiple times in different contexts through
the use of identity providers.

|
i
o, However, a user has to trust that the
service provider will not disclose the user’s
data. In the federated model, users lose the

ability to control personal data distribution.
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User-centric model

RE @Q The idea of the user-centric model is to
o i provide such an ability to the user. Instead of
providing the user's data for authentication,

L‘ the user provides a message of a special type

(@ blob), which contains authentication
conditions (who is authenticated, to whom,

E when, and based on what type of data),
o o encrypted authentication data, and the user’s
VAN
data.

This message cannot be used for any
other authentication process, and the data
context is unknown to the service. In order to
, @Q authenticate the user, this message must be
transmitted to the identity provider.
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The X-protocol allows using cryptographic methods to
T ensure the transfer of personal data from the user to the
L T s it service in the form of an encrypted block. The service can
o check the validity of the transmitted data with the help of a
T e S e e personal data inspector who created (registered) this data for

using these technologies. And therefore, It is essential to malke this exchange is secure. Des
spite many legal regulations, there are many cases of personal data brenches that lead to
undesirable consequences. Reasons for personal data leakage may be adversary attack or data t h e u S e r
administration errer. At the same time, m-m:ng complex service interaction and multilaer =
infarmation security may lead to many incomveniences for the user. Personal data exchange
protocol has the following tasks: participant’s data transfer, ensuring information security,
providing participants with trust in each other and ensuring service availability. In this pas
per, we represent a personal data exchange protocol called X', The main idea is to provide
personal data encryption on the user side and thos to prevent personal data disclosure and
publication. This approach allows us to transfer personal data from user to service only in Agel’lt U
the form of an encrypted data packet — blob. Each blob can be validated and certified by a

personal data inspectar who had approved wser’s information. It can be any government des
partment or a commercial organization, for example, pasport issuing ant bority, banks, etc.
It implies that we can provide several key features for personal data exchange. A requesting
service cannot publish the nser personal data. It still can perform a validation protocol with UID

an inspector to validate wser data. We do not depend on service data administration infrass >
tructure and do not complicate the inspectar's processes by aclding sdditional information
about the perssual data request. The personal data package has a link between the personal
datn owner and a service request. Each blob is generated for a single request and has s
time limit for & provided enerypted personal data. After this Emit, the serviee ean not us s
received packnge. The user cannot provide invalid personal data or use the personal datn of
another persan. We don't sestrict specified eryptographic algorithms usage The X protocc]
can be implemented with any encryption, digital signature, key generation algorithms which .

are secure in our adversary model. For protocol deseription, Russian standardized erypto- REQUEST = (SI‘CID . UID Scope TTL S’Lg'n,s )
graphic protocols are used. The paper alss contains several useful examples of bow the X / ? ’ ’

pratacal can be inplemented in real information systems.

Keywords: X. persanal data - VKO GOST . symmetsic cryptography. REQUEST S@gns = Sign(SI‘CID, -[J-]:D7 scope, TTL)OGT‘tS

Personal data exchange protocol: X

Abstract. Personal data cxchange and dischsure provention are

Service

1 Introduction

e delivery pro- verification

s are beconing

Recently information technology 8 being actively implomented in public
cesses. Digital government, pukbl rvice portals and similar information s
more and more fmiliar b mo w. A lot of useful tasks such as Lnkmg & loan, applying
for & passport, sign a contract can be done without leaving bome using a computer or a mobile
phone. Generally, it s necessary to provide personal data for performing these operations, Dhe- M
apite the rather strict regulation of personal data procesing in many conntries, there always occur :EU bl y[} genera‘tlon
data leakage cases as the result of administration ervors or hacker attacks, It leads to undesirable
consequences for people, for example, money, property and reputation loss.

Some countries increase the restriction of nformation security policies, but it leads to the R Uil Calculation

creation of significant inconvenionees for such users as services, which in turn lowers thelr attrae-

tiveness to citizens. This the creation of useful and secure personal data processing systen — one

yu, UID, Eg,,(REQUEST, SecData, salt), signg
of the main problems for public information s
.In the most gt'm'l'.nl ﬂ'n:i.t-. the rulll.!wlug 1n.-|k-| are set for personal data tm?ﬂtf‘f"& :i_\:i[l‘-J[I:\: - SzgnU — Sign (yU ’ UID’ EKU | (REQUEST, SecData’ Salt) ) CeTtU

! The paper was published in Russian in International Journal of Open Information Technologies 1SSK:
ZHIT-E162 vol. 8, no. 6, 2020

vices developers,

Belsky V. et al. Personal data exchange protocol: X //Cryptology ePrint Archive. - 2020.
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User-centric model

Blob @ @Q Blop 2= @Q An authentication message requires a

=8 ".' — user signature in order to prevent message
| corruption and repudiation. However, if an
JL K’} Al adversary has two or more messages for
different purposes, there is a possibility to link
m them using their digital signatures.
GOVE;EMENT AN ° 3&
Q=
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User-centric model

A= The idea is to divide two properties by
ma °TSQ transferring a property of nonrepudiation in
the encrypted part and preserving message
Jb integrity in the public part.
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The user, in order to get a service, User Service Provider
provides his identification data, which OTK = Rand(
contains: | _

i DatalD | OTPubK | OTUID | SrvID Signoru

Data ID - the data type that will be ‘
used for authentication. This field is
necessary in order to obtain the ) Request
inspector's identity; T Reap | Dwap | |SiNs

One-time public key and user ID - ~ o
the user identities for this session. A “
one-time public key is generated from a
one-time private key, which is randomly
generated,; p Blob

Service ID - describes to whom the v | oruo [swo Jorru] o [onan [ Jsigfs | | 22222 |, s, ||| s | Signogy
user is going to communicate. = | O e S e
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A signed service request contains: User
Service ID;

Service Provider

OTK = Rand()
User identity for this session; g .
] ‘ DatalD | OTPubK | OTUID | SrviD Signory

R e q ue St I D — uni q ue va I ue fO I eac h | (Datatype) | (One time PubK) | (Onetime UID) |  (Service ID) oot e e e |
service’'s request;

TTL - for how long the user’s ) Request .
authentication is legitimate. omup | grvp | o] Feao | Damo | m | SiNS

L Service Signature )
CA
Blob
EIel;!s ‘ OTUID ‘ SiD ‘OTPubK ReqD | DatalD | TTL ‘Sigﬁﬂ ﬁﬁgﬁ;‘& s Szgn OTU
it Encrypted on a symmetric key generated using a key agreement protocol = ggﬁ;ﬂ’r’j

\_ between the user and the inspector
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In order to provide an  User Service Provider
authentication message called Blob,
user needs to form an encryption key
with the inspector. He performs a key ‘
agreement protocol using an
ephemeral key pair and the inspector's | Request
public key. In the blob, an ephemeral otup woww
public key is specified. :

The blob contains:

Reply — an encrypted part that
contains the service request,
authentication data, and signature

OTK = Rand()

DatalD | OTPubK | OTUID | SrvID Stgnory

(Data type) (One time PubK) | (One time UID) (Service ID)

User's One Time Signature

DatalD TTL SIgnS

(Data type)

ReqlD

(Request ID)

Service Signature

CA

Blob

generated by the user US|ng a key pa|r EIel;!s ."OTUID‘ SiD ‘OTPubK ReglD | Datald | TTL ‘Sigm (iigg?ngn iz | ’ ;,_“,H.HE S?:gnOTU
that is registered with the certificate = | T o S etvtn B aar an the baperors T oot Sorrs
authority;

One-time Signature - a digital

signature generated by the user using a
one-time key pair.
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The service does not have the ability to decrypt the reply and get the user's authentication data and
signature based on the user’s registered key pair.

The only thing he can do is to ask the inspector to validate the blob and receive a validation result which
contains the blob, TTL and the result signed by the inspector.

Inspector Service Provider
Blob

e —————————

Validation result

(7 - o\
Yy ‘ OTUID | SrviID |OTPubK| ReglD | DatalD | TTL |Signg SecData Salt Signy S’L n Yes/No .
(user's L Blob signature g OTU TTL S Ig n |
h | 5 5 (Inspector
255.:1 fer;') Encrypted on a symmetric key generated using a key agreement protocol gf;t;?gg:;g’r‘: reeponse on Inspector's
\_ between the user and the inspector Y, b valdiv) | Digital Signature
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The service cannot determine the user from whom the authentication data was received. This
property is provided by replacing the original key pair of the user with a one-time key pair. At the same
time, the connection of the protocol data with the user is indicated in encrypted form and is available
only to the Inspector.



How does the implementation affects protocol properties? (4

Kryptonite

The service cannot determine the user from whom the authentication data was received. This
property is provided by replacing the original key pair of the user with a one-time key pair. At the same
time, the connection of the protocol data with the user is indicated in encrypted form and is available
only to the Inspector.

The user cannot refuse the fact of confirmation of personal data if he really provided them. The
correctness of the blob is confirmed by the inspector only if a number of conditions are met, in particular,
successful verification of the correctness of the user's encrypted signature under the generated blob. If
the user did not provide data, then the encrypted signature under the blob cannot be generated on his
behalf by an adversary. The presence of the user's digital signature in the encrypted part of the blob,
which contains the requested personal data, makes it impossible for the user to refuse the fact of blob
formation. That is, the user knew to whom, for how long and what data he provided.
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X-protocol modification provides user anonymity against the service provider. However, it enhances
identity provider involvement as a nonrepudiation property can be validated only by the identity provider.
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X-protocol modification provides user anonymity against the service provider. However, it enhances
identity provider involvement as a nonrepudiation property can be validated only by the identity provider.
The possible solution is to create a one-time keypair link to the user's registered public key such
that:
 The problem of getting a registered public key by one-time key pair is hard (that is, the service
does not have the ability to find out user identity);
 The problem of getting a one-time key pair by registered public key without knowledge of the
private key is hard (that is, only users can create one-time key pairs);
 The problem of finding several one-time keys that belong to one registered public key is hard
(thatis, the service cannot link several blobs to one user).
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The provided User-centric model modification solves the problem of message linking and thus
mitigates extended attack surface by reducing known points of user activity.

We believe this approach to be a perspective solution for Zero Trust security model and provide a
realization based on X-protocol.
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The provided User-centric model modification solves the problem of message linking and thus
mitigates extended attack surface by reducing known points of user activity.

We believe this approach to be a perspective solution for Zero Trust security model and provide a
realization based on X-protocol.

Thank you for listening!

If you have any questions, suggestions or comments, please contact me.

llia Gerasimov
i.gerasimov@kryptonite.ru
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