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1. The concept of Zero Trust
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1) background

Source: ActiveState
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2) Emergence of Zero Trust

Source: A. Kerman (NIST)
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3) Introduction ZT in the US Federal Government

2014~2016

2020

2021

2022

2023

OPM Data Breach
Recommendation of Zero Trust
in the Report of Committee on 

Oversight and Government Reform

NIST SP 800-207 (20.08)
Zero Trust Architecture

EO-14028 (21.05)
Executive order on “Improving the Nation’s Cybersecurity”

CISA ZTMM v1.0 (21.06)
Zero Trust Maturity Model

OMB M-22-09 (22.01)
Order each agency to establish goals, plans, 

and budgets for adopting ZT 

DoD ZT RA v2(22.07), Strategy, Roadmap (22.11)

CISA ZTMM v2.0 (23.04)
Zero Trust Maturity Model
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4) Definition of ZT in the US Federal Government

(NIST) a collection of concepts and ideas designed to minimize uncertainty in 
enforcing accurate, least privilege per-request access decisions in information 
systems and services in the face of a network viewed as compromised.

(NIST, DoD) an evolving set of cybersecurity paradigms that move defenses from 
static, network-based perimeters to focus on users, assets, and resources.

(NSA) a security model, a set of system design principles, and a coordinated 
cybersecurity and system management strategy based on an acknowledgement 
that threats exist both inside and outside traditional network boundaries

(NIST) an enterprise’s cybersecurity plan that utilizes zero trust concepts and 
encompasses component relationships, workflow planning, and access policies



The concept of Zero Trust
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5) Definition of ZT in other area

(CSA) a network security concept centered on the belief that organizations
should not automatically trust anything inside or outside traditional 
perimeters and aims to defend enterprise assets.

(Gartner) a security paradigm that explicitly identifies users and devices and
grants them just the right amount of access so the business can 
operate with minimal friction while risks are reduced.
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6) Common Concept from all definition of ZT
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7) Tenets of Zero Trust

ZTA should be designed and deployed with adherence to the tenets (NIST SP 800-207)

It may not be possible to implement all tenets in the purest form, taking into account 
organizational strategy. However, ZTA should be designed considering all tenets as 
much as possible.
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2. The Need for a Common 
Understanding of Zero Trust
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1) How can Zero Trust be adopted?

Source: T. Denman (DoD), Zero Trust – The Time is Now!
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2) Agency Guide to Zero Trust Maturity (General Dynamics)

The 300 IT and program managers across the federal civilian, and 
defense agencies surveyed for this report
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2) Agency Guide to Zero Trust Maturity (General Dynamics)

The Five Pillars of the CISA Zero Trust Maturity Model

US federal IT and program managers regard “Device”
as the least mature pillar in terms of zero trust maturity
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2) Agency Guide to Zero Trust Maturity (General Dynamics)

Challenges Implementing a Zero Trust Architecture
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2) Agency Guide to Zero Trust Maturity (General Dynamics)

Investment Priorities over the next year



The Need for a Common Understanding of Zero Trust

ITU-T workshop on “Zero Trust and SW Supply Chain Security”

3) Difficulties in adopting Zero Trust

Numerous Zero Trust guidelines, reference architectures, and strategy documents
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The Need for a Common Understanding of Zero Trust

3) Difficulties in adopting Zero Trust
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4) Korea Zero Trust Guidelines 1.0 (‘23.06)
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4) Korea Zero Trust Guidelines 1.0 (‘23.06)

To support the adoption of zero trust architecture 
suitable for the Korean ICT environment 

by quickly and easily understanding the concept of zero trust 
architecture by Korean government, public, and business sector
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4) Korea Zero Trust Guidelines 1.0 (‘23.06)
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3. Misconceptions and How 
to understand the Paradigm
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1) Zero Trust Technology and Solutions

▪ (element) technology/solutionthat(partially) satisfiestheZeroTrustphilosophy

▪ Can the Zero Trust philosophy be satisfied by adopting a specific Zero Trust technology/solution
orcombiningtheones?

▪ Can cyber attacks be prevented perfectly by adopting specific Zero Trust technologies/solutions?

▪ DoZeroTrusttechnologies/solutions havebettersecuritythanlegacytechnologies/solutions?
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1) Zero Trust Technology and Solutions

▪ “with all of the hype and misappropriation of the idea, information security
practitioners are pretty burned out on the term at this point.”, “Literally every vendor is
saying, ‘Wedozero trust’.” –MatthewPrince(Cloudflare CEO)

▪ “It(ZeroTrust)meanswhateverthepersonontheothersideofthetableistryingtosell.”
–AlexWeinert(MicrosoftVicePresident)

▪ “Don’t listen to a vendor when they talk about [the definition of] zero trust. It is going to
bebiased.” –KapilRaina(CrowdStrike VicePresident)

▪ “There’s nobody out there that does everything.”, “Anybody who claims they can deliver
zerotrustquicklyoreasilyshouldalsobetreatedassuspect.”–HeathMullins(Forrester)
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ITU-T workshop on “Zero Trust and SW Supply Chain Security”

2) Misconception 1: Having all the technologies that meet the ZT philosophy will ensure perfect security.

▪ SubversionofZTADecisionProcess

▪ Denial-of-ServiceorNetworkDisruptiontoPolicyDecision/EnforcementPoint

▪ StolenCredentials/InsiderThreat

▪ Difficultiesinobtainingnetworkvisibility

▪ AttacksonStorageofSystemandNetworkInformation

▪ RelianceonProprietaryDataFormatsorSolutions

▪ UseofNon-personEntities(NPE)inZTAAdministration(truenegativesandfalsepositives)

1) ZT can mitigate risks, but it cannot eliminate all security risks or attacks.

2) The threats above do not mean that the ZTA has fundamental weaknesses.

3) Security vulnerabilities can be embedded in the process of implementing and
operating Zero Trust technology
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2) Misconception 1: Having all the technologies that meet the ZT philosophy will ensure perfect security.

““However, CISOs and risk management leaders should not 
assume that zero trust will eliminate cyberthreats. 

Rather, zero trust reduces risk and limits impacts of an attack.”

Source: Gartner, “Gartner Predicts 10% of Large Enterprises Will Have a Mature 
and Measurable Zero-Trust Program in Place by 2026”
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3) Misconception 2: ZT can be implemented adopted in a short period of time.
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3) Misconception 2: ZT can be implemented adopted in a short period of time.

Timeline to Meeting EO-14028 and OMB M-22-09 Requirements (by 2024)
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3) Misconception 2: ZT can be implemented adopted in a short period of time.

1)Gartnerpredictsthatby2026,10%oflargeenterpriseswillhaveamatureZT.(currentlylessthan1%)

2)63%ofUSfederalagenciessaidtheywouldachievetheZTgoalsetbyOMBbyFY2024.

3)The U.S. DoD set 10 years (until 2032) for the implementation of advanced ZT.

4) While the situation would be different for organizations, it is reasonable to assume that a high level
ofZeroTrustisdifficult toachieveinashortperiodoftime.

5)TherewouldbeunintendedproblemsintheZeroTrusttransitionprocess.
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4) Misconception 3: ZT requires removing all legacy security technologies and solutions.

1)therearecasesinwhichZTphilosophyisembeddedinthelegacytechnologycurrently inuse.

2) In general, legacy technologies have high performance and are stable, so retaining them can be
considered ifthereislittlebenefitcomparedtothecostofZTtechnologies.

3)Legacytechnologygenerallyhassimplerules,sosideeffectsaresmallandresultsareeasytopredict.

4) When transitioning to ZT, an approach that minimizes side effects is needed rather than removing
all legacysecuritytechnologies.
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5) Misconception 4: The core goal of the ZT strategy is the adoption of ZT technology and solutions.

US DoD, Zero Trust Strategy (Nov. 2022)
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5) Misconception 4: The core goal of the ZT strategy is the adoption of ZT technology and solutions.

For the enterprise, cultural adoption and support are also important goals in the long-term 
operational perspective of Zero Trust.



Misconceptions and How to understand the Paradigm

ITU-T workshop on “Zero Trust and SW Supply Chain Security”

Requires a strategy to maintain security while minimizing employee inconvenience 
in the adoption and operation of Zero Trust

6) Misconception 5: When adopting Zero Trust, employees will be happy not to use inconvenient VPNs.
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7) Enterprise Strategy: How to adopt Zero Trust?
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7) Enterprise Strategy: How to adopt Zero Trust?

▪ Organizationsperformingspecificmilitarytasksinthemilitary(ex.specificunits,ships,etc.)

✓ Clearlyidentifyprocess-relatedusers,devices,resources,andpolicies

✓ Definerequiredfunctionssuchasenhancedauthentication,micro-segmentation,andSDP

✓ Establishworkflowscenariosforprocesses

✓ Implementationandvalidationafteradoptingasecuritysolutionincludingdefinedfunctions

▪ Extendingtootherprocesses,continuouslyverifyingallZTfunctions

▪ Example)Aplantofocusontheadoptionofidentifier-centricZT

✓ DoDregardsintegratedICAMasabasicfunctionofzerotrust

✓ EnhancedIdentityGovernance(NISTSP1800-35,ZTimplementation)

✓ RoadmapofStartingfromIAM (Forrester)

▪ Whenintermediategoalsarereached,moveontootherpillarsandincreaseyourmaturitylevel.
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7) Enterprise Strategy: How to adopt Zero Trust?

Investment Priorities in 
US Government

Korean Business 
Enterprise

RSA Conference 2023

• Endpoint Security Solution
(EDR, MDM, etc)

• Cloud Security
(CASB, CWPP, SASE, etc.)

• Enterprise-Wide ID 
Management, MFA, PAM, etc

• Financial institutions: network 
separation regulations

→Complement network separation 
through NAC and SDP

• Government Sector: Use of 
public cloud, API opens to 
private services

→Cloud security, API access control

• Topic: Stronger Together 
(collaboration between 
companies or private and 
public sectors)

• XDR (eXtendedDetection and 
Response)

• AI and security, Threat 
intelligence, Zero Trust



Conclusion

ITU-T workshop on “Zero Trust and SW Supply Chain Security”
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