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CISA’s Zero Trust Maturity Model Framework

(August 2021)
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Cyber Defense Matrix

(February 2016)
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CISA’s Zero Trust Maturity Model Framework
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All assets have an identity

August 2023

>
i
)
C
Q
S

Networks

All asset classes have an
identity, not just users!

Visibility and Analytics
Automation and Orchestration
Governance

W @sounilyu [ 6



How Zero Trust fits into the Matrix
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i : ZTAA CASB: Cloud Access Security Broker
Applications | | WAAP DASB: Data Access Security Broker

Networks :@@ SDP: Software Defined Perimeter

Q\)\ CASB | | RBI: Remote Browser Isolation
9, ZTNA . | | SASE: Secure Access Service Edge

AN | SD-WAN SD-WAN: SW Defined Wide Area Net

; @@ T or WAAP: Web Application and API Protection
Data INQ; : i DASB ZTAA: Zero Trust Application Access

' S 1| | ZTDA: Zero Trust Data Access

: i ZTDvVA: Zero Trust Device Access
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The perimeter is dead! Love live the perimeter!
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The perimeter is dead! Love live the perimeter!
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The perimeter is dead! Love live the perimeter!
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The perimeter is dead! Love live the perimeter!
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The perimeter is dead! Love live the perimeter!
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The perimeter is dead! Love live the perimeter!
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Defining acceptable trustworthiness

(How “zero” is your Zero Trust?)

Trustworthiness Scale*

Any Device ((( O_ 1 2 > Devices fully controlled and configured by enterprise
Any Software (( 0 ( i 2 > Only authorized software signed by trusted entities
Any Network ((( _O— 1 2 > Private, fully authenticated network

Any Data (( O 1 \2_ > Trusted Execution Environment
Any User (( O 1 L2 > Fully vetted individuals w/Polygraph and DNA samples

Relative Cost to Implement = 1Q(trustworthiness value)
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The level of trustworthiness varies for each use case

Bank Account Outlook Virtual Desktop
Login Page Web Access Infrastructure
Device ({0 1 2 ) (o (2 2 ) (o (2 2)
Any device Device cert Device cert
pops (o0 1 2 ) @0 1 2 ) (o (2 2)
Any browser Any browser VDlapp
Network (0 (1 2 > (o 1 2 > (o 1 2 >

Any non-blacklisted net Any network Any network

pata (lo 0 12 2 ) @o 1 2 ) (o (2

Can save data locally Can save data locally

User (0 (1 2 > (o0 1
User authenticated with User authenticated
correct username/pw with MFA

2 )

No ability to save data

(2)) (o 1 (2))

User authenticated
with MFA
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Study the Cyber Defense Matrix since it serves as the foundation for
CISA’s Zero Trust Maturity Model

Leverage the fact that all types of requesting entities (e.g., devices,
applications, networks, data, users) have an identity

Determine the level of trustworthiness based on the strength of the
identity attributes

Implement “zero trust” access proxies that can consume the
broader set of identity attributes for access decisions

Calibrate what is an acceptable amount of trustworthiness (how
“zero” is your zero trust?) for each use case
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Questions?

W @sounilyu

|_ https://cyberdefensematrix.com
in https://www.linkedin.com/in/sounil

& https://www.slideshare.net/sounilyu/presentations
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