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Public-key infrastructure (PKI
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Certificate concept
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Public-key certificate:
g Certification of identity
Issued by certification authority

Attribute certificate:

Certification of privileges

Issued by attribute authority




Trusted public-key certificate?
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m Authenticated transfer with inteqgrity
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Chain of trust with traditional public-
key infrastructure (PKI)

PKI Domain:

Chain of trust (certification path)
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If the relying party and the certificate owner are far apart, then what?




Interconnected Public-key
Infrastructure (PKI) domain
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A world-wide federated PKI
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Long chain of trust

Atrust B, B trustC, ..., | trust J

Can A then trust J?

The longer the chain of trust is, the more diluted trust becomes




Trust by consensus

It seems problematic to create a world-wide federated PKI
having world-wide trust using current PKI trust model.
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A PKl where trust is obtained by consensus

$

PKI domains federated using

blockchain technology




A figurative representation of the
underlying network
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Components of health
credential support

Vaccination certificate
signed by issuer

Health
credential
support

Poplic-key certificate of
S health authority (issuer)

established by

CAs based on
ITU-T

. Specification

Vaccination verifier
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Health credential access
control

credential
support
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Standards support

Rec. ITU-T X.50x | ISO/IEC 9594-13, Decentralized
public-key infrastructure

Rec. ITU-T X.510 | ISO/IEC 9594-11, Protocol
specifications for secure operations

Rec. ITU-T X.1080.0, Access control for
telebiometrics data protection

Plus, what communication protocol support is
needed for the health credential support
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