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0 Document (FGAN-I-157) is a collection of use cases presented and elaborated during FG-AN meetings.

FG-AN

ITU-T Focus Group on Autonomous Networks was established by ITU-T Study Group
13 at its virtual meeting, 17 December 2020. The Focus Group will draft technical

- International Telecommunication Union
reporis and specifications for autonomous networks, including exploratory evolution in
future networks, real-time responsive expenmentation, dynamic adaptation to future
_ environments, technologies, and use cases. The Focus Group will also identify
IT U _T Technical Specification relevant gaps in the standardization of autonomous networks.
- TELECOMMUNICATION The primary objective of the Focus Group is to provide an open platform to perform

STANDARDIZATION SECTOR

el pre-standards activities related to this topic and leverage the technologies of others

(28 October 2021)
where appropriate.

ToR: Terms of reference Parent group: ITU-T Study Group 13
ITU-T Focus Group on Autonomous Networks

Technical Specification Deliverables:

- Use cases for Autonomous Networks

Use cases for Autonomous Networks
Architecture framework for Autonomous Networks

Trustworthiness evaluation for autonomous networks including
IMT-2020 and beyond

Proof of Concept (PoC)
Gap analysis

Definitions glossary

@ https://www.itu.int/en/ITU-T/focusgroups/a n/Pages/defé‘utt.éB,bx '
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[0 Deliverable of use cases transmitted to ITU-T SG13, and published as ITU-T Y.Suppl 71.

I

-

-

International Telecommunication Union

ITU-T Series Y

TELECOMMUNICATION Supplement 71
STANDARDIZATION SECTOR (07/2022)

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Work item:
Subjectfitle:

Status:

Approval process:

Type of work item

[2022-2024] : [SG13] : [Q20/13]
[Declared patent(s)] - [Associated work] - [Publication]

Supplement 71 to ITU-T Y.3000-series Recommendations (ex Y. Supp-AN-Use Cases)
Use Cases for Autonomous Networks

Agreed on 2022-07-15 [Issued from previous study period]

Agreement

Supplement

ITU-T Y.3000 series — Use cases for autonomous
networks

ITU-T Y-series Recommendations — Supplement 71

ITU-T Recommendations by series

| Y series: Global information infrastructure, Internet protocol aspects, next-generation networks, Internet of Things and smart cities

Y series: Global information infrastructure, Internet protocol aspects, next-generation

networks, Internet of Things and smart cities

e supplements: Supplements to the Y-series Recommendations

Y Suppl. 70 ITU-T ¥ 3800-series — Quantum key distribution networks -
Applications of machine leaming

- ITU-T Y3000 series — Use cases for autonomous networks]

Y Suppl. 72 ITU-T Y .3000-series — Artificial intelligence standardization
roadmap

Y Suppl. 74: ITU-T Y.3800-series — Standardization roadmap on gquantum
key distnibution networks

https://www.itu.int/itu-t/recommendations/index.aspx?ser=Y
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0 Four use cases (two for each category) are elaborated on in the following slides.

ID Name of Category 1 ID Name of Category 2
001 Use of knowledge in autonomous network 005 Domain analytics services for E2E service management
002 Configuring and driving simulators from autonomous components in the network 007 Intelligent Energy Saving for Data Centers
003 Peer-in-loop (including humans) 008 Autonomous Massive MIMO
004 Configuring and driving automation loops from autonomous omponents in the 010 Inter-domain service automation (IDSA) - for microfinance
network 011 Autonomous vertical-driven edge service and middle-mile connectivity for rural
006 Automation and intelligent OAM(operation, maintenance and management) of financial inclusion (FI)
radio network 015 Open, integrated, log analysis
009 Network resource allocation for emergency management based on closed loop 017 Quality of Experience (QoE) Prediction as-a-Service (QPaaS)
analysis 018 Autonomy applied to CDNs
012 Signalling flows for autonomous IMT-2020 network 022 Machine Learning for Network Automation
013 Plug/play of network instance 023 Autonomous agents (with varied competence) in networks
014 “Generative adversarial Sandbox” : (or hybrid closed loops) 024 Automated, adaptive acceleration for Al @ edge
016 Compose-able, hierarchical closed loops 025 Assistive networks: Adaptation of communication system based on changing user
019 Analysis-driven evolution in virtualized RAN based on devops accessibility needs
020 Evolving Edge applications for verticals using Private 5G 026 Ev-as-a-service: Achieving zero touch evolution in a delegated autonomy case
021 Experimentation and “fire-drills” for public safety networks 027 Experimentation as a service: Digital twins as platforms for experimentation
028 Evolution from scenario-specific, explicit-coordination to coordination-free 029 Intelligent Maintenance Assistance System
interoperability (achieved using data-driven approaches) 030 Demand forecasting and live service migration methods in edge computing systems
031 OpenCN: An open repository of intents for controllers and modules 036 Connected Al (CAl) testbed: Testbed for 5G Connected Artificial Intelligence on
032 Al enabled Game theory based mechanism for resource allocation Virtualized Networks
033 Service automation using workflows 037 Negotiated boundaries in AN for seamless network sharing
034 Disaggregation and Placement of In-Network Programs 038 AN enabled end-to-end supply chain
035 FLAML: A Fast and Lightweight AutoML Library 039 Towards Openness in AN

040

Awareness in AN —6-
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Overview-Process and structure of a use case o,x,o BB @

0 As shown in the process, a contribution is revised at least three time, ensuring the quality for a use case.
[0 Besides basic fields, more information including context and open issue is provided for better understanding.

usecseid

Use case name

Created by

Creation date

A very short description on the context in which the use case was created.

Use case description A detailed description of the use case. May include figures, Description of the
relation (if any) of the use case with autonomous behaviour or the key technical
enablers.

O SR ESE TR R G elei=id]e - At this point, open issues helps to understand the view of the proponent
better and on a case-by-case basis invite/request details from other bodies via
IS

At a later point, open issues may point to “gaps” in existing work in related
areas which may point to a need to study them further.

Publish in template

Notes on use case category Cat 1: describes a scenario related to core autonomous behaviour itself.

Notes on priority of the use case

T ricles, papers, te

Cat 2: describes a scenario related to application of autonomous behaviour in
the netwaork.

Review and finalize
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0 Four use cases are selected for knowledge base subsystem, experimentation subsystem, dynamic adaptation
subsystem and application, respectively.

Knowledge Base subsystem

FG-AN-usecase-001 P [ information Bases | =t FG-AN-usecase-027
-
Use of knowledge in t Experimentation as a
r service

autonomous network ( Autonomy Engine !
|
1

Exploratory Evolution subsystem

[ Evolution controllers }

Experimentation subsystem

I

Experiment AN :
controller Sandbox "
I

v

J01ei11saydiQ }JOMIaN 373

Dynamic Adaptation subsystem

- 7 Curation Selection Operation Service
FG-AN-usecase-031 ” [ controllers ] [ controllers J [ controllers ] [ endpoint ]
y

FG-AN-usecase-029

F 3
v

Intelligent
- c
OpenCN i % Maintenance
Underlay network .
->) I Hardware [ Software ) [ ] [ ] Assistance SyStem
Orchestrator Controllers
components components

High-Level Framework for Autonomous Network
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0 To satisfy the key concepts of autonomous networks while minimizing human intervention requires knowledge.

Purpose

Solution

-

Detailed

description

N

\

/

To satisfy the key concepts of autonomous networks while minimizing human intervention requires

knowledge.

This knowledge may include:

* representation of data about the environment
in which the autonomous system is operating;

* possible actions and consequences

* key configuration options

e potential parameter indices

e other types of logic.

Components in use of knowledge in AN is shwon

in the right figure.

Auto- =

controller-gen

Operator (behind a
GUI)

AN orchestrator

Use case

- Controller
description

description
(e.g. TOSCA)

(e.g. power
optimization)

Open KB (Knowledge

base)

QuervkB()
Export()

Import()
ModKB()

Analytics (e.g. AI/ML,

GNN)

Recommendatians()
#on controllers

LO* _
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0 Actor interaction for Use of knowledge in autonomous network

Management Knowledge base AN component-1 AN component-n Network service Network service
domain within domain outside domain

import of
knowledge

exchange of
knowledge

Exchange of knowledge

Exchange of
knowledge

Exchange of knowledge
i i

Exchange of knowledge

| \

Following steps in this use case scenario:
1. Knowledge is imported from outside or
peer entities of autonomous network
components

2. Knowledge is referred internally in
autonomous network components.

3. Generate report for human consumption
4. Knowledge is stored and updated within
the autonomous network components

5. Knowledge is exported from
autonomous network components to

outside or peer entities.

R
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[0 Lession learnt: knowledge base component of AN
Critical requirements of the use case:

 AN-UCO1-REQ-001: It is critical that AN enable exchange of knowledge between the various components in the AN implementing the
various key AN functionalities like evolution, exploration and adaptation.

« AN-UCO1-REQ-002: It is critical that AN enable optimization of knowledge bases.
 AN-UCO01-REQ-003: It is critical that AN enable creation of reports on the use of knowledge bases, for consumption of humans and machines.

* AN-UCO1-REQ-004: It is critical that AN enable exchange of knowledge between various components in the AN, and other network services
in the same administrative domain.

 AN-UCO1-REQ-005: It is critical that AN use knowledge base for mapping high level use case description to controller description.

* AN-UCO01-REQ-006: It is expected that AN enable exchange of knowledge between various components in the AN, and entities in other
administrative domains.

 AN-UCO1-REQ-007: it is of added value that AN use Auto-controller generators that are functions which generate controller specifications,
using the existing repository in openCN, the knowledge base and an analytics function aided by Al/ML e.g., GNN, recommendation engine.

Definition
» Knowledge base: A subsystem which manages storage, querying, export, import and

Knowledge Base Subsystem

IO B optimization and update knowledge, including that derived from different sources
[ Data ] [5"“""”‘* } [Controners] [ Wity } including structured or unstructured data from various components or other
repository Modules Functions
subsystems.

_12_
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[0 Digital twins as platforms for experimentation

AN aims to remove the human from the control loop, which poses hard challenges to offer 100%

Purpose _
guarantees once the AN products are deployed in networks.
Digital twin can be used to estimate accurately the resulting network performance of an
Solution experimentation approach and the effect after applying the actions produced the AN, thus determining

what network scenarios are well-supported by the product.

4 ™

The contribution proposes to build digital twins of computer network infrastructures. Some examples of
the (hypothetical) questions which could be answered using digital twins are listed:
Detailed
— * Which is the best network upgrade given a budget?
description
* Which is the best link upgrade to accommodate a new customer?
K Y, e Can we support a new customer SLA with the current network capacity?

_13_
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0 Components of use of DT (Digital Twin)
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O
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[0 Lession learnt: Experimentation component of AN

Critical requirements

AN-UC027-REQ-001: It is critical that AN
enable import of simulation environment into
digital twin, trigger simulations in digital twin
and validate the results, especially the use
case specific closed loops.
AN-UC027-REQ-002: It is critical that AN-
triggered experiments and adaptations are
tested using corresponding simulator settings
in digital twin and the impact in simulated

environment is evaluated.

!

Experimentation subsystem

e = Experiment AN <
Controller Sandbox

Definition

Experimentation Controller: A controller which generates potential
scenarios of experimentations based on controller specifications and
additional information as provided by the knowledge base, executes the
scenarios in the AN Sandbox, collates and validates the results of the
experimentation.

AN Sandbox: An environment in which controllers can be deployed,
experimentally validated with the help of (domain specific) models of
underlays, and their effects upon an underlay evaluated, without affecting
the underlay.

_15_
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O Controller respository

Purpose

Solution

-

N

Detailed

description

\

/

As controllers (closed loops) evolve to solve practical problems in the networks, controllers need to be

resuable in AN.

This use case aims to provide a baseline repository (called OpenCN) of intents for different forms of

controllers.

» An open repository will form a baseline for reusable definitions for controllers, provide components
for composing and chaining together controllers.

» Not only does the baseline intents allow stakeholders to reuse, extend and interoperate controller
implementations, but it also allows the development of an ecosystem of services around it —

providing customizations (adaptations), integrations (post experimentations) and finally evolutions.

_16_
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0 Actor interaction for open repository of intents

?Control loop AN Orchestrator OpenCN (repo) AN Sandbox Closed loop automation
idesigner frameworks

Controller Intent

Module query

Controller composition

Controller upload

Experimentation

Controller upload

Controller download

Controller evolution

Controller upload

Steps in the use case are as follows:

- Initial version of controllers are formed
from intent or composition from
modules.

- These may be stored in the repo
labelled as “untested” or candidate
controllers

- Experimentation manager pulls the
candidates from the repo and evaluate
and test and compare the controllers

- Evolution manager uses the open repo
to pull and apply strategies

- Operational controllers are stored in _
the open repo and pulled and deployed /-~
in underlays . |
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[0 Lession learnt: Dynamic adatation component of AN

Critical requirements

 AN-UCO031-REQ-001: it is critical that AN enable storage of controllers in an open repository.

Dynamic Adaptation subsystem
— [ Selection ] [ Curation ] [ Operation ] [ Service ] <
controllers controllers controllers endpoint
Definition

> Selection Controller: A controller responsible for the selection of a services’ operational controller from the curated controller lists.
» Curation Controller: A controller responsible for the selection and maintenance of the controllers within the curated controller
lists from the evolvable controllers.

» Operation Controller: A controller responsible for the operation of a managed entity.
_18_
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June 2020

China Unicom Autonomous
Network White Paper V1.0

China Unicom Autonomous
Network White Paper V2.0

December 2021
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V1.0
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2020458
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2.0
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20215128

China Unicom Autonomous
Network White Paper V3.0

December 2022
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China Unicom Autonomous
Network White Paper V4.0

End of 2023

4.0

Expecting




AN goal of China Unicom °‘X’° s

0 Scenarios of AN reach L4 (advanced intelligence) by 2025

20255FiAZI B EMSELA _

14 BiR R R A R B Overall idea “1+3+X”
= > 1 goal: L4 by 2025
i 3 3] ; Y
NEE S =(G—ik EETR » 3 elements: Target architecture;
ol s el Methodology; Operational practices
XMER ATER SFFE MREES IR0 MRS HERR > X techniques: Al, digital twin, GNN, ...
EHENE IEEYY mEAER SvRgEHR -
Plans

» L2 by 2022: Reach of L2 (primary intelligence) in key areas by the end of 2022.

» L3 by 2024: Reach of L3 (intermediate intelligence) in many areas with business visibility and intelligent decision-
making capabilities by exploration of technologies such as active sensing and inteligent simulations.

» L4 by 2025: Reach of L4 (advanced intelligence) with a closed loop driven by business and customer intents by
application of technologies such as Al and digital twin.

_21_
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0 Develop three features and achieve three closed-loops around three layers, driving the evolution of China Unicom's

AN
5 E 4 =14 gtk
il #1: BUREEE it R £5: BPRSRR
YsEELE
o o e A, T, e
B oo FR
VI ; e e e e
BE o A mReE oK mREE ) s
A TTTTR&ATTTTT g
H%E ‘ﬂ \\ ’I
RIEE  BEFR I HR TS
Tt y- e
B ~-- - - mmm e - T
-
SRR e
PEg ZUER (WD, $Ha8. BEED)
e B \ .
o ERASRON  EEERE— W R HHMA LS
bk 2EINT MEREME £XmME Pt A R

= S g

Three
features

® digital: digital network, digital procedure
® intelligent: intelligent sening, intelligent analysis
® agile: agile service, agile activation

® commerce: achiveing value creation
® business: achieving collaboration cross domains

® network : achieving intelligence in single domain

® knowledge: empowerment, operation
® task: sensing, analyzing

® intent: conversion, maintenance

_22_
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O This system is a comprehensive intelligent service system for China Unicom network operation and maintenance
scenarios.

0 The system combines Al and AR capabilities to provide intelligent assistance for China Unicom's front-line worker in
network operation and maintenance.

cagnition,' perception, Iransmlssmn,
analysis :wsuallzatmn storage

| Intelligent . Server . i -
: . 9 : | algorithm ! : AR Glasses o
: Ma |ntena nce : server 1 : 1 E
. Assistant System | | i ; _ L
. ! [: . ! Information b
! | ' | Alarm, base ! Collection L
E : | station, cell data. : | :
: : . Al recognition ! o o
: Alarm, base ! ' results. | o= ElECtﬂEIiEy B
E Network station, cell data | | 3D model | consumption o
. Mmanagement = |  Theback-end systemis deployedin @ ! ¥ — | Lo
E system i the cloud or server in the form of | < E - S
E Equipment : o ' Dat : Py O |
1 1 1 ad : ez 1 :
: [j % information ! Al | AR | Data ! (glectedby | Rl > §
data ! | | ARglasses | P

i , | | maintenance Query of alarm B

: | | assistance information u

— Remot id
Intelligent AR App —
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0 Actor interaction for intelligent maintenancece.

i 3 party developer Intt?lligent maintenance Backend Intelligent AR App [Glasses)i The steps in this use case are as
assistance system | below:

Automated collection of data

1. Using AR glasses (and other
external sensors), collect data

Automated analysis using Al/ML about the environment.

2. Al based cognition analysis,
perception visualization and other
analysis algorithms are applied on
the collected data to create a
virtual model of planning and
design to real environment to
assist network designers.

Query regarding
maintenance Automated rendering of service
[data/alarms] assistance

Create novel apps using SDK Evolution of analysis Evolution of data collection

3. This model is then used in
conjunction with real data for
maintenance and optimization by
intelligence maintenance S
assistance system. =it

ate reports for humans
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[0 Lession learnt: AI+AR is applied to AN

 AN-UC029-REQ-001: It is critical that autonomous networks (AN) enable collection of environment data related to
network operation and maintenance using automated techniques such as augmented reality (AR) glasses.

 AN-UC029-REQ-002: It is critical that autonomous networks (AN) enable analysis of environment data related to
network operation and maintenance using cloud and Al techniques.

* AN-UC029-REQ-003: It is critical that autonomous networks (AN) provide intelligent assistance, rendered using
automated techniques such as AR, for network operation and maintenance.

* AN-UCO029-REQ-004: It is critical that autonomous networks (AN) update the data collection mechanisms and data
analysis mechanisms along with the result rendering mechanisms based on the analysis by Al/ML on the collected
data from AR and the evolution of the underlay networks.

* AN-UC029-REQ-005: It is critical that autonomous networks (AN) provide periodic and/or asynchronous updates to

humans about the operation of the intelligent assistant system.

_25_
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Summary opgo LEmE

0 Document (FGAN-I-157), outcome of FG-AN meetings, is a collection of use cases.
0 Four use cases are presented comprehensively in aspects of purpose, description, flow, and relation to AN subsystems.

0 Current status and advance of AN of China Unicom from withe papers.

!
FG-AN-u Secase_001 Knowledge Base Subsystem

Information Bases

. Jse of knowledge in = e e
autonomous network

10

Months

ITU-T Technical Specification

STANDAROEATON SECTon FG-AN-usecase-027 l
Froesendel) Experimentation subsystem
Experimentation as a [ Experiment ] [ AN J -
40 service Controller Sandbox
ITU-T Focus Group on Autonomous Networks *
use cases Technical Specification Dynamic Adaptation subsystem
Use cases for Autonomous Networks FG-AN-usecase-osl t ¥ i g
Selection Curation Operation Service
O p en C \ [ controIIeLJ [ controIIeLJ controllers endpoint
{
FG-AN-usecase-029
Underlay network

143

Intelligent Maintenance W[ Hardware | Softwar ‘Orcheslratur cnmrollers\

) Assistance System

Requirements
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