ITUEvents

Regional
Cybersecurity
Summit for Africa

20-23 November 2023
Kampala, Uganda

itu.int/go/_RCSSA

Supported by: Hosted by:

AN
AfricaCERT UCC) Ehmon
United Teams promoting Cybersecurity in Africa ‘\-‘-7,7 COMMISSION



REGIONAL CYBERSECURITY SUMMIT FOR AFRICA

Digital Financial Services
Security Testing Lab

Vincent Mwesigwa
Uganda Communications Commission

20-23 November 2023
Kampala, Uganda



Digital Financial
Services (DFS)

» Digital Financial Services (DFS) depend on the
underlying telecommunications infrastructure
to deliver services to consumers

 DFS include a broad range of financial services
accessed and delivered through digital
channels, including payments, credit, savings,
remittances and insurance.




UCC DFS SECURITY TESTING LAB

December 2019 Q Early 2022 November 2022

Engagements started Security clinics Conducted The security testing lab

was launched

September to November-
Signed an agreement with Trainings conducted for Operationalization of the
ITU to setup the lab various stakeholders lab

O 2021 September 2022 2023



| DFS ecosystem

Security risks in the DFS ecosystem
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ITU DFS Security Testing Lab

For a common approach for regulators, developers and DFS providers to test DFS mobile apps in a complex mobile

ecosystem in order to provide/verify the level of assurance on security against systemic vulnerabilities.

Lab objectives

& Collaboration with DFS
A4 regulators and providers on
DF'S security.

E_:]! Perform DF'S security test of
= DFS Apps

' To enhance knowledge sharing on
AEE  the identified vulnerabilities in DFS
applications

_/\_ Participate in the promotion of
“fh”/ international standards on DFS
security

Note: The outcomes of the tests are
treated as strictly confidential, with
recommendations on how the
vulnerabilities identified can be
addressed.



DFS Lab Equipment

* Laptop sysmocom e

* Android Smartphone . .] custom-salored G sltons |
* Card reader __ Visitus at hitp://sysmocomde/

-‘:ﬁmemmﬁuMmmM
 Sim card adapter | o rp——_",

« Small, PBX-style sutonomous GSM networks R

* Mobile featurephone

* Programmable/blank SIMs
* PCB SIM adapters

* Simtrace2 Hardware Kit

* Wi-Firouter

* iOS Smartphone




App Security Tests

The goal of the tests is to determine whether an attacker can perform a passive or active
attack against DFS transactions.
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Summary

DFS security lab

provides a methodology

to conduct security test
for mobile DFS
applications

J

Collaborate with
telecom , Central Bank
and DFS providers

Provide guidance on
implementation of
Security
recommendations for

DFS

J
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