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• JPCERT/CC’s CSIRT capacity building initiative 

kicked off in 2009-10.

• Asia, Pacific island, and Africa
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It is not just a technical problem.

Nye, Joseph S. 2014. “The Regime Complex for Managing Global Cyber Activities.” Center for International Governance and Innovation (CIGI) Publications (1): 1–15.
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• As political science scholars  

pointed out in 2014, the 

Regime Complex is still a valid 

concern for securing 

cyberspace.

• Governmental, National and 

International

• The needs for cooperation 

1)within government, 2)with 

international partners, 

3)with Whole of Nation

(Klimburg, Alexander, ed. 

2012. National Cyber 

Security Framework Manual. 

NATO CCD COE 

Publications.)
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What we see in the field

Regional Cooperation is becoming more prominent.
— AfricaCERT / AU
— OIC-CERT
— APCERT / ASEAN Regional CERT

Some are regressing

Diverse stakeholders
— National Cyber Security Center
— CSIRT(National, Product, Private, Regional)
— ISAC (Sectoral, Regional)
— SOC (National, Private)
— Academia
— LE/Police/Justice
— Military/Intelligence
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Framework enables

you to do:

1. A jump start

2. More 
comprehensive 
approach
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ITU-T X.1060 Cyber Defence Centre

ITU-T 

standardize it as 

X.1060 in 2021.

CSIRT + SOC + 

Strategy = 

Cyber Defence

Centre 

64 different 

services in nine

different 

categories
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Division of roles (Japan)

No single 

organization can 

serve 64 

different 

responsibilities.

viewed at the 

national level, 

the measures 

have become a 

patchwork

7



© 2024  JPCERT/CC

Division of roles (case of US)

Private sector

— help shape 
policies

— shoulder much 
of the technical 
work
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Division of roles (case of Singapore)

authorities and 

responsibilities are 

concentrated in the 

Cybersecurity Agency.

outsources fewer tasks 

than the United States.
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Summary

Still in its early stages, X.1060 standard proves effective for organizing the roles of the 

government, private sector, and academia in Japan, the United States, and Singapore.
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