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ITU-T SG17 Mini Workshop on ITU-T X.1060: Exploring an Operational Framework for Cybersecurity, 2024-02-22, Geneva
Session 2: Enhancing collaboration on major operational frameworks for cybersecurity:

Vilius Benetis, https://www.linkedin.com/in/viliusbenetis/
Contributor to the FIRST CSIRT Service Framework | Director, NRD Cyber Security, Lithuania
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For those who do not know what FIRST.org is:

FIRST Vision and Mission Statement

FIRST aspires to bring together incident response and security teams from every country across the world to ensure a safe internet for all.

Effective response is a global task, mirroring the global nature of the internet. Based on a peer to peer network governance model, Computer Security Incident Response Teams
(CSIRTs), Product Security Incident Response Teams (PSIRTs) and independent security researchers work together to limit the damage of security incidents. This requires a high level of
trust; the fuel our members run on. FIRST fosters trust building among members through a variety of activities. Incidents are not confined to one cultural or political corner of the
internet, nor do they respect borders or boundaries. FIRST thus promotes inclusiveness, inviting membership from all geographic and cultural regions.

Global Coordination - You can always find the team and information you need.

FIRST provides platforms, means and tools for incident responders to always find the right partner and to collaborate efficiently. This implies that FIRST's reach is global. We aspire to have
members from every country and culture.

Global Language - Incident responders around the world speak the same language and understand each other’s intents and methods.

During an incident it is important that people have a common understanding and enough maturity to react in a fast and efficient manner. FIRST supports teams through training
opportunities to grow and mature. FIRST also supports initiatives to develop common means of data transfer to enable machine to machine communication.

Policy and Governance - Make sure others understand what we do, and enable us rather than limit us.

FIRST members do not work in isolation, but are part of a larger system. FIRST engages with relevant stakeholders, in technical and non-technical communities, to ensure teams can work
in an environment that is conducive to their goals.

History

m Originally adopted by the FIRST Steering Committee, 11 January 1995.*

m Amended during the FIRST Annual General Meeting, 26 June 1997.*

m Re-drafted by the FIRST Steering Committee, March 2003, and approved by the FIRST Annual General Meeting, 26 June 2003.*
m Adopted by the FIRST Board, July 2020
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m Standards

m Common Vulnerability Scoring System (CVSS-SIG)

m Traffic Light Protocol (TLP)

m Service Frameworks
CSIRT Services Framework
PSIRT Services Framework

Vel

m Information Exchange Policy (IEP)

m Passive DNS Exchange

m Exploit Prediction Scoring System (EPSS)

m Publications
m Best Practices Guide (BPGL)
m Security Reference Index

nrdcs.eu

About FIRST Membership

Initiatives

FIRST Services Frame

The Services Frameworks are high level docu
community. FIRST strives to include feedbac
These documents where intended to providea toaraatio
defining an initial service catalogue for new teams. These documents will be m

In the creation of the CSIRT framework it became clear, that PSIRTs do provide
to create a separate document covering PSIRTs. The two documents will be alig

Standards & Publications

Standards

Publications

Best Practices Guide (BPGL)

Security Reference Index
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Common Vulnerability
Scoring System (CVSS-SIG)

Traffic Light Protocol (TLP)

Service Frameworks

(IEP)
Passive DNS Exchange

Exploit Prediction Scoring
System (EPSS)

The development of the Frameworks is driven by the CSIRT Framework Development SIG.

Purpose

PSIRT Services Framework
Zf= English
m PSIRT Maturity, HTML
m PSIRT Maturity, PDF Format <
m V1.1 HTML
m v1.1 PDF Format <
m V1.0 HTML
m v1.0 PDF Format <

= Arabic
m v1.1 PDF Format <

Bl Chinese
m V1.1 PDF Format <

i ) French

m V1.1 PDF Format <>
== Spanish

m v1.1 PDF Format <
® Japanese

m PSIRT Maturity, PDF Format <>
m v1.0 PDF Format <

mm Russian
m v1.1 PDF Format <

Information Exchange Policy

CSIRT Services Framework

PSIRT Services Framework
nese, French, Russian and Spanish.

CSIRT Services Framework
£t English

m V2.1 HTML

m v2.1 PDF Format <

m v2.0 PDF Format <

m Vv1.1.1 PDF Format <>

m v1.1 PDF Format <>

= Arabic
m v2.1 PDF Format <

Bl Chinese
m v2.1 PDF Format <

I )} French
m v2.1 PDF Format <

“®

“

%

== Spanish
m v2.1 PDF Format <

%

® Japanese
m V1.1 PDF Format <»
m v2.1 PDF Format <

) &)

mm Russian
m v2.1 PDF Format <

Addendum
CSIRT Roles and Competencies
m v0.9.0 PDF Format < -

New Document
Incident Management Team Types
m v0.7.1 PDF Format <
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Clear Information Security Incident Governance Model:
FIRST.org Services Model Framework

Information Security Incident Report Acceptance
Information Security Incident Analysis
Artifact and Forensic Evidence Analysis

Mitigation and Recovery
Information Security Incident Coordination

Crisis Management Support

Information Security
Incident Management

Vulnerability Discovery/Research
Vulnerability Report Intake
Vulnerability Analysis

o _ Vulnerability Coordination
* Monitoring and Detection  [Ee=’ Zll - Vunerability Disclosure
+ Event Analysis » Vulnerability Response

Information Security Vulnerability
Event Management S E RVIC E Management
AREAS

Awareness Building

Training and Education « Data Acquisition
Exercises ﬁs » Analysis and Synthesis
Technical and Policy Advisory “'4 - Communication

Knowledge Situational
Transfer Awareness

https://www.first.org/standards/frameworks/csirts/csirt _services framework v2.1
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I S 5.2.2 General Tasks

' " ’ ' e Analyze and understand information security events, potential and confirmed information security

Improving Security Together incidents

e Assess the potential and actual impacts and damages

FIRST.org CSIRT Services Roles and . Comtuctossirden s
C 0 m p et e n C e S VO 9 * Analyze media and perform surface analysis of artifacts

Discover incident-related vulnerabilities used by attacks

( C S I RT S I G , 7 6 p re p o) rt ) * Identify and correlate, when appropriate, distinct but possibly related security events and/or

incidents to better understand the context of the incident in a bigger picture

N Communication Liaison *

- Incident Analyst * 5.2.3 Associated Functions from the FIRST CSIRT Services Framework
* IWncklent Responder e Service Area: Information Security Event Management
+  Incident Triage Coordinator * -
+  IT Administrator ) . o Event Analysis
«  Malware / Forensic Analyst * * Incigent Analyst = Correlation (5.2.1)
- IT Security Administrator orrelation (5.2.
Information Security - Malware/Forensic Analyst * e Service Area: Information Security Incident Management
Incldent Management * Vulnerability Analyst o Information Security Incident Report Acceptance:
- DataManager «  Vulnerability Assessment Analyst . P i i id Ivsi
- Incident Analyst * - Vulnerability Coordinator Information Security Incident Root Cause Analysis (6.2.4)
« Incident Triage Coordinator * = Vulnerability Disclosure Coordinator = Cross-Incident Correlation (6.2.5)
- System and Sensor Administrator (T~ & = Vulnerability Researcher o Artifact and Forensic Evidence Analysis:
» _ Use Case Manager = Vulnerability Triage Coordinator
s " . = AL = Media or Surface Analysis (6.3.1)
Information Security SERVICE Vulnerability X o
Event Management Management e Service Area: Vulnerability Management
AREAS o Vulnerability Discovery/Research:

= Incident Response Vulnerability Discovery (7.1.1)

- Awareness Coordinator N - Communication Liaison *
. Policy Advisor sz . Risk Analyst / Risk & Continuity Advisor * 5.2.4 Generic Competencies

. Risk & Continuity Advisor * . Situational Awareness Data Analyst e Professional

- Staff Developer Knowledge Situational - Situational Awareness Manager )
- Technical Policy Advisor Transfer Awareness - Threat Warning Analyst o Conflict Management (C009)
+  Training Developer o Critical Thinking (CO11)

«  Training Instructor

o Oral Communication (C036)

o Written Communication (CO60)
e Technical

o Problem Solving (C040)

x
role defined for multiple service areas

URL: https://www.first.org/global/sigs/csirt/ 5.2.5 Role-Specific Competencies

e Operational
o Data Privacy and Protection (C014)
o External Awareness (C019)
o Legal, Government, and Jurisprudence (C030)
o Organizational Awareness (C037)
e Technical
o Computer Forensics (CO05)
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Service Area SOC CSIRT PSIRT ISAC

' " , , Information Security Event Management

Improving Security Together

Monitoring and Detection MUST
Event Analysis MUST
F I RST Se rVI Ces Fra m eWO r k: Information Security Incident Management
. . . Information Security Incident Report Acceptance - MUST
Tea m Typ es W I th I n th e Co ntEXt Of Se rVI Ces Information Securiz Incident An:Iysis p - MUST

Fr’a m ewo r kS Artifact and Forensic Evidence Analysis

Mitigation and Recovery - MUST
Version 0.7.1 Review Information Security Incident Coordination - MUST
Crisis Management Support

Vulnerability Management

Document URL: Vulnerability Discovery/Research

https://www.first.org/standards/frameworks/csirts/team-type z::zip;”k . :E;
Vulnerability Coordination - - MUST

Work Cont'inues: Vulnerability Disclosure - - MUST
Vulnerability Response - - MUST

1. Analyzing subtypes in CSIRT, ISAC, SOC, PSIRT
2. OCF SIM3 adjustment to the types Data Acquisition : : : MUST

Analysis and Synthesis - - - MUST

Situational Awareness

Communication - - - MUST
Knowledge Transfer

Awareness Building

Training and Education

Exercises

Technical and Policy Adviso
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Cooperation with X.1060

concepts

» Make standards supporting each other (via
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references, via aligned structures, clarifications
on how additional value is added

Jwowwfirst.org/

= Special Interest Groups (SIGs}
m SIGs Framework
m Academic Security SIG
m Al Security SIG
= Automation SIG
m Big Data SIG
m Common Vulnerability
Scoring System (CVSS-SIG)
= CSIRT Framework
Development SIG
m Cyber Insurance SIG
m Cyber Threat Intelligence
SIG
m DNS Abuse SIG
m Ethics SIG
m Exploit Prediction Scoring
System (EPSS)
m FIRST Multi-Stakeholder
Ransomware SIG
m Human Factors in Security
SIG
m Industrial Control Systems
SIG (ICS-SIG)
m Information Exchange
Policy SIG (IEP-SIG)
m Information Sharing SIG
= Law Enforcement SIG
= Malware Analysis SIG
= Metrics SIG
m NETSEC SIG
m Passive DNS Exchange
= PSIRT SIG
m Red Team SIG
m Retail and Consumer
Packaged Goods (CPG) SIG
m Security Lounge SIG
= Threat Intel Coalition SIG
m Traffic Light Protocol (TLP-
SIG)
m Vulnerability Coordination
m Vulnerability Reporting and
Data eXchange SIG (VRDX-
SIG)
= Women of FIRST
= Internet Governance
= IR Database
m Fellowship Program
= Mentorship Program

L

Education Blog

L *

About FIRST Membership Initiatives Standards & Publications Events

CSIRT Framework Development SIG
Mission

The state-of-the-art for CSIRTs could still improve considerably by extending and improving the available set of
foundational frameworks and materials. The SIG will seek to involve experts interested in that work and provide a
community to discuss improvements in need, existing gaps and (potential) new developments - taking into
account, and collaborating where appropriate, initiatives from within FIRST and other entities/communities aiming
for similar objectives (like APCERT, ENISA, GFCE, ITU, LACNIC, OCF, OAS, TF-CSIRT, etc.).

By identifying needed materials which are not readily available from other entities, the SIG will discuss needs and
gaps and decide on the way forward either by:

m Bringing in a resource for improvement work after agreement by the original authors and/or copyright owners
(preferably get them on board);

m Analyzing in more detail how to fill identified gaps/issues;

m Identifying the need for a more widely consolidated effort, requiring extra means or a wider audience, and taking
this up within FIRST;

m Monitoring the take-up of identified gaps and issues by other entities and communities and coordinate
liaisonships with such efforts;

m Taking up the (re-)drafting and publication of the CSIRT services framework should the need arise.

Goals & Deliverables

Until June 2024, the SIG aims to:

m Produce the v1.0 of the addendum "CSIRT Roles and Competencies" based on the review of the CSIRT
community;

m Respond to the review results of the addendum "Incident Management Team Types" until December 2023;

m Produce the v1.0 of the addendum "Incident Management Team Types" until March 2024 and provide a slide
deck for further use;

= Work on a significantly updated extension of the "Incident Management Team Types" document containing
commonly recognized team sub-types (like "coordinating CSIRT");

m Foster liaisonships with other communities/organizations supporting CSIRT capacity/capability/maturity
initiatives to improve the adoption of the CSIRT Services Framework v2.1 and the new addendum as well as the
defined team types (at least: APCERT, ENISA, GFCE, ITU, LACNIC, OCF, OAS, TF-CSIRT);

Chair

m Klaus-Peter Kossakowski

Request to Join

& Incognito

CSIRT Services Framework

£f2 English

mVv2.1 HTML

= V2.1 PDF Format <>

= v2.0 PDF Forma

m v1.1.1 PDF Forma

m V1.1 PDF Format <>
= Arabic

m v2.1 PDF Format <>
&l Chinese

m v2.1 PDF Format <>
il B French

m v2.1 PDF Format <>
Z= Spanish

m v2.1 PDF Format <>

® Japanese

m v1.1 PDF Format >

m V2.1 PDF Format >
mm Russian

m V2.1 PDF Format >
Addendum
CSIRT Roles and Competencies

m v0.9.0 PDF Format >
New Document
Incident Management Team
Types

m v0.7.1 PDF Format <>

FIRST thanks ITU for
contributing the translation of
the CSIRT Service Framework.



