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YANG
• Defined by the IETF
– YANG 1.0: defined in RFC 6020 (2010)
– YANG 1.1 (current): defined in RFC 7950 (2016)

• Data modeling language for networkmanagement protocols
• Initially designed for use with NETCONF
– Now also used for other protocols, such asRESTCONF, or CORECONF
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YANG
• RFC 7950 describes and defines how data is
– modeled
– represented in XML

• YANG models data as hierarchical tree
– Each node has

• a name and either
– a value, or
– a set of child nodes

• Data models are defined in YANG modules
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NETCONF
• Defined in RFC 6241
• Protocol to

– install,
– manipulate,
– and deleteconfiguration of network devices

• Client-server model
• Connection-oriented

• XML-based data encoding
– for configuration
– for protocol messages

• Protocol operations: RPCs
• Defines three configurationdatastores
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RESTCONF
• Defined in RFC 8040
• RESTful protocol for accessingdata modeled in YANG
– running over HTTP(S),
– using datastore concepts defined inNETCONF

• Client-server model
• Stateless

• Not intended to replace NETCONF
• RESTCONF and NETCONF can runco-located on a device

• Designed to be modular andextensible

Network Device

Datastore
Web App

NETCONFClient NETCONF

RESTCONF

RESTCONF Server co-located withNETCONF Server
Network DeviceWeb App RESTCONF

RESTCONF Server in device withoutNETCONF Server

Source: RFC 8040

https://datatracker.ietf.org/doc/html/rfc8040#section-1.4


CORECONF
• Defined by the IETF
– Currently in draft state

• RESTful protocol for constraineddevices and networks
• Client-server model
• Stateless

• CoAP used to access datastore anddata node resources
– resources specified in YANG

• Uses YANG to CBOR mapping
– Reduces payload size by convertingYANG identifier strings to numericidentifiers
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NETCONF, RESTCONF, and CORECONF –a comparison
NETCONF RESTCONF CORECONF

Communication Paradigm Client-server based model,connection-oriented Client-server based model,stateless,RESTful principles
Client-server based model,stateless,RESTful principles

Data Modeling YANG YANG YANG(or SMIv2 converted to YANG)
Transport Protocols Secure transport protocols,such as SSH or TLS HTTP or HTTPS CoAP/UDP
Security Features Security provided byunderlying securetransport protocol

Security provided by HTTPS Security provided by CoAP



Use of YANG in IEEE 802
• Used to model configuration of IEEE 802 features in several IEEE 802 WG
– IEEE 802.1: YANG used to provide configuration modules for all current projectssince ~2018
– IEEE 802.3: Ongoing project to revise the YANG module in IEEE 802.3.2-2019

• Replaced MIBs as standard way to provide management modules in IEEE802.1
• YANGsters: group in IEEE 802 that
– discusses common practice for YANG models supporting IEEE 802 protocols
– provides guidelines on modelling and tooling
– https://1.ieee802.org/yangsters/
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