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Who is OTA?

Mission to enhance online trust and empowering users, while
promoting innovation and the vitality of the internet.

Goal to help educate businesses, policy makers and stakeholders
while developing and advancing best practices and tools to
enhance the protection of users' security, privacy and identity.

Collaborative public-private partnerships, benchmark reporting,
meaningful self-regulation and data stewardship.

U.S. based 501(c)(3) tax-exempt charitable organization
Global focus & charter
Supported by dues and donations
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The IoT Ecosystem

loT Provider
Website

-~

1. Highly personal, dynamic,
persistent collection and
transfer of data.

2. Reliance on a combination N
of devices, apps, platforms
and cloud services. 3

loT Data
Processing

Service/Data
Providers

3. Multiple data flows, touch  popile app
points and disclosures. .
4. Sustainability / lifecycle o °
issues, % Connected
. =
Fitness - Home
5. Lack of defined standards. Wearables o |
" —— )
6. Non-traditional market Entertainment #
players. Devices
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Multi-Dimension Issues

 Device & Data Security

« Privacy

- Sustainability pobie
= Lifecycle considerations i "
= Supportability

= Data retention / Y v _
ownership { service | 5 (Connected

. . + Provider(s) - [l
- Data in use, transit & : -
rest " Mobile .\I

| Platform
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Working Group Goals

1. Phase 1; focus on connected home & wearable
technologies

2. Provide guidance to help reduce vulnerabilities and
adopt responsible privacy and data practices.
3. Drive the adoption of best practices; embracing as
a voluntary, yet enforceable code of conduct.
4. Provide recognition to companies, products and
retailers who embrace the code of conduct. [ .
) ) oo Security
5. Provide retailers / commerce sites criteria to aid *
in their product merchandising decisions.
6. Think globally; where possible, apply international == —
standards and practices.
7. Encourage collaboration, sharing of best practices
and threat intelligence.
8. Evaluate gating issues and considerations which may lead
to the development of a seal or certification program. 0 TA
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Framework Excerpts - Sustainability

« Disclose what functions will work

if “smart” functions are disabled > -, G
or stopped W (;-, Y
« Provide a mechanism for transfer ¥ [NTERNETof
of ownership including providing o L] .
updates for consumer notices and TH N GS &
access to documentation/support = <= L 0 é
e el O
= Publish a timeframe for support @ =
after a device/app is discontinued . .
or replaced by a newer version
OTA
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Where We Are

January — Working Group Formed

June — Working draft of principles & goals ratified
Aug — Public draft released with call for comments
Sept — Over 100 comments received

October 19 — 2" public draft released (today)
November 18

= Lastcall

= Face-to-Face loT Trust Summit in Washington DC.

Online Trust Alliance
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Framework — Total of 38 Criteria

10/15/2015

JoT Trust Framework Pre-Release
| connected | Wearable
loT. ® Required N/A = Not Applicable 2 i
SECURITY
1. Data Security - All personally ientifiable fo] data in transt and in storage must be encrypted using ]
current generally accepted security standards.’,} This is including but not limited to wired, Wi-F1 and l . .
Bluetooth connections
T pilSecurity - el information T
and of encrypted. * =11 ® b d
3. St Security — AWl ] 3upport web sites must fully enciypt the user 3esion and sdopt HTTPS by defaul, Py °
sl referred to Abways Qg SSLIAGSSL) wherever possibe.
4. Servar Security - g support sites must implement regular mom\mlu and contioual improvement of st |
» . .
ccepted penetration et ot et annualy
5. Email Security—Io] o o
help prevent spear pmshmg and maximize email deliverability by .dmm, generally sccepted poficies, . .
such a5 SPF, DKIM and DMARG, for il consumer security and privacy related communications.
& Email Secusity - Within 90 days of publishing s DMARC policy implem Policy, helping 1595 and 5 P
10 reject emai [
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USER ACCESS & CREDENTIALS
14, For lgT user access, require first ;
where no user ps As necessary, require separate and strong. . .
passwords for
15, anisms for i1 appli 'd support s and)
mechanisms for credential re-set using multi-factor verification (email and phone, etc.) where no user . .
password exists
6. Lock an [g] ser or support account afer 3 reasonable number of mvalid Iog n atiempts. 0 D
17, Enswe gl avallabity folowing il o out-of-band
. .
notification of any password change.
i v oo revised ot least semi-annualy and
tested annually. # - °
19, Establish & user-friendly, responsive and secure mechanism for contacting the [g] vendor regarding
. .
product and service security isk ssues.
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Privacy, Transparency & Disclosures

ol @ Raquired
PAIVACY, TRANSPARENCY & DISCLOSURES |
20, Ensure that prvacy Lvendors sre iear
S 10 prchose actvetion, downloed or enrollment and b evity dcoverble and hnked o the
rbacy polc. Wherer he cpprtunity i rsened o decls ot ot o any pokcy, he
e cloarly o or - .
fumcionlay. I aclion to ot lacement on the websit, & recommended comparies o wice
QR Codes, short URL nd other simstar methods. 3 X |
i o5 COPEA,
2 . .
sccepted optinfout clauses.
77 Reauie < ° °
35, Disose the duration of wairanny m
the device. S L
7 < oYY
For example a fitness
blood pressure), s well a5 profile . .
dota
% Stopped. for home
, compar acces . WA
of loss of connestivty (e, door openers, garage doors) |
76 Daclose in s data retentian poliy that [T, Gsta shoukd be retained for 3 long 3 the user 13 sing the
device, irements. . ®
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What's Next?

November 18 - IoT Trust Summit, Washington DC.
https://otalliance.org/news-events/upcoming-events

Consolidate feedback, release initial framework.

Validate global considerations.

Pursue a voluntary code of conduct (some companies
already using it as vendor “checklist”), evolving to an
enforceable code of conduct.

Develop criteria as basis for a certification program.

Expand collaboration with other organizations.

OTA
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More Information

Submit Comments — We will review all!
https://otalliance.org/iot-trust-framework-submission

Join the working group
https://otalliance.org/system/files/files/member/documents/ota

iot_membership_application-2015v2.pdf

Working group meeting in Washington, D.C. — November 18
https://otalliance.org/news-events/upcoming-events

Contact us for more info:
https://otalliance/org/lot +1-425-455-7400
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