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Technology Reach

Demand for expedited
logistics

loT Development

TECHNOLOGY ROADMAP: THE INTERNET OF THINGS

Miniaturization, power-
efficient electronics, and
available spectrum

Ability of devices located
indoors to receive

Software agents and
advanced sensor
fusion

Teleoperation and
telepresence: Ability to
monitor and control

distant objects .
Physical-World

Web

geolocation signals

everyday objects

Locating people and

Ubiquitous Positioning

Cost reduction leading

to diffusion into 2nd

wave of applications | Surveillance, security,

healthcare, transport,
food safety, document
management

Vertical-Market Applications

RFID tags for
facilitating routing,
inventorying, and loss
prevention

2000

2010

Source: SRI Consulting Business Intelligence
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Expected loT Device Connectivity

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
(March 209 2017)
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loT Landscape

BN

Connected wearables . " CONNECTED
to be shipped in 2020 % THINGS’ BY 2020

Connected cars
BY 2020 - representing
75% of yearly passenger
car production

D Individual J

Smartphone users
by 2019, representing 59% -7

of the global population™ =~ smart homes
next year

pple watches
’ shipped last quarter

Sources:
IDC, SCOTIABANK, BI INTELLIGENCE, GARTNER, FORRESTER, IHS TECHNOLOGY
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Challenges in loT

o Heterogeneous stakeholders
— Private end-users
— Public end-users

o Different devices and data formats

— Autonomic and intelligent devices (robots, actors, alarm & control
system)

— Dump devices (RFID-Tag, light sensors)
— Smart devices (wearables, smartphones)
— Embedded devices (in fridge, machines, cars)

o Different communication patterns
— Human-to-Machine
— Machine-to-Analytic, Machine-to-Machine
— Machine-to-Data-Lake
— Machine-to-Process
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Research Problem Statement

o Different definitions/understanding of the term loT,
iIncluding security and privacy support, but in common:

loT devices communicate via Internet

o Existing solutions for security, privacy, and trust are
— Either high supported by the architecture and network structure
- User-unfriendly, technical drawbacks
— Or supported to a limited extent or not realized at all

- Contradict the user’s request for controlling information
disclosure in

a secure and/or trustworthy manner

o Collected data includes information allowing profiling
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loT Profiling Sports

Data collection Profiling

1 ttpiistrengthrunning.com
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Upload to loT Service

http://running.competitor.com

© 2017 UZH, CSG@IFI

3‘. Tuesday Run

ouRkTION AVERAGEPACE  CALORIES BURNED

A 329 24:59 (9 7:36 194

© Magbox © CpenSimethias Imorove tis map

Splits
NAME PACE CLIMB
1 km 4:21 -2
2 km 8:50 4
3 km 9:29 0
4 km 8:00 -2

.....................



loT Profiling — Business
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Advantages vs. Danger

o Collected data allows for profiling!

o Information about health status and training conditions
— Heart beat and burned calories, speed, running track, and duration

o Information of working activity
— Data transfer, data amount

o But also brings dangerous aspects with
— Prediction of preferred track or working times
— Prediction of breaks
— Prediction of data flows using Internet

- Am | really aware of what data tells about me?
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Consequences

o Sensitive Information can be concealed or controlled
without data owners knowledge

o Small leakage of information could severely damage user
privacy

- Not everyone has the same awareness for
security and privacy threats!

- loT acceptance requires secure, trustworthy, and
privacy preserving infrastructure!

© 2017 UZH, CSG@IFI CSG




Gaining Trust

a Security + Privacy = Indication for trustworthiness
of a service

0 Security incorporates all mechanisms used to transmit

and store data in a secure manner
— Encryption technologies, DTLS, certificates

o Privacy is a request that the data owner stays owner of
the data and can manage data access to authorized

entities
— Access control, credentials

—> Better: Security + Privacy + Transparency
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The Quest for Privacy

user

communication consumers

osl

N

, services

% C existing . ’ g
z : ]
service - Q é % | - i
users 1) g : N B
appllcablon o m | J, e e E;
dascoauro _ Iegal | -l 8 Q) m _nebwork 'J% I b o
f oo ' D E g 157 q) [l devices 135 aPP ICa |0n5 :
g) framework S s é’ w g g g’) g._ probecbmn O a—j s : 0 ag
g consumer og L ‘8_7 o 5 o - mi U) fé 5
e OF, 9088 Si1E 3 craterges
Figure ;: O - 8 -? o a 3 dlfferenb
) — nebwork O Mt |
C
L
O
Q
il

© 2017 UZH, CSG@IFI CSG

Communication Sysms Grows




loT Applications and Privacy
Concerns (1)

Privacy is the right of individuals or cooperative users to
maintain confidentiality and control over their information
when it is disclosed to another party.

o In loT applications privacy challenges can be identified
primarily from the perspective of consumers and their
stored data sets.

© 2017 UZH, CSG@IFI CSG

.....................




loT Applications and Privacy
Concerns (2)

o Cloud Service Provider (CSP) and Internet Service

Provider (ISPs) process user's personal information
- Unexpectedly initiate privacy threats and attacks

o loT networks can compromise tens of millions of devices

with heterogeneous characteristics

— Resources constraints, mobility, scalability, degree of autonomy,
iInteroperability

—> Privacy issues in loT vary widely with respect to
the application involved!
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Key Aspects for loT Privacy

User privacy

Access control
Personalization

Data mining privacy

Scalabilty and complexity

Data breaching

Real-time analysis

Reliablity
. Access control
Profiling Q >;> Cryptography
Utility issues Localizin

Localizing User Data Sets g

Distributed processing Publishing
Confidentiality Tracking i i
Adverserial collaborations
Underlying technologies
Provide .
anonymity Temporal privacy Less controllability

Location and

User Wireless Data Cloud identity privacy
tracking ALY Localizing sensor querying computing
networks

Vehicular ad hoc
Resource constraints Data aggregate User lock-in networks (vanets)

Globalized needs
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User Privacy

o Identification of personal information during transmission
over the Internet.

o Example:
— Buy RFID-tagged object with credit card.
- Personal information may be linked to the object and to CSP

o Privacy threats:
— Tracking, localizing, and profiling
— Access control and confidentiality
— Data protection, content confidentiality and reliability
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Data Mining

o Critical issues:
— Scalability, distributed processing, real-time analytics

— Data publishing, application context, cryptography

o Privacy threats:
— Data sharing and transmitting with disclosure of location and

temporally sensitive data traffic.
— Large data sets require balance in privacy preservation in data
cleaning and the intentional reduction of data quality

—> Different privacy constraints

- Treat data sets differently for anonymization purposes
- Access control and maintenance
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Underlying loT Technologies

o Challenges
— Heterogeneous structure of devices and resources.

o Examples:
— RFID objects can allow context-aware digital objects to represent

physical objects
— Wireless Sensor Networks have high self-organizing ability
— Cloud services might lead to loss of processing control for users

and are requested to support transparency

—> Data oriented or context oriented privacy
-> Privacy support depends on resources
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Legal Regulations

o Privacy is a compliance issue sitting at the intersection of
social norms, human rights, and legal mandates

o Legislation is required to support basic privacy principles
— Lawfulness and fairness

— Proportionality, purpose specification, data quality, openness, and
accountability

- Collaboration of governmental & private organizations
-> Strong legal framework
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loT Privacy Framework
Characteristics

Openness, transparency, ) )
and purpose specification: Identity privacy:
Consumer awareness of data Inability to track or profile
collection process users based on identity

Security: Temporal and location privacy:
Safeguard information por ion privacy

: ) Inability to track or profile users
against loss, destruction, based on geolocation
and disclosure g

Characteristics of a

Accountability: <— tentative privacy framework ——> Query privacy:
Controllability and visibility for the loT Inability to violate privacy
over CSP’s responsibility based on user queries

~

Data minimization: Access control:
Limit personal Fine tune the granularity
data collection of data access

Interoperability:
Interoperable privacy policies with different
technologies, standards, and legislation
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loT Privacy Framework
Characteristics

Openness, transparency, ) )
and purpose specification: _'f’e"t'ty privacy.
Consumer awareness of data Inability to track or profile
collection process users based on identity

Security:
Safeguard information
against loss, destruction,

Temporal and location privacy:
Inability to track or profile users
based on geolocation

The relevance of these principles might vary
o Acco depending on the context of the loT
over CSP application and user requirements.

Data minimization: Access control:
Limit personal Fine tune the granularity
data collection of data access

Interoperability:

Interoperable privacy policies with different
technologies, standards, and legislation
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Conclusions

o Privacy becomes more and more relevant
o User awareness grows

o Key areas to work on
— Security, transparency, access control, key management, etc.

o Addressing privacy already during design of solution
- Law change for 2017 predicted in EU

0 Include privacy support
— As a MUST in upcoming ITU-T recommendations

-> Privacy support is a MUST
- Acceptance of loT connectivity and eServices grows
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