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Problem Statement

« Internet of Things (IoT) is seamlessly integrating
physical objects to provide advanced and intelligent
services for human beings

« Therefore, trust on IoT devices plays an important role
in IoT based services and applications

« We present an autonomic trust management framework
— based on MAPE-K feedback control loop
— to evaluate the level of trust in an loT cloud ecosystem
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Related Work

* Yan et al., A survey on trust management for Internet
of Things”

— survey on trust management for IoT that discusses the
current state of art, open issues and key challenges

 Chen et al., "Trm-iot: A trust management model based
on fuzzy reputation for internet of things”
— trust model for IoT that uses fuzzy sets

 Noor et al., "™ Trust as a service : a framework for
trust management in cloud environments” :

— framework for trust management in cloud environments
called Trust as a Service
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Challenges of Trust Management in IoT

« Existing trust management protocols do not scale well
— due to limited storage and computation power

« JoT systems evolve with new applications, services, and
nodes, frequently joining and leaving the systems

« Requirement of capability to compensate the human
errors at some level

« JoT systems are frequent targets of many cyber
attackers, since mostly accessible through wireless
networks
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Cloud Integration in IoT

« Computing and IoT have evolved independently on their
own paths

« Cloud can benefit from IoT by extending to deal with
real world things in a more distributed and dynamic
manner

 Cloud acts as intermediate layer where it hides all the
complexity and the implementation of functionalities

« So far no research carried out in trust management in cloud
integrated IoT
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Decomposition of the Problem

« MAPE-K feedback loops for adaptive trust agents
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Use of MAPE-K Feedback Loop

 The system is highly dynamic : needs adaptive decision
making and autonomic agents with control loops to
manage resources

« A promising approach to handle such dynamics is self-
adaptation realized by a MAPE-K feedback loop
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Trust as a Service (TaaS)

« Cloud is a flexible framework to implement services :
“Trust” can be thought of one of them

« An effective trust management system helps cloud
service providers and consumers reap the benefits
brought about by cloud computing

« But the trust on IoT devices and their applications in
real-world is critical

« There have been many different approaches to enhance
the trust over information and devices
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Trust as a Service (TaaS)

« Smart home environment with the trust
management system
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Cloudifying Taa$S

« Qverview of the solution architecture
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Cloudifying Taa$S

« We consider four trust related parameters

— Availability is making the resources available for users. The
trustworthiness of a system lies on whether the resources are
available when required.

— Reliability defines the level of trust among two entities. A
reliable system always produces correct information.

— lIrregularities in response time predicts possible intrusions in
the system. That helps to identify changes from normal.

— Capacity assures accessibility in one hand and scalability on
the other hand.
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Simulation and Results

« Effective level of trust (Aggregated availability,
reliability, response time and capacity)
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