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85% of mobile subscriptions will be for 
mobile broadband in 2021 

By the end of 2021: 

• 9.1 billion mobile subscriptions 

• 85% of mobile subscriptions will be for 

mobile broadband 

• 150 million 5G-subscriptions 
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Smartphone subscriptions set 
to almost double by 2021 
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Connected devices 
› Anticipating the effects of increased industry focus, 3GPP standardization of LTE-based Narrowband-IoT 

technology and other enhancements – e.g. in provisioning, device management, service enablement – the 

number of cellular connected devices is expected to grow 

› In total, around 28 billion connected devices are expected by 2021, of which more than 15 billion will be 

connected M2M and consumer electronics devices. 

› 1.5 billion M2M and consumer electronic devices with cellular subscriptions by 2021 
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Everything that can benefit from 
Being connected will be connected 

Devices ROBOTS 

Machines & Vehicles EMBEDDED 
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The evolution of  
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Non-limiting access; 
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anyone, anything 

 ~1980                          ~1990                           ~2000                          ~2010                          ~2020 

1G 
AMPS TACS 

NMT 

2G 
GSM  D-AMPS 

PDC  IS-95 

4G 
LTE 

5G 3G 
WCDMA/HSPA 

cdma2000 

Sara Mazur |  © Ericsson AB 2015 |  2015-09-24 
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One basic service to protect 

– Connectivity, in particular voice 

 

Security needed for trust and business 

– User privacy: user data encryption, basic identity protection 

– Reliable charging: strong authentication 

 

Slight changes in threats over time 

– Mainly incremental improvements in new generations 

 

Has worked very well 

– Some “legacy” crypto problems in 2G, but largely a success 

 

Security Drivers for 2G, 3G, 4G 
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5G – Beyond Mobil Broadband  

Broadband 
experience 
everywhere 

anytime 

Smart  
Transport 

Infrastructure 
and vehicles 

Remote 
controlled 
machines 

Mass market  
personalized 
media and  

gaming 

Human  
machine 

interaction 

P 

Meters and 
sensors, 

“Massive MTC” 

And much 
more 

Multiple use-cases supported by a common network platform 

? 
? 
? 

Sara Mazur |  © Ericsson AB 2015 |  2015-09-24 
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5G network evolution to meet 
expectations 

Scope for 5G 

5G 
RAT 

  

Radio  

Access 

IP Infrastructure 

Cloud Infrastructure 

Network applications 

Management & Orchestration 

Sustainability Security 

Devices 

User/industry applications 
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One network –  
multiple industries 

@ 

A common network platform with  

Dynamic and Secure Network Slices  
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One network –  
multiple industries 

@ 

Place effort here: virtualization layer with  

strong assurance on security/isolation 

Handle service specific security 

requirements inside slice and/or in 

endpoints 
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5g: Pushing the envelope 

10-100X 
End-user Data Rates 

5X 
Lower Latency 

10-100X 
Connected Devices 

10X 
Battery Life 

1000X 
Mobile Data 

Volumes 

Critical Communications 

Intelligent Transport Systems 

Massive Communications 

Connected Sensors 

<5ms e2e delay 

99.999% transmission reliability 

500Kmph relative velocity 

>10yrs battery lifetime 

>80% cost reduction 

20dB better coverage 
Extreme 

 availability 
Scalability and 

flexibility 
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Machine Type Communication  

Massive MTC 
Low cost 

Low energy 

Small data volumes 

Massive numbers 

Long ranges 

Critical MTC 

Ultra reliable 

Very low latency 

Very high availability 
  

Sara Mazur |  © Ericsson AB 2015 |  2015-09-24 

Smart buildings Sensors, actuators 

Traffic safety 

& control 

Industrial 

applications 

Smart grid 

… … 

Capillary networks 
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What defines 5G Security? 

NEW service delivery  MODELS NEW Business  & trust MODELS 

INCREASED Privacy CONCERNS EVOLVED Threat landscape 

5G security is not about “Bit-rates” etc, it’s a new GAME! 
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