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Challenge of l0T data interoperability due to IoT standards
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® |oT standards are no doubt the key enablers for 10T industries.
® But the growth looks a bit “wild” and still extending
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Technologies in IoT Stack

Custom loT Applications
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ETSI Whlte Paper Achieving Technical Interoperability

Technical Interoperability is usually associated with Semantic Interoperability is usually associated with
hardware/software components, systems and platforms the meaning of content and concerns the human
that enable machine-to-machine communication to take rather than machine interpretation of the content.
place. This kind of interoperability is often centred on

(communication) protocols and the infrastructure

needed for those protocols to operate./

\ \ Synlaclical Interoperability
ﬁ

| Technical Interoperability

Semantic Interoperability

Organisational Interoperability

Figure 1: Different levels of interoperability

Syntactical Interoperability is usually associated with ~ ©Organizational Interoperability is the ability of

data formats. Certainly, the messages transferred by organi_zations to eff_ectively _communicate and transfer
communication protocols need to have a well-defined (meaningful) data (information) even though they may

syntax and encoding, even if it is only in the form of bit-  P€ USing a variety of different information systems
tables. However, many protocols carry data or content, over widely different infrastructures, possibly across

and this can be represented using high-level transfer different geographic regions and cultures.
syntaxes such as HTML, XML or ASN.1. Organizational interoperability depends on successful
technical, syntactical and semantic interoperability.
Nanjing, China
27-29 November 2017
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oneM2M Technical View on Interworking
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oneM2M flexible framework of interworking from transparent,
translucent to semantic

IoT Applications independent of accessing/device technologies

oneM2M <container>, <AE> ] <mgmtObj>
Resources o ______________________7” ____________ By A% Ce”e, _____________________________________________________
] m =
Q
Template/ E '§
Upper Ontology == @ -fF-- 3z
~ AT
_________________ . S s A SRANR i~ S
Domain Abstract S
Information Model N
IR S e et 1o IR R (SR W N
Heterogeneous —
Technologies @ @
’C - o 4 ~ . 71
%ittlsffl& @ enm ! 'Omo Lwi ."\,f‘?go @llgBee fo""‘“' #Wodbus Zix\\ Blgnﬁtl'!: PP/S
To make different technologies working smoothly together and build a
Syntactical Interoperability converged ecosystem
Technical Interoperability . Trarr:spiarer?t Interwgrklng: en_capsulate the data model of one
Semantic Interoperability technology into anot er.(as a pipe)
* Translucent Interworking: data model structures are mapped,
Organisational Interoperability while semantics/data types are not
. ] . . * Semantic Interworking: mapping not only protocols, but also full
Figure 1: Different levels of interoperability

data models and semantics
Source: ETSI IOP Whitepaper 3™ Edition, 2008
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OCF loT Scope
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OCF consider for Interoperability

* Full interoperability from the connectivity layer up to the service layer is
the only way to truly guarantee a satisfactory UX

* Interoperability at the Connectivity and/or Platform layer only provides
partial interoperability which can ultimately lead to fragmentation

@ Connectivity Level @ Platform Level () Service Level
Interoperability Interoperability Interoperability
Vertical | x Vertical | ' Vertical x Vertical Vertical Vertical
Services /™  Services | | Services . Services | Services Services
' Platform x Platform Platform H Platform Platform H Platform
Connectivity H Connectivity Connectivity H Connectivity Connectivity H Connectivity

Nanjing, China
27-29 November 2017
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OCF Core Framework Spec

discovery (IETF CoRE)

(2) Messaging: Constrained device support as
default (IETF CoAP) as well as protocol

o

(1 Discovery: Common method for device
Vert.lca
rofiles lgleluls care motive

translation via bridges

OCF Core Framework

ID &_ Device
Addressing management

3) Common Resource Model: Real world
entities defined as data models (resources)

@ CRUDN: Simple Request/Response
mechanism with Create, Retrieve, Update,
Delete and Notify commands

5 ID & Addressing: OCF IDs and addressing
for OCF entities (Devices, Clients, Servers,

Common
Resource
Model

, Resources)
Discovery Messaging .
& Protocol Bridge/GW: Handled by the
Bridging Spec with some implications on the
Core
L2 C tivit Networki T t .
orneciviy Horne ot Security is fundamental to the OCF ecosystem
and applies to all elements
Nanjing, China

27-29 November 2017
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FOUNDATION
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OCF Bridge Specification

@ Specifies a framework for bi-directional translation between devices in OCF and non-OCF ecosystems.
@ Specifies general requirements for translation between OCF and non-OCF ecosystems
¥ Requirements for resource discovery, message translation, security, and handling of multiple
bridges.
@ Specifies specific requirements for translation between OCF and AllJoyn ecosystems
¥ Requirements for mapping core resources, propagating errors, and algorithmically translating
custom resource types.
® Refers to OCF to AllJoyn Mapping specification for translating well-known resource types.
Entity

OCF device (client) ( ) -

GCF Bridge device\ Non OCF. .
/ communication
<>
[OCF Light devic%
Entity
\ =>
[OCF Fan device \ OCF
\_ Y, communication

Nanjing, China
27-29 November 2017
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OCF to AllJoyn Mapping

Models the interworking between OCF and AllJoyn
Makes use of derived model syntax
Defines the mapping in terms of:

— Device Type equivalency

— Resource <-> Interface equivalency
— Detailed Property by Property mapping on a per Interface Basis (Derived Models)

Classification

ASA Device Type

OCF Device Type

OCF Device Type ID

Air Conditioner

Air Conditioner

oic.d.airconditioner

AirPurifier Air Purifier oic.d.airpurifier
AirQualityMonitor Air Quality Monitor  [oic.d.agm
Air Care Dehumidifier Dehumidifier oic.d.dehumidifier
Humidifier Humidifier oic.d.humidifier
ElectricFan Fan oic.d.fan
Thermostat Thermostat oic.d.thermostat
Clothes Washer Washer oic.d.washer
Fabric Care Clothers Dryer Dryer oic.d.dryer
Clothers Washer-Dryer Washer-Dryer oic.d.washerdryer
Refrigerator Refrigerator oic.d.refrigerator
Food Preservation |Ice Maker Ice Maker (Resource) |oic.r.icemaker
Freezer Freezer oic.d.freezer
Oven Oven oic.d.oven
. Cooktop Cooktop oic.d.cooktop
Food Preparation Cookerhood Cooker Hood oic.d.cookerhood
Foodprobe Food Probe oic.d.foodprobe
Dish Care Dishwasher Dishwasher oic.d.dishwasher
Floor Care Robot Cleaner Robot Cleaner oic.d.robotcleaner
Entertainment TV Television oic.d.tv
Set Top box (STB) Set Top Box oic.d.stb

Nanjing, China

27-29 November 2017

nvironment.

Environment.CurrentAirQualityLevel
Environment.CurrentHumidity
Environment.CurrentTemperature

Environment.TargetHumidity

Environment.TargetTemperature

Operation.AudioVolume
Operation.Channel

Operation.ClimateControlMode

losedStatus

Op

Operation.HeatingZone

Operation.HvacFanMode
Operation.OnOffStatus

Operation.OvenCyclePhase

urrentAirQuality

Air Quality Collection
Air Quality Collection
Humidity
Temperature

Humidity

Temperature

Audio Controls
Not mapped
Mode

Operational State

Door
Operational State

Air Flow
Heating Zone Collection

Mode
Binary Switch
Operational State

QRENCONNECTIVITY

oic.r.airqualitycollection
oic.r.airqualitycollection
oic.r.humidity
oic.r.temperature

oic.r.humidity,
oic.r.selectablelevels

oic.r.temperature
oic.r.audio

oic.r.mode
oic.r.operational.state

oic.r.door
oic.r.operational.state

oic.r.airflow

oic.r.heatingzonecollection

oic.r.mode
oic.r.switch.binary
oic.r.operationalstate

FOUNDATION™

AllJoyn Interface OCF Resource Type OCF Resource Type ID OCF
Name Interface(s)

oic.if.s

oic.if.s

oic.if.s

oic.if.s

oic.if.a

oic.if.a

oic.if.a

oic.if.a

oic.if.s

oic.if.s
oic.if.s

oic.if.a
oic.if.s

oic.if.a
oic.if.s
oic.if.s
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industrial intemet
CONSORTIUM

lIC Industrial Internet Reference Architecture (lIRA)

Edge Tier Platform Tier Enterprise Tier
data flows otherinformation domains
[
DAE Services and Platforms | Analytic Services and Platforms| _
) ) . omain
Inpestion &transformation| Streaming & batch
data flo information flows | LI
iES EEsH

Persistence & distributi Persistence & distnbutio

iz AnalyticsCRM  EMR
| i BN
Control Domain ose o ES -

-

Actuators

!
I .
' - Application
I
daffa flows | -
|

Logic &Fule?“

& Controller L |
— i< ——— I
& orchestration flows APl Partal
Sensofs Appl|catipn
i = —— === ——
& Gafeway I asset mgmt service flow:
¥ )
biz app flowdiZ APPS
Assetmgmt flgws | NOpErations Domainui T
Provisioning & Deployment  Prognostics & Optimizati ol
[ | [ | OTApps
< -~
i Asset&Meta data splgpotalff——mo P
B [ | ops app flows OTusers
Management Monitor & Diagnostics
Proximity Access .
— SR Service Network

IIRA Implementation Viewpoint

Nanjing, China
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5 Monetization

Biz users

IIRA Functional Viewpoint

Functional Domains

Operations

=
=
=
S
&)
(3]
c
c
@]
@]

Physical Systems

Green Arrows: Data/lnformation Flows
Grey/White Arrows: Decision Flows
Red Arrows: Command/Request Flows

lloT Connectivity Function: Ability to
exchange information among endpoints in a
system of interest, include: sensor updates,
commands, alarms, events, status changes ,
configuration updates
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lloT Connectivity enables Interoperability

@ Level 6
Conceptual Interoperability —
s 3
Level 5
Modeling / Dynamic Interoperability
Abstraction
Level 4
@@\@ Pragmatic Interoperability
&
%@5 Level 3 Compatible meaning of data models in the

W

Semantic Interoperability context of the vertical application domain.

Simulation /
Implementation Level 2
Syntactic Interoperability

Compatible means of sharing datatypes.
Be able to evolve those datatypes.

uonetadoiaiu| 1o Alljigeden Buisestd

T | o
@%@&9 Level 1 Compatible means of signaling and
\@\@@ Technical Interoperability protocols
Level 0
Network /

No Interoperability

Connectivity

http://en.wikipedia.org/wiki/Conceptual_interoperability

Nanjing, China
27-29 November 2017
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N CONSORTIUM
lIC Connectivity Framework
Participant X Participant Y
oy o ) Semantic
Cﬂnnecél:ﬂw Information | me‘ﬂ;‘;ﬂ :’Esﬂgﬂm o < Information (Data in Context) > : mﬂpﬁmmﬁg ﬁ:ammem ,meFfpeT;;m
<& e eve
Syntactic
Framework Data (State, Events, Streams) Framework Interoperability
(Level 2)

Connectivity

Technical
Connectivity Task Group| o
+ Document Focus Transport Messages Transpont m;ff:;f;my

f Networking
\\ Interoperability y ' _ _
ixl_ ¥ Connectivity Task Group tnk Frames Lk
\\ , + Generally understood

+ Bayond cument scope

B

Interoperability requires a Suitable Connectivity lloT Connectivity Stack Model
Infrastructure for Meaningful Communications
between...

Nanjing, China
27-29 November 2017
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lloT Horizontal Interoperability
{ \ 4
=0 {m]\_ -Fq-
Tanspor DDSIRTPS | coap || marT || HTTP || opc-ua Bin | } ramework Layer

[ TCP ][ UDP ][ TCP

Intemet Protocal (IP)

Relevant Connectivity Standards lloT Connectivity Stack

Transport
Layer

Nanjing, China
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Connectivity Core Standards Criteria App led
| Cosaniasonenen ] o0s ] weosrvee ] OrCUA L seviv

Provide syntactic interoperability Need XML or JSON

2 Open standard with strong independent, \/ \ \/ \/
international governance

3 Horizontal and neutral in its applicability \ \ \ \
across industries

4  Stable and deployed across multiple vertical ~ Software Integration & v Manufacturing  Home
industries Autonomy Automation

5 Have standards-defined Core Gateways to all ~ Web Services, OPC-  DDS, OPC-UA, Web Services,  Web Services,
other core connectivity standards UA*, oneM2M* oneM2M DDS*, oneM2M* OPC-UA*, DDS*

6 Meet the connectivity framework functional \ X Pub-Sub in \
requirements development

7 Meet non-functional requirements of V X Real-time in Reports not yet
performance, scalability, reliability, resilience development documented or

public

8 Meet security and safety requirements v v \ \

9  Not require any single component from any single V \ \ V
vendor

10 Have readily-available SDKs both commerecial \ \ \ \
and open source

GREEN = Gating Criteria * = work in progress V= supported, X = not supported

Nanjing, China
27-29 November 2017
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OpenFog Smart Object prefer to reuse existing standards

Smart Object Landscape of

Standards bodies and alliances
Cloud level

e nodes ¥ <. Semantic

WiC N Wes -

‘ o OPEN CONNECTIVITY

FOUMNDATION™

4 P‘ALLSEEN

WEB OF ‘ > ALLIANCE
W:R;E industrial infemet
CONSORTIUM

| Edge level HﬁTHaystad((onnect
ol nodes Sroart Do, Senart Devices. Seoaet Builinga
._..g,__xmy‘\ -
1 @)
RESEARCH DATA ALLIANCE
Sensors & ‘ m :
Actuators % smart objects 2«\ 'm z N&r,
L T

The Fog/Cloud can be (dynamically) configured to process/analyze, route, cache and
archive data in multiple tiers of the Fog. Data, devices, and code are all smart objects in
a registry which can be mapped onto physical locations.

Nanjing, China
27-29 November 2017
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OpenFog

OpenFog Interoperability, Interconnectivity, Interchangeablllty

7

|

Connectivity

Connaclivity Task Group

Trans port Messapes Tramsport

\_ Networking

N\

OpenFog Interoperability Focus
€ Application/Service Compatibility
€ API Based

€ Built from Service Bus / SW Backplane

<——QOpenFog Interconnectivity Focus
€ Information Interchange Capability

Jink.
STtope
{ Physical

Figure 2=Z7 The ToCcus of this dOCUMERT 15 on CoNNectivity layers above the Network [ayer, namely the
connectivity transport and the connectivity framework layers.

Syntactical Interoperability

Technical Interoperability

Semantic Interoperability

Organisational Intereperability

Figure 1: Different levels of interoperability

Nanjing, China
27-29 November 2017

€ Protocol Based
€ Built from Network Layer (IP)

€ Communications consider IIC
Connectivity Framework

OpenFog Interchangeability Focus
€ Device Function Compatibility

€ Spec Based

@ Built from Physical / Logical Device

<—— OpenFog Interoperability Focus
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Openfog.

OpenFog Architecture to build a multi-vendor interoperable
fog computing ecosystem

(RT, QoS, etc.)

e Performance & Scale

Application Services

=

Application Support

Node Management (IB) & Software Backplane

Hardware Virtualization
OpenFog Node Management (OOB)
OpenFog Node Security - HW security

Network Accelerators
TSN, TCC, Comms, ... FPGA, GPGPU, ... ComPUte 5torage

Hardware Platform infrastructure
Classis, Mechanical, Power, Cooling, ...

Protocol Abstraction Layer (Legacy Protocol Bridge)

Sensors, Actuators, & Control

Nanjing, China
27-29 November 2017

(ID, HW-RoT, Attestation, Authe

Security
Authorization,...)

Q

SWI-001: APIs for
Application Micro-
services

SWI-002: Northbound
APIs provided by the
NM & SB layer

g, R

Data, Analytics &
Machine Learnin
IT Business & C

@ Manageability
(RAS, Alerting, Orch

0
E
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World Class Standards

ETSI ISG CIM: establish an info-exchange layer on top of IoT

platforms like oneM2M, especially targeting Smart City
applications

User Open
ISG CIM API
Apps [JSON-LD] Data
EXAMPLE: - - € ) 3
X Context Context g Data C
Citizen S @ Information Information Publication
Complaints ® i Management Models Platforms
Photo-App = 8 ﬂ
Application & _&
<
\ / ISG CIM AP —J M
$ Mca [JSON-LD]
one * information-centric
Information . e .
Systems nw M e joining verticals

* interoperable

* replicable

 Improving
regulatory

compliance
Goal = interoperable exchange of data & metadata between systems

Nanjing, China
27-29 November 2017
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ETSI ISG CIM overview loT-related SDOs & Fora

De Jure SDOs De Facto SDOs :_Promotmg |
Lo
o0c gbcin S5 @remims.
: &jq ) g

L]
- ALLSEEN ncustrial ((
C ég ALLIANCE ' V [] Sf?i';:;i';*lf IimcC
. DHEFB I &OTCY —O\‘ e “:‘h"':'"':'

ADVANTAGE

i) M_
KNX @WAV h Alllance

ALLIA| NCE

YE 802
[
LoRa Allian "‘1
GLS BALPLATFORM @‘L”ce

IugBee % ".a
F@mm C Alllan E,: T / f;.,?n

oT Ferum

Edge Computing
CONSORTIUN

industrial intemet
O NSORTIUM

CEN || CENELEC EI'SI'

ETSIFT %
CIMS. &

ETSI_
MECS.

National SDOs:

1 ORUM
ARIE == Bl € =9 [T ne== e\ ORBE
ccccc m i ! ®) cll1apc a S
] ::sa ' & FILARE open mtc OPEN & AGILE SMART CIIES
apan S OCEAN AT,
. - O pe n_Sou rce |I QECUpS thom Open allllanCE for iot stANdard IOTIVI ty

@njmg China
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ETSI ISG CIM Features

€ Flexible exchange of information between domains € NOT yet another lIoT/M2M standard
» Graph-based € NOT for low-layer protocol or
» Core concepts include Entities and Relationships network-centric connectivity
» Entities can have Properties and Relationships @ NOT just a semantic annotation
> Relationships/Properties can also have Properties and vocabulary
Relationships @ NOT specific to one particular
€ Aim to be developer-friendly environment
» Using familiar technologies (e.g. HTTP, JSON-LD) € NOT restricted to one type of
» Simple query interface information source
* Based on entity type or identifier € NOT dedicated to one particular type
* Scoping of query (e.g. by time/geography) of application

» Filtering of results

@ APl is agnostic to the deployed architecture .
@ Applications need only know the URL where the API is exposed ®ETSIISC CIM entities are

@ Actual choice of architecture depends on (changeable) trade- represented by URIs N _
offs @ Entities are "first class citizens" in
> Centralised Architecture is simplest the Information Model and API
> Distributed architecture may be chosen to improve @ All entities must reference some

scalability ontology (to define their type)

» Federated architecture enables different organizational
units to transparently integrate their information sources

Nanjing, China
27-29 November 2017
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Various Architectures possible using ETSI ISG CIM

text text tes
Lo Eoues Ooiest Context Context Context

Consumer Consumer Consumer

Consumer Consumer Consumer

— ‘ Discover
Query Query | T y N - i Subscribe/
Subscribe/ Subscribe/ | G Noltify
Notify Notify i

. Context
Centralized Py
Broker

Consumer

Distribution
Broker

Query :
Update Subscribe/ |
Notify
Context Context Context
Producer Producer Producer Coritoxt Context Context

Source Source Source

Centralised Federated Distributed

Discover

Federation Subscribe/ Registry

Broker Notify Server
Discovery
Query ' Register (coarse-
Subscribe/ ‘ ‘ scope-based)

Notify

Context Context Context
| Source Source Source

Nanjing, China
27-29 November 2017
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ETSI ISG CIM maps to on_e_lylgl\_/l_ Base Ontology
'v“nZ““"'L“"""'_ SN e T T R G
7" onolosy ¢~ A 1SG CIM- oo o "
Relationship - ~

'_~§

ISG CIM-Entity

ISG CIM-
Property

hasServicsubCIa Q

consists "-

exposesFunction

asOperation

Cross-domain \

Ontology 1
subClassO /
unction y
7’
S o CIM-006-MODO |~
subClassOf \~~_________=-
/ === R
/ . e
Namjimg—Chima— — — = = — — = = = — = - N Re-used Ontologies 7
27-29 November 2017 <74y L -
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World Cf_u-ss Standards

SI ISG CIM Data Model instantiation exampie:

- what information do CIM need to express?

(v )

A

rdf:type

urn:c3im:
Vehicle:
A4567

? rdf:subject

rdf:subject

isReserved

rdf:object
providedBy

rdf:subject

( LegalEntity )(OffStreetPa rking)
A

rdf:type

urn:c3im:

Org:TownHaII

rdf:type

rdf:object

rdf:subject

>

urn:c3im:
OffStreetParking:
Downtownl

rdf:type

has alue has Yalue
\ 4 \ 4
"4,333" 2017-07-29T12:00:00 5%

( Entity Type )

Entity Instance

Nanjing, China

27-29 November 2017

? rdf:subject

rdf:subject
availableSlotNum providedBy

Value

121

urn:c3im:
Sensor:
Caml

rdf:object

Relationship
tatemen @ty Stat@ I Value I
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Conclusion
loT focus Technical | Syntactic | Semantic Pragmatic | Dynamic Concept
area Interoper | interoper | Interoperability Interopera | Interopera | ual
ability ability bility bility Interop
erability
Organizational Interoperability
oneM2  Telecom \4 \4 V (OIC, Alljoyn,
M platform LWM2M, DDS, OPC-
UA, OSGI, Modbus,
etc)

OCF Smart home V \4 V(Alljoyn)
[1C Industry, V V(Web V(oneM2M,DDS,

Manufacturi service) OPC-UA)

ng
openfog Fog/edge v v v ideal

computing starting starting
ETSI ISG \4 V
CIM
Better

solution?
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