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	Abstract:
	This TD provides the 1st base text for ITU-T X.itssec-3, Security requirements for vehicle accessible external devices, to reflect the meeting result of Q13.This TD provides the 1st base text for ITU-T X.itssec-3, Security requirements for vehicle accessible external devices, to reflect the meeting result of Q13.

[bookmark: _Hlk492243448]Introduction 
In the March 2018 Q13/17 meeting, contribution C273 was presented and discussed carefully. This TD provides the 1st base text for ITU-T X.itssec-3, Security requirements for vehicle accessible external devices, which reflects contribution C273 and meeting results.
The meeting results are as follows:
	- Modifying the figure of OBD-II port
       - Checking Table 1 whether it reflecting the latest version of the draft paper on 
         Recommendation for Cyber Security from UNECE WP29 TFCS 
And originally, C273 based on TD747Rev1 includes following modifications:
- Modification of clause 1. Scope for clarifying the relation with X.itssec-2
- Modification of clause 6. Security threat for referencing the security threat part included in Draft paper on Recommendation for Cyber Security from UNECE WP29 TFCS
- Minor modifications of pictures and tablesAttachment 1: Proposed the base text for X.itssec-3.

Attachment 1
Security requirements for vehicle accessible external devices

Summary
The purpose of this draft new Recommendation is to standardize security requirements for vehicle accessible external devices in telecommunication network environments.
This draft new Recommendation provides security threats in vulnerable points like OBD-II port or wireless connectivity and security requirements for vehicle accessible external devices to secure access to the vehicle internal systems and safe usage of their information.

Keywords
Vehicle accessible device, On-Board Diagnostics-II, security threat, security requirement.
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Security requirements for vehicle accessible external devices

[bookmark: _Toc503200438]1	Scope
In the context of using external devices accessible to internal sub-systems of the vehicle, this draft Recommendation aims to provide possible threats and vulnerabilities tampering with and intruding to internal sub-systems of the vehicle and security requirements in order to prevent and mitigate threats. 
This draft Recommendation can be practically utilized by car manufacturers, suppliers, 3rd party external device manufacturers and ITS-related industries as a security requirement standard for manufacturing and maintaining external devices accessible to the vehicle.
This draft Recommendation:
-	describes and identifies security threats when external devices access to internal sub-systems of the vehicle
-	defines security requirements for vehicle accessible external devices
Security requirements of V2X system are in the scope of X.itssec-2.

[bookmark: _Toc503200439]2	References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.805]	Recommendation ITU-T X.805 (2003), Security architecture for systems providing end-to-end communications
[bookmark: _Toc503200440]3	Definitions
[bookmark: _Toc350525973][bookmark: _Toc503200441]3.1	Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	authentication [b-ISO/IEC 18014-2]: Provision of assurance in the identity of an entity.
3.1.2	confidentiality [b-ITU-T X.800]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.
3.1.3	key [b-ITU-T X.800]: A sequence of symbols that controls the operations of encipherment and decipherment.
3.1.4	threat [b-ISO/IEC 27000]: potential cause of an unwanted incident, which may result in harm to a system or organization.
<TBD>
[bookmark: _Toc503200442]3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
<TBD>
[bookmark: _Toc503200443]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
HSM		Hardware Security Module
TPM		Trusted Platform Module
ECU		Electronic Control Unit
RSA		Encryption algorithm developed by Ron Rivest, Adi Shamir and Leonard Adleman
SHA		Secure Hash Algorithm
ODB-II	On Board Diagnostic-II
TMU		Telematics Management Unit
PKE		Passive Keyless Entry
<TBD>

[bookmark: _Toc503200444]5	Conventions
[bookmark: _Toc350525976]This Recommendation uses the following conventions:
None.
[bookmark: _Toc503200445]6	Security threats
This clause identifies major security threats in the vehicle [b-UNECE TFCS] when external devices are used through specific interfaces accessible to internal sub-systems of the vehicle. Vulnerable interfaces within dotted line and external devices used at those interfaces are also identified (refer to figure 1).
Vulnerable interfaces are described as follows:
· OBD-II port: represents a port in the vehicle used for vehicle's self-diagnostic and reporting capability
· TMU: represents the integrated use of communications and information technology to transmit, store and receive information from telecommunications devices to remote objects over a network
· PKE system: represents an automotive security system that operates automatically when the user is in proximity to the vehicle, unlocking the door on approach
And external devices are described as follows:
· Scan tool: represents an electronic tool used to interface with, diagnose and reprogram vehicle control modules
· Wireless dongle: represents a small piece of hardware that connects to another device to provide it with additional functionality using wireless communication 
· Wireless-capable devices: represents any type of device supporting various wireless communication technologies with application processor, such as smart phone, tablet, laptop and etc.
· Smart key: represents a vehicle key used for unlocking the door and starting the engine based on PKE system

[image: ]
Figure 1. Interfaces and external devices
Table 1. Security threats
	High level description
	Example of vulnerability or attack methodology
	Interfaces
	Device types

	Communication permits tampering with vehicle held code/data
	Code injection, for example tampered software binary might be injected into the communication stream
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Manipulate data/code
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Overwrite data/code
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Erase data/code
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Introduce (write data code)
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	Attack on Integrity / Data Trust
	Accepting information from an unreliable or untrusted source
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Man in the middle / session hijacking. 
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Replay attack, for example against communication gateway allows attacker to downgrade software of ECU or firmware of gateway
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	Information Disclosure (including eavesdropping)
	Interception of information / interfering radiations / monitoring communications
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Gaining unauthorised access to files or data
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	Denial of service
	Sending a large number of garbage data to vehicle information system, so that it is unable to provide services in the normal manner
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	
	Black hole attack, in order to disrupt communication between vehicles by blocking of transferring some messages to other vehicle
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices 

	Elevation of privileges
	An unprivileged user gains privileged access, for example root access
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Virus infection
	Virus embedded in communication media infects vehicle systems
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Message injection / tampering
	Malicious internal (e.g. CAN) messages
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Malicious diagnostic messages
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Malicious proprietary messages (e.g. those normally sent from OEM or component/system/function supplier)
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Misuse of updates
	Compromise of over the air software update procedures,  This includes fabricating system update program or firmware
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Compromise of local/physical software update procedures. This includes fabricating system update program or firmware
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	The software is manipulated before the update process (and is therefore corrupted), although the update process is intact
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Compromise of cryptographic keys of the software provider to allow invalid update
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Misconfiguration
	Misconfiguration of equipment by maintenance community  or owner during installation/repair/use causing unintended consequence
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Erroneous use or administration of devices and systems (inc. OTA updates)
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Vehicle functions using connectivity
	Manipulation of functions designed to remotely operate systems, such as remote key, immobiliser, and charging pile
	OBD-II port
TMU 
PKE system
	Scan tool
Wireless dongle
Wireless-capable devices 
Smart key

	
	Manipulation of telematics (e.g. manipulate temperature measurement of sensitive goods, remotely unlock cargo doors)
	TMU 
	Wireless-capable devices

	Hosted 3rd party software e.g. entertainment apps
	Corrupted applications, or those with poor software security, used as a method to attack vehicle systems
	TMU 
	Wireless-capable devices

	External interfaces
	External interfaces such as USB or other ports may be used as a point of attack, for example through code injection …
	TMU 
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Virus from infected media connected to system
	TMU 
	Wireless comm. capable devices

	
	Utilise diagnostic access (e.g.  dongles in OBD port)  to facilitate an attack, e.g. manipulate vehicle parameters (directly or indirectly)
	OBD-II port
TMU 
	Scan tool
Wireless dongle
Wireless-capable devices

	Extract Data/Code
	Product piracy / stolen software
	OBD-II port
TMU 
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Unauthorized access to the owner’s privacy information such as personal identity, payment account information, address book information, location information, vehicle’s electronic ID, etc.
	OBD-II port
TMU 
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Extraction of cryptographic keys
	OBD-II port
TMU 
PKE
	Scan tool
Wireless dongle
Wireless-capable devices 
Smart key

	Manipulate Vehicle Data
	Illegal/unauthorised changes to vehicle’s electronic ID
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Identity fraud. For example if a user wants to display another identity when communicating with toll systems, manufacturer backend
	OBD-II port
TMU 
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Data manipulation to falsify vehicle’s driving data (e.g. mileage, driving speed, driving directions, etc.)
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Unauthorised changes to system diagnostic data
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Erase Data/Code
	Unauthorized deletion/manipulation of system events log
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Introduce malware
	Introduce malicious software or malicious software activity
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Introduce new software or overwrite existing software
	Fabricating software of the vehicle control system or information system
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Manipulate Vehicle Parameters
	Unauthorized access or falsify the configuration parameters of vehicle’s key functions, such as brake data, airbag deployed threshold, etc.
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Unauthorized access or falsify the charging parameters, such as charging voltage, charging power, battery temperature, etc.
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Encryption
	Combination of short encryption keys and long period of validity enables attacker to break encryption
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Insufficient use of cryptographic algorithms to protect sensitive systems 
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Using deprecated cryptographic algorithms (e.g. MD5, SHA-1) e.g. to gain access to ECUs  (by signing and installing unauthorized software)
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Early stage attack
	Hardware or software, engineered to enable an attack or fail to meet design criteria to stop an attack
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Software and hardware development
	Software bugs. The presence of software bugs is a basis for potential exploitable vulnerabilities … software bugs are more likely to happen than Hardware failures over the lifetime of a car
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Using remainders from development (e.g. debug ports, JTAG ports, microprocessors, development certificates, developer passwords, …) to gain access to ECUs or gain higher privileges 
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Network design
	Superfluous  internet ports left open, providing access to network systems
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	
	Circumvent network separation to gain control. Specific example is the use of unprotected gateways, or access points (such as truck-trailer gateways), to circumvent protections and gain access to other  network segments to perform malicious acts, such as sending arbitrary CAN bus messages.
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices

	Physical manipulation of systems to enable an attack
	Manipulation of OEM hardware, e.g. unauthorised hardware added to a vehicle to enable "man-in-the-middle" attack. 
	OBD-II port
TMU
	Scan tool
Wireless dongle
Wireless-capable devices



[bookmark: _Toc503200449]7	Security requirements
[bookmark: _Toc503200450]7.1 Vehicle accessible external devices accessing to OBD-II port
There are three different features that vehicle accessible external devices accessing to OBD-II port shall include:
· Hardware secure module function
· Secure communication function
· Secure function
[bookmark: _Toc503200451]7.1.1 Hardware security module function
Vehicle accessible external devices to OBD-II port should be equipped with hardware security module function. Hardware security module is a dedicated module specifically designed for cryptographic processing with/without H/W accelerating feature and storing and managing cryptographic keys inside a hardened, tamper-resistant device. HSM and   TPMare the different names of hardware security module. Hardware security module shall include following features,
· Secure core
· Secure storage
· Crypto algorithm
· TRNG

[bookmark: _Toc503200452]7.1.2 Secure communication function
Wireless communication featured devices connected to OBD-II port is required to be ported or updated based on its latest version of standards and to be certified by certificate authority. For example of Bluetooth communication featured device, it shall be equipped with Bluetooth ver.5 and certified by Bluetooth SIG (special interest group).
For wired communication featured devices connected to OBD-II port, especially confidentiality and integrity are required, because it is highly probable for update S/W code to be eavesdropped and be modified maliciously while in communication.
[bookmark: _Toc503200453]7.1.3 Secure function 
There are four essential features that vehicle accessible external devices accessing to OBD-II port shall include:
· Secure access sub-function
· Secure flash sub-function
· Secure boot sub-function
· Secure debug sub-function 
7.1.3.1 Secure access sub-function
Secure access sub-function can guarantee authentication of external device to access to internal sub-systems of a vehicle. For example, any diagnostic tool shall be authenticated based on a certificate issued by OEM or supplier in order to access to the internal ECUs. In this case, RSA2048 and SHA-2 can be used for this secure feature. Only critical functions which can damage the internal systems and result in threats to vehicle’s safety such as re-programming, actuation and etc., should be considered in this secure access.

[image: ]
Figure 2. Secure access sub-function
7.1.3.2 Secure flash sub-function
Secure flashing sub-function can guarantee integrity of reprogramming S/W and result in blocking malicious reprogramming. In this functionality, a downloaded S/W including digital signature is verified before flashing H/W in the external device. Asymmetric key algorithm is used for verification of digital signature of S/W.

 [image: ]
Figure 3. Secure flashing sub-function
7.1.3.3 Secure boot sub-function
Secure booting sub-function can guarantee integrity of internal S/W when device’s booting process. While it loads S/W on memory in booting sequence, a lower entity certifies an integrity of upper entity’s S/W sequentially.
[image: ]
Figure 4. Secure booting sub-function
7.1.3.4 Secure debug sub-function
Secure debugging sub-function can guarantee a control of using debugger such UART/JTAG to debug HSM. HSM host can provide control of permission for debugging core part in HSM.


[image: ]
Figure 5. Secure debugging sub-function

[bookmark: _Toc503200454]7.2 Vehicle accessible external devices accessing through a telematics unit
<TBD>
7.3 Vehicle accessible external devices accessing through PKE system
<TBD>
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