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SG 17 thanks SG 16 and CITS for an effective collaborating on the issues of ITS security (your SG16-LS65) and for sending two consented Recommendations (H.560 and H.550) to SG 17 (your SG16-LS64). We think that they are highly related to and will be assistive to develop ITS work items under Q13/17. 
During this SG17 meeting, the following updates were made for draft Recommendations and new work items related to ITS security for your considerations (more details are found in the Annex and electronic attachments). 
Draft Recommendations under developments:
1. ITU-T X.itssec-2, “Security guidelines for V2X communication systems”
(Target for the final version of this Recommendation is September 2018)
2. ITU-T X.itssec-3, “Security requirements for vehicle accessible external devices”
(Target for the final version of this Recommendation is September 2019)
3. ITU-T X.itssec-4, “Methodologies for Intrusion Detection System on In-Vehicle Systems”
 (Target for the final version of this Recommendation is March 2020)
4. ITU-T X.itssec-5, “Security guidelines for vehicular edge computing”
(Target for the final version of this Recommendation is March 2020)
The meeting has also established three new work items as follows:
1. ITU-T X.mdcv, “Security-related misbehaviour detection mechanism based on big data analysis for connected vehicles”
2. ITU-T X.srcd, “Security requirements for categorized data in V2X communication”
3. ITU-T X.stcv "Security threats in connected vehicles”
Lastly, we have discussed the revision of Recommendation X.1373 (Secure software update capability for intelligent transportation system communication devices), which was published in March 2017. We think that this Recommendation should be improved in order to provide more practical implementation guide to OEM vendors and relevant suppliers as well. Initially, the following preliminary works will be carried out before starting revision work of X.1373:
Step 1.	Review WP29/TF on OTA in this SG17 meeting.
Step 2.	Collect requirements on Software Update from the OEM venders and recognize the status of implementation (or plan) in OEM venders at the next Q13 interim meeting;
Step 3.	Based on the above, discuss and decide how to revise (improve) the X.1373 at the next SG17 meeting.
ITU-T SG17 would appreciate it if ITU-T SG16 and ITU CITS could continuously collaborate with SG 17 through Question 13/17 on ITS security. 

Annex: Information on new work items: X.mdcv, X.srcd and X.stcv

Attachments (4):
1. Draft Recommendation X.itssec-2 (TD1083Rev.2): TD1083Rev.2
2. Draft Recommendation X.itssec-3 (TD1098Rev.1): TD1098Rev.1
3. Draft Recommendation X.itssec-4 (TD1099Rev.2): TD1099Rev.2
4. Draft Recommendation X.itssec-5 (TD1103): TD1103
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Annex
New work items X.mdcv, X.srcd and X.stcv

1. ITU-T X.mdcv, "Security-related misbehaviour detection mechanism based on big data analysis for connected vehicles"
Scope
The Recommendation describes a security-related misbehaviour detection mechanism based on big data analysis for connected vehicles.  The mechanism includes the following steps:
1. Data acquisition for misbehaviour detection: define the type of data and information could be acquired from different sources, including automotive, infrastructure, OEMs, suppliers, etc. for misbehaviour detection.
2. Misbehaviour detection based on big data analysis: use big data analysis technology to analyse the acquired data to conduct misbehaviour detection.
Summary 
The connectivity of vehicles is increasing and the number of vulnerabilities is also increasing with the complex technology development.  It makes the connected vehicles face more threats. Big data analysis improves security analysis a lot, and the huge amount of automotive data analysis is very useful for connected vehicles security. This Recommendation addresses security-related misbehaviour detection mechanism based on big data analysis for connected vehicles, which could be helpful for stakeholders to utilize the automotive data to improve vehicle security.
2. ITU-T X. srcd, “security requirements for categorized data in V2X communication”
Scope
This Recommendation categorizes the data used in V2X communication into several types, and defines the security level for each categorized data type. Based on these categorized data in each security level, this Recommendation provides security requirements for categorized data in V2X communication.
Summary
Data security is one of the most important works for V2X communication. However, in the resource constraint environment such as in vehicle, it consumes a lot of resource for protecting data as it requires cryptographic functions. This Recommendation categorizes the data used in V2X communication into several types such as object attribute data, vehicle status data, environmental data, application service data, behaviour data and confidentiality data, and assigns three security levels for categorized data types. Based on these categorized data assigned to data security levels, this Recommendation provides security requirements for categorized data in V2X communication. Issues related to privacy is out of scope of this Recommendation. 
3. ITU-T X.stcv "Security threats in connected vehicles”
Scope
The Recommendation provides Security threats in connected vehicles. This guideline can be referred and utilized from other Recommendations developed in Q13/17 as a baseline.
Summary
The Recommendation provides Security threats in connected vehicles (vehicle eco-system) to be referred and utilized from other Recommendations developed in Q13/17 as a baseline. It firstly specifies the model of connected vehicle (vehicle eco-system) and identifies threats to the connected vehicle (eco-system) in high level.
______________________
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