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	Abstract:
	This TD provides the 1st base text for ITU-T X.itssec-4, Methodologies for intrusion detection system on in-vehicle system, to reflect the meeting result of Q13/17.

[bookmark: _Hlk492243448]Introduction 
In the March 2018 Q13/17 meeting, contribution C271 and C273 were presented and discussed carefully. This TD provides the 1st base text for ITU-T X.itssec-4, Methodologies for intrusion detection system on in-vehicle system, which reflects contribution C271 / C273 and meeting results.
The meeting results are as follows:
       - Giving consistency by using the term ‘decision rule’ instead of ‘decision tree’
       - Removing the external communication part by replacing ‘backend-server’ and ‘TMS’ with 
         ‘updated detection rule’ in Figure 5
And originally, C271 and C273 (based on TD748Rev1) includes following modifications:
- Abbreviations and acronyms in clause 4 are updated
- Contents are updated in clause 6, 6.2.2, 6.2.2, 6.3.1
- Some editorial suggestions are proposed across the text
- Modification of clause 11. Architectural framework
- Adding clause 11.1 Detection procedure in the rule engine 
- Adding clause 12.1 Installation positions for IDS in the in-vehicle network
Attachment 1: Proposed the base text for X.itssec-4.

Attachment 1
Methodologies for intrusion detection system on in-vehicle systems

Summary
The purpose of this Recommendation is to detect an abnormal status on internal vehicle systems for performing early alert to reduce risks for safety, ensure the interests and safety of drivers, help forward for the auto-driving vehicles, and promote the healthy environments of ITS.
The possible of Vehicle hacking is caused by security vulnerabilities of embedded software on electronic functions in vehicle systems (e.g. hacker attacks on automotive control systems via maintenance) and a combination of security vulnerabilities in IT network and In-vehicle network.
Unlike the usual smart devices, smart car (or connected car) can face a more critical problem when it is hacked. That is a safety problem that can seriously threaten human’s daily life. Hacking against vehicles will bring much more risks for autonomous vehicles in the near future. When it comes to automobiles, safety and security are paramount importance and there’s no room for compromise.
It is almost impossible to counteract to the security attacks by vehicle driver especially during on driving. Therefore, we should focus on delivering the corresponding solutions such as Intrusion Detection System (IDS) to enhance security for safety. IDS will provide detection of security attacks and will be assistance for implementing controls in vehicle systems.
This Recommendation includes classification and analysis of attack types on internal network and system in vehicles. Also, this Recommendation provides architecture framework with light-weight plugins which are including specialized detection model with considering characteristics of vehicle system environments (e.g. CAN).
This Recommendation will include detection models and pattern rules to recognize for the impact and likelihood of threats on vehicle systems throughout the monitoring on internal communications in the vehicle. 
This Recommendation mainly focuses on the internal communications on the In-vehicle network as CAN which cannot be supported by general IDS, to ensure detecting threats which are impacting ECUs communications by using various efficient light-weight detection models such as Signature based model, Entropy based model, Self-Similarity based model, Hazard based model, etc. It includes classifying and understanding threats on the internal communication network as CAN in vehicles which is working with specialized protocols.
This Recommendation will provide a technical framework including detection models and rules to recognize for the impact and likelihood of threats to a vehicle system throughout the monitoring on internal communications in vehicles.

Keywords
Vehicle, Intrusion detection system (IDS), Controller area network (CAN), security threat, security requirement.
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Technical Methodologies for intrusion detection system on in-vehicle systems

[bookmark: _Toc488356728][bookmark: _Toc504403752]1	Scope
This new Recommendation aims to provide the Methodologies for intrusion detection system on in-vehicle systems. This Recommendation will include detection models and pattern rules to recognize for the impact and likelihood of threats on vehicle systems throughout the monitoring on internal communications in the vehicle. This Recommendation will contain classifying and understanding threats on the internal communication network as CAN in vehicles which is working with specialized protocols.
This  Recommendation mainly focuses on the internal communications on the In-vehicle network as CAN which cannot be supported by general IDS, to ensure detecting threats which are impacting ECUs communications by using various efficient light-weight detection models such as Signature based model, Entropy based model, Self-Similarity based model, Hazard based model, etc.
[bookmark: _Toc488356729][bookmark: _Toc504403753]2	References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T X.1373]	Recommendation ITU-T X.1373 (2017), Secure software update capability for intelligent transportation system communication devices.
[ITU-T X.itssec-2]	Recommendation ITU-T X.itssec-2, Security guidelines for V2X communication systems.


[bookmark: _Toc488356730][bookmark: _Toc504403754]3	Definitions
[bookmark: _Toc488356731][bookmark: _Toc504403755]3.1	Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	threat [ISO/IEC 27000]: potential cause of an unwanted incident, which may result in harm to a system or organization.
3.1.2	<Term 2> [Reference]: <optional quoted definition>
<TBD>

[bookmark: _Toc488356732][bookmark: _Toc504403756]3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1 vehicle mobile gateway (VMG): A module which provides communication between electronic control units (ECUs) in the controller area network (CAN) (In-vehicle buses) and exterior intelligent transportation system (ITS) entities in the external network.
3.2.2	<Term 3>: <definition>
<TBD>

[bookmark: _Toc488356733][bookmark: _Toc504403757]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
<abbr>	<definition>
<Include all abbreviations and acronyms used in this Recommendation>
IDS			Intrusion Detection System
CAN			Controller Area Network
ECU			Electronic Control Unit
GPS			Global Positioning System
ITS			Intelligent Transportation System
IVN			In-Vehicle Network
V2I			Vehicle-to-infrastructure 
V2ND		            Vehicle-to-nomadic Devices
V2NW                        Vehicle-to-Network (mobile network base-station such as LTE and 5G)  
V2V			Vehicle-to-Vehicle 
V2X			Vehicle-to-Everything (vehicle / infrastructure)
CSMA/CA		Carrier Sense Multiple Access with Collision Avoidance
AMP			Arbitration on Message Priority
SOF			Start of Frame
RTR			Remote Transmission Request
DLC			Data Length Code
CRC			Cyclic Redundancy Code
<TBD>
[bookmark: _Toc488356734][bookmark: _Toc504403758] 5	Conventions
<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>
<TBD>
[bookmark: _Toc488356735][bookmark: _Toc504403759] 6      Security threats on In-vehicle environment
This Recommendation will contain classifying and understanding threats on the internal communication network as CAN in vehicles which is working with specialized protocols.

[image: ]
Figure-1. The scope of Recommendation for internal communications on In-Vehicle Systems
CAN is a message-based protocol. All messages are broadcast to existing nodes on the CAN bus and reception filter of each node decides the selection using arbitration identifier of the message. Each node can extract and use the data after determining whether a message is accepted. Thus, the arbitration identifier is not used as a concept of address but acts as a priority when a collision occurs. The CAN protocol adopts CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) schemes and AMP (Arbitration on Message Priority) for sharing the same bus with multiple nodes. When some nodes attempt to transmit at the same time, these messages should compete to occupy the bus. In this case, arbitration process between messages starts according to a bit level of the identifier. The competition procedure is made by sequentially comparing from first to end bit of arbitration field. It shows a dominant bit when a value is “0” because two bits operate on AND-gate. In the result, a lower value between two identifiers has a higher priority.[image: ]
Figure-2. Structure of CAN frame 
Figure 2 shows the structure of CAN frame. The description of each field in CAN frame is as follows:
· Start of frame (SOF). It is a start bit composed of a single dominant bit and informs a start of transmission to all nodes. It can start if the bus is in a rest state.
· Arbitration Field. It consists of 11 bits as an identifier and one bit as RTR (Remote Transmission Request). The identifier is used as a priority during the arbitration process, and the RTR is determined according to the kind of CAN frame.
· Control Field. It indicates two reserved bits and four bits as DLC (Data Length Code).
· Data Field. It refers to actual data for transferring information to another node. Any value from 0 to a maximum of 8 bytes can be made.
· CRC Field. It guarantees the validity of a message as CRC (Cyclic Redundancy Code), and all nodes are subjected to verification process of a message generated by a sender using this field.
· Acknowledge Field. It consists of two bits as ACK part and ACK delimiter part. If a node receives a valid message normally, it replaces the ACK part, which was a recessive bit, with a dominant bit.
· End of Frame. CAN frame is terminated by a flag consisting of seven recessive bits. 
· InterFrame Space. Data frames and remote frames are separated from preceding frames by a bit field called interframe space. Interframe space consists of at least three consecutive recessive bits.
· Data Frame. The data frame among CAN frames is the only frame for data transmission. Thus, nodes on the bus interact with others by transmitting data frames. If the RTR bit of arbitration field is a dominant bit, it becomes a data frame. 
· Remote Frame. All nodes periodically broadcast messages regardless of the receiver’s status. However, all receiver nodes can require certain kinds of information to run a given task. The remote frame’s arbitration field is composed of an identifier and RTR bit which is a recessive bit. The other fields of a remote frame are same as a data frame, but it is not intended to transmit information so that the data field can be empty.
[bookmark: _Toc488356736][bookmark: _Toc504403760]6.1      Threats to impact on confidentiality
Following attacks can be examples of threats which can impact confidentiality.
6.1.1  Hijacking6.1.1 Hijacking Attack: Stealing Sensor or CAN ID and DATA values.
[bookmark: _Toc488356737]<TBD>
[bookmark: _Toc504403761]6.2      Threats to impact on integrity
Following attacks can be examples of threats which can impact integrity.
6.2.1 Impersonation Attack: Injecting messages of Impersonating node, arbitration ID = '0x164'.
An attacker can stop messages transmission by controlling the target node and can plant/manipulate an impersonating node. If a victim node stops transmitting, all messages sent by the targeted node will be removed from the bus. However, when an ECU (Electronics Control Unit) receives a remote frame, it is designed to have to transmit a data frame immediately. If a receiver node does not receive a response to a remote frame, it can be known that the existing node is attacked or broken. In this case, an adversary can plant an impersonating node to respond to a remote frame. Thus, the impersonating node broadcasts data frames periodically and respond to a remote frame like targeted node, to conceal whether each node changes its role.
[image: ]
Figure-3. Impersonation Attack 
<TBD>

6.2.2 Fuzzy Attack: Injecting messages of spoofed random CAN ID and DATA values.
An attacker can inject messages of randomly spoofed identifiers with arbitrary data. As a result, all nodes will receive lots of functional messages, and it causes unintended vehicle behaviors. To exploit the fuzzy attack, an attacker observed in-vehicle messages and selected target identifiers to produce unexpected behaviours. Unlike the DoS attack, it paralyzes functions of a vehicle rather than delaying normal messages via occupancy of the bus.
[image: ]
Figure-4. Fuzzy Attack 
<TBD>

[bookmark: _Toc488356738][bookmark: _Toc504403762]6.3      Threats to impact on availability  
Following attacks can be examples of threats which can impact availability.
6.3.1 DoS Attack: Injecting messages of ‘0x000’ CAN ID in a short cycle.
An attacker can inject high priority messages in a short cycle on the bus. Since any node is not owned or controlled by a network manager, a malicious node may not comply with protocol rules to obtain unauthorized access. DoS attack messages aim at occupying the bus using the theoretically highest priority identifier as 0x000. 
[image: ]
Figure-5. DoS Attack 

<TBD>

[bookmark: _Toc488356739][bookmark: _Toc504403763]7	Characteristics of vehicle system environment
<TBD>

[bookmark: _Toc488356740][bookmark: _Toc504403764]7.1	Content characteristics
<TBD>

[bookmark: _Toc488356741][bookmark: _Toc504403765]7.2	Technical characteristics
[bookmark: _Toc488356742]<TBD>
[bookmark: _Toc504403766]7.3	Behaviour characteristics
[bookmark: _Toc488356743]<TBD>
[bookmark: _Toc504403767]7.4	Specialized characteristic
<TBD>
[bookmark: _Toc504403768][bookmark: _Toc488356744]8	Functional requirements of IDS
<TBD>
[bookmark: _Toc504403769]9	Detection Model and Plugin
[bookmark: _Toc488356745]<TBD>
[bookmark: _Toc504403770]9.1	Overview
[bookmark: _Toc488356746]<TBD>
[bookmark: _Toc504403771]9.2	Signature based Model and Plugin
[bookmark: _Toc488356747]<TBD>
[bookmark: _Toc504403772]9.3	Entropy based Model and Plugin
<TBD>
[bookmark: _Toc488356748][bookmark: _Toc504403773]9.4	Self-Similarity based Model and Plugin
[bookmark: _Toc488356749]<TBD>
[bookmark: _Toc504403774]9.5	Hazard based Model and Plugin
[bookmark: _Toc488356750]<TBD>
[bookmark: _Toc504403775]9.6	etc.
<TBD>

[bookmark: _Toc488356751][bookmark: _Toc504403776]10	Detection Rule structure
[bookmark: _Toc488356752]<TBD>
[bookmark: _Toc504403777]10.1	Structure of messages
[bookmark: _Toc488356753]<TBD>
[bookmark: _Toc504403778]10.2	Elements of rules
[bookmark: _Toc488356754]<TBD>
[bookmark: _Toc504403779]10.3	Detection report
<TBD>
[bookmark: _Toc488356755][bookmark: _Toc504403780]10.4	Guidance of decision by detected result
<TBD>

[bookmark: _Toc488356756][bookmark: _Toc504403781]11	Architectural framework
This clause specifies general architectural framework of IDS for in-vehicle network. IDS for in-vehicle network consists of rule engine, crypto module, interface manager and message queue (refer to Figure 6).
[image: ]
Figure-6. IDS framework
Rule engine includes:
· Pre-process: comprising a reset of IDS and manager of detection rule based on rule set received from backend server.
· Detection process: detecting malicious message while driving.
· Post process: deciding how to handle malicious message.
Crypto engine enc/decrypts detection logs and manages keys. Interface manager controls downloading of rule set from, and uploading detection log data to back-end server. All detection log, detection rule, vehicle info and rule set are stored in some storage.

[bookmark: _Toc504403782]11.1		Detection procedure in the rule engine
This clause specifies detection procedure consisting of pre, detection and post process in the rule engine.
[image: ]
Figure 7. Overall procedure in the rule engine
Pre-process is activated when the vehicle is started. This process includes:
· Resetting IDS
· Checking the version of rule set and updating detection rule
· Decrypting and loading detection rule on the internal memory
· Starting detection loop while the vehicle is running
Detection process consists of:
· Message queue: represents a module receiving, storing and forwarding CAN messages
· Static detection: represents a module checking the validity of CAN message by comparing message ID, data length code and its period with stored values in CAN database
· Misuse detection (signature based model): represents a module detecting malicious message based on the analysis of vehicle vulnerabilities (e.g. black list) without considering the status of vehicle
· Anomaly detection (entropy based model): represents a module comparing the status of vehicle to what a normal situation would be. This comparison is performed based on the detection rule 
If there is a fail in the detection process, a detection log and alarm signal are transferred to the back-end server and driver in the post process.
[bookmark: _Toc488356757][bookmark: _Toc504403783]12	Implementation guidance
[bookmark: _Toc504253148][bookmark: _Toc504403784]12.1		Installation positions for IDS in the in-vehicle network
This clause identifies installation positions for IDS in the in-vehicle network and features in each position.
[image: ]
Figure-8. General CAN network topology
Central gateway is the central communication node, acts as a router and is the gate for all data coming into the vehicle. And sub gateway is the local communication node, in charge of specific sub-system domain such as powertrain, chassis, body, multimedia and etc. 
Table 1. Installation position for IDS and positional features (refer to Figure 8)
	Installation position
	Features

	(a) On central gateway
	All attacks coming from outside of the vehicle through OBD port can be detected. However, too many messages are collected and should be processed to decide its intention. Accordingly it is hard to distinguish normal and malicious messages in this position.

	(b) Behind central gateway
	After all messages being filtered by central gateway, relatively small number of, but more offensive messages can be detected in this position. And IDS can more easily detect malicious messages injected directly to CAN backbone by attacker.

	(c) On sub-gateway
	In this position, all messages are related to specific CAN domain, such as power train CAN, chassis CAN, multimedia CAN, body CAN and etc. Accordingly, inconsistency between messages in position (b) and messages used in specific domain can be easily detected. Moreover, attack going out from one domain to other can be detected in this position.

	(d) Behind sub-gateway
	When ECU is damaged or replaced with malicious ECU by attacker, and attacker directly connects to specific CAN bus domain, attacking is still possible even if there are already central and sub gateway before this position. That is, this position is used when we are not able to trust ECU and want to watch specific CAN domain.

	(e) On ECU
	This position is used to protect the loss of the important data and misbehaviour of ECU, which are caused by the attacker.


[bookmark: _Toc426637771][bookmark: _Toc504403785]Bibliography
[b-Y.2281] 	ITU-T Y.2281, Framework of networked vehicle services and applications using NGN. 
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