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	Abstract:
	This TD provides eighth revised baseline text of  X.itssec-2, Security Guidelines for V2X Communication Systems, to reflect the meeting result of Q13 


In the March 2018 13/17 meeting, several contributions C252, C272 were presented and discussed carefully. This TD provides the eighth revised text for ITU-T X.itssec-2, security guidelines for V2X communication systems, which reflects contributions. 
The main revised contents are as follows: 

· In clause 4, more terminologies are provided.
· In clause 6, additional description on V2V is provided.
· In clause 7, threat table is provided.
· Clause 9 and annex I are added. 


Attachment 1
Security Guidelines for V2X Communication Systems (X.itssec-2)

Summary
This Recommendation provides security guidelines for V2X communication systems. V2X is a generic term for communication modes of V2V (Vehicle-to-Vehicle), V2I (Vehicle-to-Infrastructure),  V2ND (Vehicle-to-Nomadic Devices) and V2P (Vehicle-to-Pedestrian) in this Recommendation. Significant developments have taken place over the past few years in the area of a vehicular communication system in ITS environment. V2X communication system significantly improves road safety, decreases traffic congestion and increases convenience. However, it still makes relevant entities in ITS environment vulnerable to various cyber-attacks.
To address this demand, this Recommendation identifies threats in V2X communications environment based on the results of WP29/TFCS* and specify security requirements for V2X communication systems based on the threats.
*[Note: The part of WP29/TFCS should be modified in the final version]

Keywords
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Security Guidelines for V2X Communication Systems (X.itssec-2)
1. [bookmark: _Toc478309107][bookmark: _Toc504759572]Scope
This Recommendation provides security guidelines for V2X communication systems. V2X is a generic term for communication modes of V2V (Vehicle-to-Vehicle), V2I (Vehicle-to-Infrastructure) and V2ND (Vehicle-to-Nomadic Devices) and V2P (Vehicle-to-Pedestrian) in this Recommendation. This Recommendation identifies threats in V2X communications environment based on the results of  UNECE WP29/TFCS and specifies security requirements for V2X communication systems based on the threats. 
In-Vehicle Network/Communication is out of scope of this Recommendation.
2. [bookmark: _Toc478309599][bookmark: _Toc478310370][bookmark: _Toc478310764][bookmark: _Toc478310853][bookmark: _Toc478310887][bookmark: _Toc478310977][bookmark: _Toc478311063][bookmark: _Toc478311100][bookmark: _Toc478311128][bookmark: _Toc478311186][bookmark: _Toc478311438][bookmark: _Toc478311491][bookmark: _Toc478311532][bookmark: _Toc478311559][bookmark: _Toc478311597][bookmark: _Toc478311655][bookmark: _Toc478311740][bookmark: _Toc478311873][bookmark: _Toc478312167][bookmark: _Toc478312355][bookmark: _Toc478388463][bookmark: _Toc478392238][bookmark: _Toc478309108][bookmark: _Toc504759573]References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
3. [bookmark: _Toc478309109][bookmark: _Toc504759574]Definitions
[bookmark: _Toc478309110][bookmark: _Toc504759575]3.1	Terms defined elsewhere
3.1.1 nomadic device(ND) [ b-ISO 13185-1]: device that provides communications connectivity via equipment such as cellular telephones, mobile wireless broadband (WiMAX, HC-SDMA, etc.), WiFi, etc. and includes short-range links, such as Bluetooth, Zigbee, etc. to connect nomadic devices to the motor vehicle communications system network
3.1.2  public-key certificate [defined in X.509 as 3.5.57]: The public key of an entity, together with some other information, rendered unforgeable by digital signature with the private key of the certification authority (CA) that issued it.
3.1.3. certification authority(CA) [defined in X.509 as 3.5.19]: An authority trusted by one or more entities to create and digital sign public-key certificates. Optionally the certification authority may create the subjects' keys.
 
3.1.4 non-repudiation with proof of origin [defined in X.800 as 5.2.5.1 “non-repudiation with proof of origin]: The recipient of data is provided with proof of the origin of data. This will protect against any attempt by the sender to falsely deny sending the data or its contents.
       [Note: non-repudiation with proof of delivery can be also defined]
3.1.5 pseudonymity [b-IEEE WAVE 1609.2]: A property wherein an entity’s permanent or long-lived identities, and its long-term patterns of behaviour, cannot be deduced from its network traffic and are only observable by appropriately authorized parties.
[Note: Appropriate references from ITU-T Recommendations such as those from X.509 should be considered.]
[bookmark: _Toc478309111][bookmark: _Toc504759576]3.2	Terms defined in this Recommendation
3.2.1 misbehaviour: Behaviour that results in devices sending wrong information that could cause other devices to take incorrect actions; or devices taking the wrong action despite receiving correct information
4. [bookmark: _Toc478309112][bookmark: _Toc504759577]Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
CA			Certificate Authority
ECU			Electronic Control Unit
GPS		Global Positioning System
ITS			Intelligent Transportation System
IVN			In-Vehicle Network
LDM			Local Dynamic Map
PII	Personally Identifiable Information
RSU			Road Side Unit
V2I			Vehicle-to-Infrastructure 
V2ND			Vehicle-to-Nomadic device
V2P 			Vehicle-to-Pedestrian
V2V			Vehicle-to-Vehicle 
V2X			Vehicle-to-Everything (vehicle / infrastructure / nomadic devices / pedestrian)
LOS			Line of Sight
NLOS			Non-Line Of Sight
VRU			Vulnerable Road User
DDoS			Distributed Denial of Service
EEBL			Electronic Emergency Brake Light
NFC			Near Field Communication
USB			Universal Serial Bus
MHL 			Mobile High-definition Link
HDMI 			High-Definition Multimedia Interface


5. [bookmark: _Toc478309113][bookmark: _Toc504759578]Conventions
TBD
6. [bookmark: _Toc478309114][bookmark: _Toc504759579]V2X communication systems
6.1 Overview
Intelligent Transportation Systems (ITS) could be defined as a broad range of information and communication technologies that are designed to improve the safety and efficiency of the transportation system. Significant developments have taken place over the past few years, particularly concerning the vehicular communication system. 

The vehicular communication system conducts the exchange of data amongst vehicles and between a vehicle and the infrastructure and between a vehicle and a nomadic device. The types of data include the current position, the speed of the vehicle and warnings derived from the on-board sensors. In addition, roadside units can provide a communication link to a traffic monitoring system which collects and distributes warnings about hazardous situations amongst surrounding vehicles. However, the ITS system without security protections can become dangerous for traffic safety as well as to human life. Therefore, the security of ITS must be investigated in order for safe and the successful deployment of ITS.
[image: ]
Figure 1 – An overview of the vehicular communication (tentative)

Figure 1 describes an overview of the vehicular communication. The vehicular communication can be classified into communication external and an internal to the vehicle. The internal network of the vehicle, known as the IVN (In-Vehicle Network), involves vehicle components such as sensors and ECUs (Electronic Control Unit). The external communications can be categorized into V2V, V2I, V2ND and V2P communications. The infrastructure consists of RSUs (Road-Side Units) and back-end facilities, such as traffic management and monitoring systems. The RSUs can be connected to the backend facilities through the wire or wireless network. 

6.2 V2V communication systems
Vehicle-to-Vehicle (V2V) communication is the wireless transmission of data amongst vehicles. The purpose of V2V communication is to prevent accidents by sharing and sending information amongst vehicles. Depending on how the technology is implemented, the vehicles may receive a warning which informs a possible risk of an accident. The vehicle also may take pre-emptive actions such as braking to slow down. Platoon communication in V2V could make a possible a group driving by sharing speed and road conditions. Additionally, beaconing could be used for information exchange among vehicles to support easy and safe driving. With support of V2V communication, the vehicle can gather information which includes 360-degree awareness of surrounding environments.

The following types of communication in V2V communication can be identified:
· V2V warning propagation
V2V warning propagation service is a propagating warning message from one vehicle to another. For example, if there is a traffic accident, a warning should be transmitted to all vehicles approaching the accident, informing them there has been a collision. On the contrary, if an emergency vehicle, such as a patrol car, is coming from behind a vehicle, a warning message should be transmitted to all vehicles nearby and ahead of that an emergency vehicle may approach at speed. Figure 2 describes the forward accident warning propagation and Figure 3 describes the emergency vehicle coming behind warning propagation. 
[image: ]
Figure 2 – V2V warning propagation - backward warning propagation

[image: ]
Figure 3 – V2V warning propagation - forward warning propagation

· V2V platoon communication
In a V2V platoon communication service, several vehicles make a group, and they can communicate each other in this group.  For example, vehicles taking the same route, or at least the same route for some time, can form a platoon. This group can communicate vehicle status information to assist safe driving.

[image: ]
Figure 4 – V2V platoon communication

· V2V beaconing
In a V2V beaconing service, each vehicle sends its vehicle status information, which includes current speed, heading, and position, to nearby vehicles periodically. 
[image: ]
Figure 5 – V2V beaconing
6.3 V2I communication system
[Note: The definition of V2I communication system should be described first.]
The following types of communication in V2I communication can be identified:

· V2I warning
V2I warning service is the communication between a vehicle and the infrastructure, such as RSUs. When there has been a traffic accident, for example, the RSU could send a warning message to vehicles that are coming to the intersection. In addition, the alert notification of vehicle proximity in the cases of lane entry negotiation at the right or left-turning and confluent point are also use cases.
[image: ]
Figure 6 – V2I warning


· V2I information exchange (including V2V)
V2I information exchange includes, for example, in-vehicle signage/information, signal phase and time of traffic light information, probe vehicle data, accounting information (e.g. collection of toll), road-surface/weather/visible-distance condition and road construction information.  Example use cases include.
 Transportation Basic Data Downloading
In ITS, there are a number of V2I messages which contain warning messages. To deal with such messages, a vehicle is often required to get a map of where it is located or is moving to, or further, to get real-time circumstance information surrounding this vehicle.  Such information from is often downloaded from infrastructure.
 Transportation Efficiency Data Supporting
In ITS, a vehicle can communicate with the infrastructure occasionally in order to obtain related information such as traffic, temporary traffic control, etc. As a result, a vehicle can know where traffic jams are happening. It could then optimize its route with help from the infrastructure, e.g. updating its route through a navigator which has mobile network connectivity. As such the efficiency of vehicles can be improved using V2I communication. In another example, the infrastructure can also update traffic information based on the message provided by the vehicle through V2I communication.

[image: ]
Figure 7 – V2I information exchange

6.4 V2ND communication system
Vehicle to Nomadic Device (V2ND) Communication is a technology that vehicle is connected to the mobile devices such as smartphones, laptop and navigation systems in a vehicle, either by an open architecture with a standardized interface within to the controller area network (CAN) bus of the vehicle, or by the implementation of a gateway that intermediates the requests/response from the nomadic device to the system running on the vehicles. Using a smartphone or laptop, It can provide the functions remotely identify and manage vehicle statuses such as maintenance parts and further development of convenient services is expected. 
Taking the travel planning, the driver or traveller chooses the destination at the nomadic device, then the nomadic device plans a trip with assembling different information from different sources like timetables of public transportation (train, metro or buses, etc.) as well as real-time traffic information. The car follows the planned route, taking a detour if short-term changes of the traffic situation occur. The nomadic device not only makes decisions about manoeuvres, and executes them, but also it reacts on the local traffic situation, e.g., following other cars, avoiding obstacles, changing lanes and stopping at traffic lights However, the infotainment system connects vehicles and mobile devices so that attackers possibly can access the vehicle's internal systems. In the case of security threats via Bluetooth, malicious code can be executed through apps on smartphones connected to the vehicle. AVN systems, which refer to in-vehicle audio, video and navigation systems, are vulnerable to firmware exploits via CDs and can be easily exposed to hacking via GPS or satellite radio channels. Attacks through the nomadic device should be controlled to prevent for the safety of vehicles.

In V2ND communication, there can be three different types of communication as follows.


· V2ND communication by indirect links
Vehicle and a nomadic device can communicate by indirect links, which means that there is third party equipment such as access points and routers to communicate between end nodes. Cellular phone and smartphone are using mobile wireless broadband technology, for example, LTE, and Wi-Fi and so forth. The use of Wi-Fi is increasing in a smartphone in order to communicate with vehicles. 5G technologies are also one key communication channel for this indirect links.
· V2ND communication by direct links
Vehicle and a nomadic device can communicate by direct links without any intervention between them such as Bluetooth, ZigBee and NFC. 
· V2ND communication by wired links
Vehicle and a nomadic device can communicate by direct links. For example, a nomadic device can connect to the vehicle through a physical access such as USB, MHL and HDMI. OBD-II standard specified diagnostic interfaces and it also provides a candidate list of vehicle parameters to monitor along with encoding rules.
n particular, V2P communication could be considered as one of V2ND communication because the vehicle communicates with the nomadic device which belongs to the pedestrian.  
The V2P approach encompasses a broad set of Vulnerable Road Users (VRUs) including non-motorized road users, such as pedestrians and cyclists as well as motorcyclists and persons with disabilities or reduced mobility and orientation. 
Due to high traffic accidents in VRUs, ITS are proposing solutions to enhance road safety by sensor data collection, i.e., perception, and by enabling information exchange, i.e., communication between vehicles and pedestrians (V2P). More importantly, the V2P will not only warn car driver about the approaching pedestrian to stop the car, but also alert pedestrian’s cell phone.
[image: obu1.png][image: obu2.png]
Figure. 8 – LOS					Figure. 9 – NLOS

The ITS can benefit from the knowledge of every VRU to detect a potential collision on vehicles and VRU side, especially in two following situations as displayed in Figure 8 and 9, respectively.
· Pedestrian in driver line of sight (LOS) 
As we presented in Figure 8, active sensors such as radars, ultrasonic sensors, laser rangefinders and video cameras adopted computer-vision-based methods that are applicable to pedestrian detection where pedestrians are visible from the vehicles. When the pedestrian is approaching, the moving vehicle will detect the pedestrian and it can make the critical decision. Meanwhile, ITS will warn the pedestrian's cell phone to draw the attention.

· Pedestrian in driver non-line of sight (NLOS) 
The ability to detect pedestrians is limited by the field of view of sensors. In Figure 9, the pedestrian is blocked by other obstacles, such as trees and parking buses, whilst vehicular communication is able to announce and disseminate information beyond the sensor’s field of view. Once the vehicle is received the message, it updates its LDM and evaluates the criticality to make the decision. In the same time, pedestrian’s cell phone will receive the warning notification.
7. [bookmark: _Toc478309115][bookmark: _Toc504759580]Identified threats 

The security threats for V2X communication system are identified in table 1 which are based on the result of UNECE WP29/TFCS.


 Table 1. Security threats for V2X communication systems

	High level description
	Example of vulnerability or attack methodology
	Type of communication

	Server used to attack vehicle
	Abuse of privileges by staff (insider attack)
	V2I

	
	Unauthorised internet access to the server (enabled for example by backdoors, unpatched system software vulnerabilities, SQL attacks or other means)
	V2I

	
	Unauthorised physical access to the server (conducted by for example USB sticks or other media connecting to the server)
	V2I

	Services from back-end server disrupted
	Attack on back-end server stops it functioning, for example it prevents it from interacting with vehicles and providing services they rely on.
	V2X

	Data held lost "data leakage" / compromised
	Abuse of privileges by staff (insider attack)
	V2I 

	
	Loss of information in the cloud. Sensitive data may be lost due to attacks or accidents when stored by third-party cloud service providers
	V2I 

	
	Unauthorised internet access to the server (enabled for example by backdoors, unpatched system software vulnerabilities, SQL attacks or other means)
	V2I

	
	Unauthorised physical access to the server (conducted for example by USB sticks or other media connecting to the server)
	V2I 

	
	Information leakage or sharing (e.g. admin errors, storing data in servers in garages)
	V2I

	Spoofing
	Spoofing of messages (e.g. 802.11p V2X during platooning, GPS messages, etc.) by impersonation
	V2X

	
	Sybil attack (in order to spoof other vehicles as if there are many vehicles on the road)
	V2X

	Communication permits tampering with vehicle held code/data
	Code injection, for example tampered software binary might be injected into the communication stream
	V2X

	
	Manipulate data/code
	V2X

	
	Overwrite data/code
	V2X

	
	Erase data/code
	V2X

	
	Introduce (write data code)
	V2X

	
Attack on Integrity / Data Trust
	Accepting information from an unreliable or untrusted source
	V2X

	
	Man in the middle / session hijacking. 
	V2X

	
	Replay attack, for example against communication gateway allows attacker to downgrade software of ECU or firmware of gateway
	V2X

	Information Disclosure (including eavesdropping)
	Interception of information / interfering radiations / monitoring communications
	V2X

	
	Gaining unauthorised access to files or data
	V2X

	Denial of service
	Sending a large number of garbage data to vehicle information system, so that it is unable to provide services in the normal manner
	V2X

	
	Black hole attack, in order to disrupt communication between vehicles by blocking of transferring some messages to other vehicle
	V2X

	Elevation of privileges
	An unprivileged user gains privileged access, for example root access
	V2X

	Virus infection
	Virus embedded in communication media infects vehicle systems
	V2X

	Message injection / tampering
	Malicious internal (e.g. CAN) messages
	V2X

	
	Malicious V2X messages, e.g. infrastructure to vehicle or vehicle-vehicle messages (e.g. CAM, DENM) 
	V2X

	
	Malicious diagnostic messages
	V2I, V2V

	
	Malicious proprietary messages (e.g. those normally sent from OEM or component/system/function supplier)
	V2I, V2V

	Misuse of updates
	Compromise of over the air software update procedures,  This includes fabricating system update program or firmware
	V2X

	
	Compromise of local/physical software update procedures. This includes fabricating system update program or firmware
	V2X

	
	The software is manipulated before the update process (and is therefore corrupted), although the update process is intact
	V2X

	
	Compromise of cryptographic keys of the software provider to allow invalid update
	V2X

	Denying updates
	Denial of Service attack against update server or network to prevent rollout of critical software updates and/or unlock of customer specific features.
	V2X 

	Misconfiguration
	Misconfiguration of equipment by maintenance community  or owner during installation/repair/use causing unintended consequence
	V2X

	
	Erroneous use or administration of devices and systems (inc. OTA updates)
	V2X

	Unintended actions
	Innocent victim (e.g. owner, operator or maintenance engineer) being tricked into taking an action to unintentionally load malware or enable an attack
	V2X

	
	Defined security procedures are not followed
	V2X

	Vehicle functions using connectivity
	Manipulation of functions designed to remotely operate systems, such as remote key, immobiliser, and charging pile
	V2I, V2V

	
	Manipulation of telematics (e.g. manipulate temperature measurement of sensitive goods, remotely unlock cargo doors)
	V2I, V2V

	
	Interference with short range wireless systems or sensors
	V2I, V2V

	Hosted 3rd party software e.g. entertainment apps
	Corrupted applications, or those with poor software security, used as a method to attack vehicle systems
	V2X

	External interfaces
	External interfaces such as USB or other ports may be used as a point of attack, for example through code injection …
	V2X

	
	Virus from infected media connected to system
	V2X

	
	Utilise diagnostic access (e.g.  dongles in OBD port)  to facilitate an attack, e.g. manipulate vehicle parameters (directly or indirectly)
	V2X

	Extract Data/Code
	Product piracy / stolen software
	V2I

	
	Unauthorized access to the owner’s privacy information such as personal identity, payment account information, address book information, location information, vehicle’s electronic ID, etc.
	V2I

	
	Extraction of cryptographic keys
	V2I, V2V

	Manipulate Vehicle Data
	Illegal/unauthorised changes to vehicle’s electronic ID
	V2I, V2V

	
	Identity fraud. For example if a user wants to display another identity when communicating with toll systems, manufacturer backend
	V2I, V2V

	
	Action to circumvent monitoring systems (e.g. hacking/ tampering/ blocking of messages such as ODR Tracker data, or number of runs)
	V2X

	
	Data manipulation to falsify vehicle’s driving data (e.g. mileage, driving speed, driving directions, etc.)
	V2X

	
	Unauthorised changes to system diagnostic data
	V2X

	Erase Data/Code
	Unauthorized deletion/manipulation of system events log
	V2I, V2V

	Introduce malware
	Introduce malicious software or malicious software activity
	V2X

	Introduce new software or overwrite existing software
	Fabricating software of the vehicle control system or information system
	V2X

	Disrupt systems or operations
	Denial of service, for example this may be triggered on the internal network by flooding a CAN bus, or by provoking faults on an ECU via a malicious payload
	V2X

	Manipulate Vehicle Parameters
	Unauthorized access or falsify the configuration parameters of vehicle’s key functions, such as brake data, airbag deployed threshold, etc.
	V2X

	
	Unauthorized access or falsify the charging parameters, such as charging voltage, charging power, battery temperature, etc.
	V2I 

	Encryption
	Combination of short encryption keys and long period of validity enables attacker to break encryption
	V2X

	
	Insufficient use of cryptographic algorithms to protect sensitive systems 
	V2X

	
	Using deprecated cryptographic algorithms (e.g. MD5, SHA-1) e.g. to gain access to ECUs  (by signing and installing unauthorized software)
	V2X 

	Early stage attack
	Hardware or software, engineered to enable an attack or fail to meet design criteria to stop an attack
	V2X

	Software and hardware development
	Software bugs. The presence of software bugs is a basis for potential exploitable vulnerabilities … software bugs are more likely to happen than Hardware failures over the lifetime of a car
	V2X

	
	Using remainders from development (e.g. debug ports, JTAG ports, microprocessors, development certificates, developer passwords, …) to gain access to ECUs or gain higher privileges 
	V2I, V2V

	Network design
	Superfluous  internet ports left open, providing access to network systems
	V2I, V2V

	
	Circumvent network separation to gain control. Specific example is the use of unprotected gateways, or access points (such as truck-trailer gateways), to circumvent protections and gain access to other network segments to perform malicious acts, such as sending arbitrary CAN bus messages. 
	V2I, V2V

	Physical loss of data
	Damage caused by a third party. Sensitive data may be lost or compromised due to physical damages in cases of traffic accident or theft
	V2X

	
	Loss from DRM (digital right management) conflicts. User data may be deleted due to DRM issues
	V2ND

	
	The (integrity of) sensitive data may be lost due to IT components wear and tear, causing potential cascading issues (in case of key alteration, for example) 
	V2ND, V2V 

	Unintended transfer of data
	Information leakage. Private or sensitive data may be leaked when the car changes user (e.g. is sold or is used as hire vehicle with new hirers) 
	V2X 

	Physical manipulation of systems to enable an attack
	Manipulation of OEM hardware, e.g. unauthorised hardware added to a vehicle to enable "man-in-the-middle" attack. 
	V2X 






7.1. [bookmark: _Toc478309116][bookmark: _Toc504759581]Threats in V2V communication system 
[bookmark: _Toc454530015][bookmark: _Toc478309117][bookmark: _Toc478309308][bookmark: _Toc478309609][Note: The following threats should be referenced to 6.2 and WP29/TFCS.]
[NOTE: The following is from TD994]

· Attacks on vehicle and RSU authentication
· Routing table and LDM modification attack
An attacker can spoof the GPS information of a vehicle and modify its original geospatial information. 
· Impersonation attack
An attacker can pretend to another entity by stealing other entity's ID information. Then the attacker can receive a message which is sent to another entity, and the attacker can send a message which is generated by a specific entity. For example, if an attacker pretends to an emergency vehicle, it sends a message like "I am an emergency vehicle, thus move away in my direction." to other surrounding vehicles.
· Sybil attack
The Sybil attack occurs, for example, when one vehicle simulates multiple vehicles by using multiple vehicle/s IDs. 
· Attack on infrastructure
This can occur, for example, when an attacker sends a false malfunction signal on behalf of an innocent vehicle; the CA could revoke the innocent vehicle. 

· Attacks on message integrity
· Manipulation of routing message 
A malicious intermediate node modifies the message; vehicles thus will receive false information.
· Manipulation of sensor information
An attacker can modify a physical address of the communication module or manipulates ECU sensor information, such as a speed sensor.
· Credential manipulation 
The credential manipulation means that the vehicle's private key or ID is modified, so an attacker can use other vehicle's credential information without authorization
· Attacks on confidentiality
· Eavesdropping 
An attacker can sniff V2V messages nearby vehicles and V2I messages of RSUs, and this attacker analyses traffic information by sniffing messages.
· Replay (Playback attack)
· An attacker can intercept V2V messages from nearby vehicles and V2I messages of RSUs. Later, this attacker can replay those messages or information for its malicious purpose. Attacks on personally identifiable information 
· Attack on personal information
An attacker can analyse information to discover an owner of the vehicle by collecting its V2V/V2I messages and track its location of the driving route for a particular person.
· Pseudonym analysis attack
An attacker can analyse the relation between the vehicle ID and pseudonyms to find the multiple pseudonyms used for the same vehicle.
· Attacks on non-repudiation
· Attack on certification database
An attacker can manipulate the pseudonym database in the CA, this attacker can then modify the relation between a long term certificate and a short term pseudonym certificate.
· Unauthorized access to credential
An attacker can access a private key and a certificate without the authorization.
· Attacks on availability
· Jamming and DDoS attack on V2V/V2I communication channel 
An attacker can send a lot of useless messages, known as message flooding. Forwarding only a specific message by a routing node can be categorized into this attack.
· DDoS attack on OBU 
An attacker can inject malicious codes into an OBU and sends messages which require significant computational resources. This attacker can also send many messages whose size, cumulatively, is bigger than the storage capacity of the OBU. In particular, frequent software updates without authorization are an example of a severe attack. 

· Misbehaviour of OBU and/or vehicle sensors
 For various reasons, OBU and/or vehicle sensors can malfunction and send abnormal messages to other OBUs or RSUs.
· Sending bad sensor data
Bad or false sensor data including latitude, longitude, elevation, speed, heading, steering wheel angle, and acceleration could be delivered to other OBUs or RSUs, and this bad sensor data will result in traffic disorder.
For example, a false acceleration value could make neighbouring vehicles turn on EEBL (Electronic Emergency Brake Light) to reduce the chance of multiple vehicle collisions, even if the real traffic condition is fine.

[NOTE: The following is from C272]

· Impersonation attack
An attacker can pretend to another entity by stealing other entity's identifier information. Then the attacker can receive a message which is sent to another entity, and the attacker can send a message which is generated by a specific entity. For example, if an attacker pretends to an emergency vehicle, it sends a message like "I am an emergency vehicle, thus move away in my direction." to other surrounding vehicles.
· Sybil attack
The Sybil attack occurs, for example, when one vehicle simulates multiple vehicles by using multiple vehicle/s identifiers.
· Masquerading Attack
Masquerading Attack ia a malicious vehicle attempting to act as an emergency to deceive other vehicles.
· Replay (Playback attack)
An attacker can intercept V2V messages from nearby vehicles. Later, an attacker can replay those messages or information for its malicious purpose.
· Timing Attack
Timing Attack is for example delaying delivery of safety message to other vehicles.

7.2. [bookmark: _Toc504759582]Threats in V2I communication system
[Note : This part can be described extracting from the above 7.1]
[NOTE: The following is from C272]

· Impersonation attack
An attacker can pretend to another entity by stealing other entity's identifier information. Then the attacker can receive a message which is sent to another entity, and the attacker can send a message which is generated by a specific entity. For example, if an attacker pretends to an emergency vehicle, it sends a message like "I am an emergency vehicle, thus change the signal light." to the RSUs.
· Sybil attack
The Sybil attack occurs, for example, when one vehicle simulates multiple vehicles by using multiple vehicle/s identifiers.
· Identity fraud
An attacker wants to display another identity when communicating with toll systems, manufacturer backend.
· Replay (Playback attack)
An attacker can intercept V2I messages between vehicles and RSUs. Later, an attacker can replay those messages or information for its malicious purpose.
· Attack on certification database
An attacker can manipulate the pseudonym database in the CA, this attacker can then modify the relation between a long term certificate and a short term pseudonym certificate.

7.3. [bookmark: _Toc478309119][bookmark: _Toc504759583]Threats in V2ND communication system
[Note: The following threats should be referenced to 6.4 and WP29/TFCS.]
· Unauthorized duplication of a nomadic device
Because of some particular services, such as vehicle diagnostics, an authorized nomadic device could access the central communication unit in a vehicle. However, if its authorisation is copied by malicious devices, for example, if the authorised device’s login account has been utilised by another malicious device, then this malicious device could access the communication unit,  this central communication unit within a vehicle could be manipulated by an unauthorized nomadic device.

· Manipulated application on a nomadic device
The manipulated application have harmful effects on the vehicle through the V2N communication interface. For example, the manipulated application can force the nomadic device to send a vast amount of benign messages to the vehicle; this practice is known as message flooding. Furthermore, the manipulated application can inject malicious code into an OBU and send a message that requires a lot of computation resource. The manipulated application can also send a larger number of messages of much bigger size than the storage available at the OBU. In particular, frequent software update without authorization can be a severe attack.

·  Eavesdropping and message manipulation through V2N communication interface
An attacker can sniff V2N messages between a central communication unit and a nomadic device. The attacker could then analyse dynamic information about the vehicle, such as current location and speed.

· Unauthorized access to safety-sensitive information in a vehicle
If there is no authorization control, a malicious user or application can control a vehicle without authorization. For example, the application which plays music through a speaker in a vehicle should not be authorized to access safety-sensitive information such as the vehicle’s speed, current brake status, etc.
[bookmark: _Toc478309613][bookmark: _Toc478310384][bookmark: _Toc478310776][bookmark: _Toc478310864][bookmark: _Toc478310898][bookmark: _Toc478310988]
· Attack on sensors to detect a VRU
Sensors might be under attack and causes faults to provide malicious values.  In general, there are two faults existing in the sensor: transient faults may occur during the system’s normal operation and disappear shortly. In fact, most sensors exhibit a transient fault model that bounds the amount of time in which they provide wrong measurements. For example, it is not uncommon for GPS to temporarily lose connection to its satellites (or receive noisy signals), especially in cities with high-rise buildings. Similarly, a sensor transmitting data using an over-utilized network (e.g., with the TCP/IP protocol with retransmissions) may fail to deliver its measurements on time, thus providing incorrect information when the messages do arrive. 
Due to their short duration, however, transient faults should not be considered as a security threat to the system. In contrast, permanent faults are sensor defects that persist for a longer period of time and may seriously affect the system’s operation. For instance, a sensor may suffer physical damage that introduces a permanent bias in its measurements. In such a scenario, unless the fault can be corrected for in the software, the system would benefit from discarding this sensor altogether. 
Depending on the attacker’s goal, attacks on sensor measurements may manifest either as transient or permanent faults. Each one has benefits and drawbacks – making a sensor behave as if transiently faulty may prevent the attacker from being discovered but also limits his capabilities, whereas a prolonged attack that is similar to a permanent fault may be more powerful but could be detected quickly

· Eavesdropping and V2P message intercept
An attacker can replay those messages or warnings for the malicious purposes or intends. Like slowing down other’s vehicles or misleading pedestrian in a dangerous road situation.

· Attack on availability for V2ND communication channel 
Jamming and DDoS attack on V2ND communication channel, so sensors and vehicles could not send and receive message to each other properly
8. [bookmark: _Toc478309125][bookmark: _Toc504759584]Security requirements
[Note: The following security requirements should be mapped with threats above. Furthermore, security requirements for each communication system (such as for V2V, V2I and V2ND) should be separately described.]
8.1. [bookmark: _Toc478309126][bookmark: _Toc504759585]V2V communication system 
[Note: The following security requirements should be refined specifically for V2V.]

· Authentication of vehicle and RSU
An entity such as OBU and RSU in V2V/V2I communication environment should prove to be an authorized owner of legitimate ID. This requirement is called as entity authentication. In case of group communication, the vehicle does not need to prove the ID. The vehicle should prove that he is a right member of the group. This requirement is called attribute authentication. 
· Message integrity
Messages sent to or from a vehicle and an RSU should be protected against unauthorized modification and deletion
· Confidentiality
It should not be possible for an unauthorized entity to reveal the messages between vehicles and vehicles and between vehicles and infrastructure.
· Personally identifiable information protection
It should not be possible for an unauthorized entity to analyse identification of a person through personally-identifiable information such as location or driving route of a particular person within communication messages.
· Non-repudiation
It should not be possible for an entity to deny that it has already sent a message. This requirement can be implemented using digital signatures in a vehicular communication system.
· Availability
It should be possible for an entity to send and receive messages in appropriate latency. For example, forward collision warning message should be transmitted to an incoming vehicle before the vehicle arrives at the accident point. If the warning message cannot deliver to the incoming vehicle because of jamming attack, V2V/V2I safety application can be useless.
· Misbehaviour check (detection / prevention)
It should be possible for an entity to detect and/or prevent any misbehaviour of OBU or vehicle sensors by checking its data.
For example, OBU can check some information in a received message for kinematic sanity against the previously received message. If a position data of current message has impossible changes in vehicle dynamic behaviour, it might be a misbehaviour of some entity. So the information can be filtered or ignored.

Table 1. Security requirement for V2V/V2I communication
	
	V2V warning propagation
	V2V platooning communication
	V2V beaconing

	Authentication  of vehicle and RSU
	O
	
	O

	Message integrity
	O
	O
	O

	Confidentiality	
	-
	O
	-

	 PII protection
	O
	O
	O

	Non-repudiation
	O
	O
	O

	Availability
	O
	O
	O

	Misbehaviour check
	O
	O
	O


O: Required, -: Not required, : partially required
[Note: Table 1 should be updated as well as the security requirements are changed.]
In V2V warning propagation situation, confidentiality is not mandatorily required since the exchanged messages from a vehicle to vehicle contain already public information such as traffic accident ahead or the emergency vehicle's coming. 
In V2V platooning communication scenario, authentication of the vehicle is partially required which means that each vehicle is not necessarily required to authenticate each vehicle in the group. Entity authentication means the process by which one entity is assured of the identity of the other entity that is participating in the communication. However, in V2V platooning scenario, each vehicle does not require exact entity authentication for the group. In such a case, it is enough for each vehicle is a member of the group. In other words, the identity of a vehicle is not assured and only assured that a vehicle is a member of the group. This kind of authentication can be called attribute authentication.
In the V2V beaconing scenario, broadcasting information should be protected against unauthorized modification and deletion. However, if the message does not include the vehicle's identification information, the message is not required to be encrypted.
8.2. [bookmark: _Toc504759586]V2I communication system 
[Note: The following security requirements should be refined specifically for V2I.]
· Authentication of vehicle and RSU
An entity such as OBU and RSU in V2V/V2I communication environment should prove to be an authorized owner of legitimate ID. This requirement is called as entity authentication. In case of group communication, the vehicle does not need to prove the ID. The vehicle should prove that he is a right member of the group. This requirement is called attribute authentication. 
· Message integrity
Messages sent to or from a vehicle and an RSU should be protected against unauthorized modification and deletion
· Confidentiality
It should not be possible for an unauthorized entity to reveal the messages between vehicles and vehicles and between vehicles and infrastructure.
· Personally identifiable information protection
It should not be possible for an unauthorized entity to analyse identification of a person through personally-identifiable information such as location or driving route of a particular person within communication messages.
· Non-repudiation
It should not be possible for an entity to deny that it has already sent a message. This requirement can be implemented using digital signatures in a vehicular communication system.
· Availability
It should be possible for an entity to send and receive messages in appropriate latency. For example, forward collision warning message should be transmitted to an incoming vehicle before the vehicle arrives at the accident point. If the warning message cannot deliver to the incoming vehicle because of jamming attack, V2V/V2I safety application can be useless.
· Misbehaviour check (detection / prevention)
It should be possible for an entity to detect and/or prevent any misbehaviour of OBU or vehicle sensors by checking its data. For example, OBU can check some information in a received message for kinematic sanity against the previously received message. If a position data of current message has impossible changes in vehicle dynamic behaviour, it might be a misbehaviour of some entity. So the information can be filtered or ignored.
Table 2. Security requirement for V2I communication
	
	V2I warning
	V2V/V2I
Information exchange

	Authentication  of vehicle and RSU
	O
	O

	Message integrity
	O
	O

	Confidentiality	
	-
	O

	 PII protection
	
	O

	Non-repudiation
	O
	O

	Availability
	O
	O

	Misbehaviour check
	O
	O


O: Required, -: Not required, : partially required

[Note: Table 1 should be updated as well as the security requirements are changed.]
In V2I warning scenario, the information between a vehicle and an infrastructure such as RSU is normally traffic information which is shared publically. That’s why the confidentiality in V2I warning environment is not required. The partially required mark for privacy protection in V2I warning situation means that a vehicle requires the privacy protection, but an RSU does not require the privacy protection. A vehicle’s current location and travel history should be protected if the driver is linked to the vehicle.  However, an RSU has no privacy as the RSU is not linked with people.
8.3. [bookmark: _Toc478309127][bookmark: _Toc504759587]V2ND communication system
Despite scenarios for two communication systems are dissimilar, in terms of security requirements, the nomadic devices and pedestrian’s cell phones from V2ND and V2P, respectively, have shared many analogies.
· Authentication of vehicles and nomadic devices :
User authentication to prevent Sybil attacks and dismiss malicious entities;
Source authentication to ensure that messages were generated by legitimate entries;
Accessible entries need to be authenticated before communication to others. The authentication could range from passwords to biometric information.
· Authorisation: 
It is critical to define the access control and authorisation for the different entities. Specific rules should be enforced for accessing or denying specific entities access and/or use certain functions or data.
· Non-repudiation: 
Each vehicle and the nomadic device should be uniquely associated with its information and actions in order to achieve data authenticity and origination.
· Data integrity and confidentiality:
Each vehicle and the nomadic device should be able to verify and validate the integrity of the received messages in order to prevent any unauthorized or malicious modification, manipulation or deletion during transmission.
Exchanged messages should be properly encrypted and protected in order to prevent the disclosure of sensitive information to malicious nodes or unauthorized parties. 
· Availability:
Exchanged information should be processed and made available in real time, requiring thus the implementation of low-overhead and lightweight cryptographic algorithms.
[bookmark: _Toc478311892][bookmark: _Toc478312186][bookmark: _Toc478312374][bookmark: _Toc478388478][bookmark: _Toc478392253]

9. V2X entity authentication and message confidentiality service model
V2X entity authentication service can be achieved using digital signature algorithms. Message confidentiality service can be implemented using symmetric and public key cryptographic algorithms. This recommendation provides the examples of how to implement these service. Adaptation and selection of mechanisms and parameters, which are related to the entity authentication and message confidentiality services, depend on deployment policy. 


[image: ]
Figure 9.2.1 ECDSA based message signature 

As illustrated in the Figure 9.2.1, the message signature works based on the following three main steps:
1. A message digest is computed using a hash function (e.g., SHA-256) over the message plain text to be secured. For example, in case of a CAM message to be signed, the digest is computed over the CAM’s protocol_version, header_fields, payload_field and the length of the trailer_fields and the type of the signature trailer field; 
2. Then, the obtained message digest is encrypted using a public key algorithm (e.g., ecdsa_nistp256_with_sha256) and the private key of the ITS sender. The resulting encrypted message digest is known as the message’s signature; 
3. Finally, a digitally signed message is built based on the original message plain text, the computed signature, and the ITS sender’s certificate. This secured message can thus be transmitted over the wireless channel.

Once a signed message is received by an ITS receiver, the message verification the following three main steps as shown in Figure 9.2.2.
[image: ]
Figure 9.2.2 ECDSA based message verification 

1. The message plain text is extracted from the SecuredMessage, and a message digest is computed using a hash function (e.g., SHA-256). 
2. Then, the message signature is extracted from the SecuredMessage and is decrypted using a public key algorithm (e.g., ecdsa_nistp256_with_sha256) and the sender’s public key (i.e., contained in the received sender’s certificate). The obtained decrypted signature represents the message digest as originally computed by the sender. 
3. Finally, the receiver compares the decrypted message digest (step 2) with the newly computed message digest (step 1). If both digests are equal, the signature is thus considered as valid, as well as the integrity and authenticity of the received data.

One of the key important aspects of implementing a secured system includes the encryption of the data/information. However, for the implementation of ITS, it may not be necessary to encrypt all the messages, in particular for that information that are meant to be broadcasted (e.g., traffic information) and/or for those time-sensitive information (e.g., emergency braking). Nonetheless, if there is a need to encrypt the message for misbehaviour reporting or other services, the below described security protocol, ECIES with AES could be used for encrypting and decrypting messages to ensure the confidentiality of the exchanged data. The ECIES public key algorithm is used for the secure exchange of the AES secret key between the transmitter and receiver, while the ITS message is encrypted using the AES algorithm and the shared secret key. In this context, the ETSI TC ITS standard recommends the usage of the ecies_nistp256 public key algorithm in addition to the aes_128_ccm symmetric algorithm (i.e., Advanced Encryption Standard with a key size of 128 bits and the Counter with Cipher Block Chaining Message Authentication Code).
As shown in Figure 9.2.3, the message encryption undergoes seven main steps:
[image: ]
Figure 9.2.3 ECIES with AES based message encryption

1. First, a pair of ephemeral key is generated, where the ephemeral private key is u and its public key is , where G is the point of the considered elliptic curve, and “·” denotes a scalar multiplication; 
2. Second, a key agreement function (e.g., Diffie-Hellman with cofactor multiplication) is used to generate a shared secret using the sender’s ephemeral private key (u) and the receiver’s public key (V); 
3. Third, the obtained shared secret along with optional parameters (i.e., null according to the ETSI TC ITS specifications) are fed into a key derivation function (KDF), based on KDF2 with SHA-256, whose output is the concatenation of the message authentication code (MAC) key (KMAC) and the encryption key (KENC); 
4. Fourth, an AES secret key (m) is generated by the transmitter and is encrypted using a stream cipher and the encryption key KENC. The obtained encrypted AES key is denoted as c; 
5. Fifth, the encrypted AES key c, the MAC key KMAC and optional parameters (i.e., null according to the ETSI TC ITS specifications) are fed into a MAC function with SHA-256 to generate a tag of 128 bits; 
6. Sixth, the ITS message (M) is encrypted using the AES algorithm (i.e., aes_128_ccm) and the AES secret key which was generated in step 4; 
7. Finally, the sender’s ephemeral public key (U), the tag, the encrypted AES key (c) and the encrypted ITS message (C) are encapsulated into a secured message, along with other headers and fields, and which is transmitted through the wireless channel to the remote ITS receiver. 

[image: ]
Figure 9.2.4 ECIES with AES based message decryption

As shown in Figure 9.2.4, once an encrypted message is received by an ITS station, the message decryption process undergoes six main steps:

1. First, the ITS sender’s ephemeral public key (U), the tag, the encrypted AES key (c) and the encrypted ITS message (C) are extracted from the received secured message; 
2. Second, the ITS sender’s ephemeral public key U and ITS receiver private key V is fed into a key agreement function to generate the shared secret V · u ; 
3. Third, the shared secret along with optional parameters (i.e., null according to the ETSI TC ITS specifications) are fed in a key derivation function (KDF), whose output is the concatenation of the message authentication code (MAC) key (KMAC) and the encryption key (KENC); 
4. Fourth, the encrypted message c, the MAC key KMAC and optional parameters (i.e., null according to the ETSI TC ITS specifications) are fed into a MAC function to generate a new tag that is compared with the received tag. If the values are different, the received secured message should be discarded by the receiver; 
5. Fifth, the received encrypted AES key c is decrypted using the encryption key (KENC), and the original AES key m is obtained; 
6. Finally, the encrypted ITS message C is decrypted using the AES key m, and the original ITS message M is obtained and can be further processed by the ITS communication stack and applications.


Annex.  Use cases for V2X communication systems 
[bookmark: _2et92p0]I.1 Use case-1: emergency warning on road safety
[image: ]
Figure 9.1 Use case for emergency warning in the V2X security system.

As shown in Figure 9.1, the example consists of the V2X security system broadcasting collision risk warning road safety messages between two or more vehicles and their neighboring vehicles. The reference architecture in Figure 9 is based on ETSI EN 302 665. The overall detection and notification process involves 14 main steps, as described below:
· At time T0, a vehicle (on the left side) performs a sudden and harsh braking due to a detected hazard;
· At time T1, the information related to this harsh braking event is available at the vehicle’s ECUs;
· At time T2, this information is received by the vehicle’s OBU by the corresponding ITS application;
· At time T3, a DENM message is built at the facilities layer, including all of the required information (e.g., timestamp, location, speed, event-type, etc.);
· At time T4, the DENM message is received and processed by the networking and transport layer;
· At time T5, the DENM message is signed by the security layer using an elliptic curve digital signature algorithm (ECDSA) and is encapsulated (Encap) into a secured message, which includes the certificate of the ITS station;
· At time T6, the signed DENM message is received again by the networking layer and is queued;
· At time T7, the packet is transmitted over the air by the IEEE 802.11p MAC and PHY layers. Eventually, the packet might be re-transmitted multiple times due to collisions and/or harsh propagation conditions at the PHY layer;
· At time T8, the packet is finally received by a neighbour vehicle’s OBU (vehicle on the right side of the above Figure);
· From time T9 to T13, the message undergoes the reverse flow, i.e., the message is decapsulated and verified (using ECDSA) by the security layer and is made available to the ITS application layer at time T13;
· At time T14, a warning message is displayed to the vehicle’s driver for taking immediate action or an automatic action is triggered by the vehicle’s ECUs (e.g., emergency brake, speed reduction, etc.)

[bookmark: _tyjcwt]I.2. Use case-2: platooning driving
Platooning is an effective approach that changes a driving pattern from individual driving to platoon-based driving. In general, platoon-based driving involves a group of vehicles with common interests, where one vehicle follows another and maintains a small, almost constant distance from the preceding vehicle, forming platoons as shown in Figure 9.2. There are four major processes:  platoon merging, cooperation, splitting, and maintenance. 
[image: ]
Figure 9.2 Use case for platooning-based V2X communication

· Platoon merging: the vehicle at another lane will move and merge to a platoon at another lane in its road intersection ahead.

· Platoon maintenance/cooperation: vehicles within the same platoon need to communicate and cooperate with each other to maintain the platoon and achieve the tasks such as make way for higher priority vehicles, adjust their positions based on route planning, crossing traffic junctions, and lane switching.

· Platoon splitting: the vehicle will be splitting from its platoon to another lane in its road intersection ahead.





[bookmark: _Ref424026469][bookmark: _Toc441158713][bookmark: _Toc460835104][bookmark: _Toc504759592]Appendix I: Reference model for vehicular communication
(This appendix does not form an integral part of this Recommendation.)
Reference models of vehicular communication are described in this Appendix I. Several V2X communication models are described.

I.1 [bookmark: _Toc478309134][bookmark: _Toc504759593]ITU-T Framework of networked vehicle services and application using NGN [b-Y.2281]
Recommendation ITU-T Y.2281 describes the framework of networked vehicle services and applications in the context of next generation networks (NGN). Y.2281 identifies the relationship between NGN and a networked vehicle as well as requirements taking into consideration the necessity of supporting networked vehicle services and applications using NGN. In addition, a framework architecture of NGN-capable networked vehicle and intelligent transport systems (ITS) infrastructure is described to support the communication features of an NGN harmonized with the networked vehicle.



Figure I.1 Overall configuration model of Y.2281 (Source: Y.2281)
Figure I.1 shows a configuration model of Y.2281. The figure shows how networked vehicles relate to the ITS infrastructure and also to external networks which include residential home network and a utility grid network for power transmission using NGN. In comparison with other ITS standards, Y.2281 is focused on the use of NGN in ITS environments. Y.2281 identifies the use of NGN in ITS environments in order to minimize interoperability problems between peer-to-peer ITS communication and a public network such as NGN.
Figure I.2 shows overview architecture of NGN-capable networked vehicle and ITS infrastructure in cooperation with NGN. NGN is composed of "End user functions", "Service stratum", "Transport stratum", "Management stratum" and "NGN-based applications". The function of NGN-capable networked vehicle and ITS infrastructure is located at the end user functions in view of NGN. Y.2281 describes that vehicle-specific NGN applications such as emergency call are supported through NGN.
Security consideration of Y.2281 refers to "Requirements and capabilities for ITU-T NGN"[ITU-T Y.2201]. Security consideration is required according to the network which is connected to the networked vehicle. However, Y.2281 only specifies the security consideration of NGN and other cases of security requirements are out of the scope of Y.2281.


Figure I.2 Overview architecture of NGN-capable networked vehicle and ITS infrastructure in cooperation with NGN (Source: Y.2281)
ITU-T Framework of networked vehicle services and application using NGN is focused on the adaptation of NGN to the vehicular environment. The recommendation does not specify security aspect of the vehicular environment. IEEE WAVE architecture is focused on a 5.9 GHz radio interface since it does not explicitly include application to communicate with another network. ETSI ITS architecture describe "Application" layer which is protocol stack for communication. Considering that "Access" layer includes IEEE 802.x, 3G cellular and Bluetooth, ETSI ITS architecture is intended to support multiple network protocol stacks.
I.2 [bookmark: _Toc478309135][bookmark: _Toc504759594]ITU-T Architecture of Vehicle Gateway Platform [b-H.VGP-ARCH]
[Editor’s note: This reference model is in the process of standardization. 
The architecture of VGP (Vehicle Gateway Platform) is in the process of standardization by ITU-T SG16. Vehicle gateway is defined as a device in a vehicle that enables real-time two-way communications between an object in the vehicle and another object which may be physically located either inside the vehicle or outside the vehicle. VGP is the collection of ICT hardware and software in a vehicle to provide an integrated runtime environment for delivering the communications services of a VG. One key feature of VGP is that VG functional architecture is intended to be an open architecture. A VG bridges IVN and external network. It means that the VG collects vehicle status information from in-vehicle sensors and converts networking protocol to connect the IVN with external wireless networks.
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