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Competitive advantages of using QKDN

e Compared with conventional computation-complexity-based cryptography, QKD can be considered as
one of the means to combat quantum computing threats

Perfect forward security (PFS)

e Compared to conventional symmetric cryptography, QKD systems can guarantee PFS since the keys are
continuously refreshed and can thus only be used once.

High performance key generation

e Compared to asymmetric cryptography, QKD, as the key exchange method based on quantum physics
means, can provide high throughput and low latency key generation which can be one attractive option
for applications which require high performance, e.g., certain time-sensitive services.




Overview on QKDN use cases
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UCC1: QKD combined with other
cryptographic primitives

Encryption: QKD can be combined with either OTP or AES to perform symmetric encryption;

Message authentication: QKD can be combined with other authentication primitives to perform
message authentication function, e.g., universal-ll hash functions, symmetric key based message
authentication code (MAC);

Secret sharing: QKD can be combined with Shamir’s secret sharing algorithm to perform secure
storage function (detailed in UC-1-1);

Secure multi-party computation (SMC): QKD raw key can be used to implement oblivious key
transfer to perform SMC (detailed in UC-1-2);;

Public key cryptography (PKC): QKD can be combined with PKC including PQC to provide hybrid
security guarantee (detailed in UC-1-3);.




UCC2: QKD integrated with various
TCP/IP protocols

> QKD can be integrated with TCP/IP
protocols at various layers, e.g.,

>

>

PPP and MACSec protocol at
MAC layer (detailed in UC-2-1);

IPSec protocol at network layer
(detailed in UC-2-2);

TLS protocol at transport layer
(detailed in UC-2-3);

User defined protocols at
application layer (detailed in
UC-2-4);
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UCC3: QKD deployed in various
network topologies

» QKD can be implemented in various network topologies e.g.,

» line or ring or star topology

» fibre-based metropolitan access network (detailed in UC-3-1);
» fibre-based inter-city backbone network (detailed in UC-3-2);

» free-space satellite-ground or inter-satellite network (detailed
in UC-3-3);
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UCC4: QKD with different
user device categories

» QKD can be applied in different terminal types with different integration level, e.g.,
> Fixed user device connected to a standalone QKD module;
» Fixed user device which integrates QKD module as an internal component;

» Wireless user device which consumes offline keys provided by QKDN (detailed in UC-4-1);

» Wireless user device which integrates QKD module to consume online keys provided by QKDN (detailed in
UcC-4-2);.
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UCC5: QKD integrated in various
network forms

» QKD can be integrated in various ICT network forms which require high security

guarantee, e.g. QKD for LTE backhaul in Korea
» 4G/5G network (detailed in UC-5-1), Sades Awm Chgh  oemehkg Gecheon |
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» Block chain network (detailed in UC-5-3)
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» TSN network (detailed in UC-5-4)
> SCION (detailed in UC-5-6), 5G mid-haul QKD in Korea

» quantum internet
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UCC6: QKD applied in different
vertical sectors

» QKD can be applied in various vertical sectors which require high level and long-term security,
e.g., Finance, Government, Health care, public safety, Telecom industry, energy, transportation
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UCC1: QKD combined with other cryptographic primitives

Use case ID

Contributor

UC-1-1 QKD combined with secret sharing

Thomas Langer; Austrian Institute of Technology (AIT)

This use case describes a distributed cloud archive for long term storage of digital
data with advanced security and privacy guarantees.

Short QKD links, as well as other technical and other cryptographic means ensure that the
description data can securely be transported to the involved cloud providers, and remains
integrity protected, as well as confidentiality protected against the storage providers,

other tenants of the involved storage clouds, as well as other non-entitled third
parties.




UCC1: QKD combined with other cryptographic primitives

Use case ID UC-1-2 QKD combined with SMC

Armando Pinto; University of Aveiro
Vicente Martin; UPM — Universidad Politécnica de Madrid

Contributors

This use case describes quantum enabled private recognition of composite signals in
proteins and genome.

It consists of a service which enables quantum secure multiparty computation to
perform private recognition of composite signals. The generation and distribution
of quantum oblivious keys are the basis of this novel service. The quantum oblivious
keys are generated from the raw keys of a QKD system.

Short
description

This use case is based on use cases UC-5-2-1 and UC-5-2-2.

References [b-Lemus] and [b-Pinto]




UCC1: QKD combined with other cryptographic primitives

Use case ID UC-1-3 Hybrid QKD and PQC for encrypted communications
Zhangchao Ma; CAS Quantum Network Co., Ltd.

Short Quantum-safe cryptography is urgently needed to protect systems with high security
description requirements, as data today can be saved and decrypted later by quantum computers.

Both QKD and PQC present opportunities and obstacles. QKD can provide provably-random
keys and information theoretic secure distribution of those keys. However, to deploy a QKD
system in the real-world, the technology must overcome the transmission distance problem
as well as restrictions of point-to-point links, high manufacturing and maintenance cost, and
lack of scalability.

PQC, on the other hand, is similar to classical cryptography that is algorithm-based. However,
deploying a new cryptosystem incurs potentially high cost, with the time and energy
consumed by cryptographic computations. In addition, PQC in principle still faces the risk of
potential attacks by future mathematical breakthroughs.

QKD and PQC can be integrated in the hybrid quantum-safe scheme to enhance data transfer
security.

oLefe




UCC2: QKD integrated with various TCP/IP protocols

On the data link layer, QKD may be used as a part of the Point-to-Point Protocol
(PPP) protocol. The encryption functionality in PPP is the Encryption Control
Protocol (ECP - RFC 1968) which allows the use of encryption in PPP frames. QKD
may be used as a key exchange protocol for PPP.

Short QKD may also be used to provide keys for the IEEE 802.1 MACsec layer 2 protocol.
description As QKD is today mainly implemented as point-to-point link involving two endpoints
connected by a quantum channel, it is reasonable to combine a QKD link with a link
encryptor to form a QKD link encryptor. Key management is integrated in the link
encryptor. For example, this solution may securely bridge two Fast Ethernet
networks.

Section 6.2 of [b-ETSI GS QKD 002]

UC-2-2 QKD integrated in network layer

QKD may be used by a modified IKE protocol to provide the shared secret for IPsec
Short payload encryption. The shared secret provided by QKD may either be used in a
description conventional block or stream cipher for One-Time-Pad payload encryption in a high
security context.

Section 6.2 of [b-ETSI GS QKD 002
ITU- [ ]




UCC2: QKD integrated with various TCP/IP protocols

UC-2-3 QKD integrated in transport layer

Short Transport Layer Security (TLS) and its predecessor Secure Sockets Layer (SSL) are layer 4
description protocols, which provide end-to-end security for network communication services. A session
key, usually established with public key exchange, is used e.g. to secure the transmission of
credit card information in e-commerce transactions. In a scenario involving QKD, the session
key may be replaced by a QKD key, or the QKD keys may immediately be used for One-Time-
Pad encryption of transmission data. QKD keys may also be used for message authentication,
replacing Hash-based Message Authentication Codes (HMACs) as used in TLS, or the pseudo-
random functions of standard SSL.

Section 6.3 of [b-ETSI GS QKD 002]
UC-2-4 QKD integrated in application layer

Short Above the transport layer, QKD systems may be integrated in layer 7, the application layer of
description the OSI model. This may be useful for applications using pre-shared keys for user
authentication or for the acquisition or certain rights, or as encryption keys for payload
transmission between instances of the application.

Section 6.4 of [b-ETSI GS QKD 002]




UCC3: QKD implemented in various network topologies

UC-3-1 QKDN as metropolitan access network

Thomas Linger; Austrian Institute of Technology (AIT)

Short This use case describes a general-purpose high security communications network between
description several branches and offices within an area of about 100km in diameter (metropolitan area).
The single network nodes are interconnected with dedicated optical point to point links for
classical digital communication and quantum key distribution. The network uses a dedicated
optical infrastructure, which is completely separated from the internet.

i ity backbone network
CAS Quantum Network Co., Ltd.

Short In September 2017, the 2000 km Beijing-Shanghai backbone QKD network was put into
description operation. The backbone network consists of 32 physical nodes linearly connected by QKD
links and has 135 links in total. Two to eight multiple QKD links lie between adjacent nodes.

The backbone network is designed to function as a high bandwidth channel that feeds
qguantum keys between metropolitan and QKD networks located in different cities. The
backbone network has been connected to four metropolitan QKD networks already
established in Beijing, Shanghai, Jian and Hefei.

[b-Zhang-1] and [b-Zhang-2]




UCC4: QKD with different user device categories

Zhangchao Ma; CAS Quantum Network Co., Ltd.
Short This use case describes QKD-key embedded secure mobile communication.

description

To extend QKD service to the mobile terminals is envisioned with high value, but the current
physical layer limitations still restrict the direct application of QKD via the air interface
between mobile user equipment and base stations.

In this use case, the proposed solution is to pre-install the QKD-key pool into the mobile user
and network side to enhance security of mobile communication which is achievable with
existing QKD techniques.

UC-4-2 Wireless user device with integrated QKD module

Zhangchao Ma; CAS Quantum Network Co., Ltd.

Short As QKD module being miniaturized into chip-scale, it is possible to be integrated into mobile

description devices to perform wireless QKD service. This use case describes a successful demonstration,
by the University of Bristol in the United Kingdom, of the QKD chip transmitter integrated on
the credit card, and the QKD receiver in the ATM rack to achieve the free-space quantum key
distribution.

[b-Sibson]




UCC5: QKD integrated in various network forms

UC-5-1 QKD in 4G/5G networks

UC-5-1-1 QKDN for LTE backhaul and 5G backbone
Mingeun Yoon and Dong-Hi Sim; SK Telecom

Short This use case describes a network applying QKD to LTE backhaul between Sejong central
description office and one of SK Telecom’s DU site at Daejeon.

A trusted relay node was implemented for long distance QKD networks in 2017.
Implementation and commercialization of QKD quantum cryptography for a total of 221km of
transmission line between Sungsu central office (Seoul area) and Dunsan central office
(Daejeon area) of SK Telecom was accomplished in 2019. It will be extended to Taepyung
central office and this will make the end to end distance 380km. Other main cities will be
reached with QKD step by step.

[b-XSTR-SEC-QKD]

UC-5-1-2 Quantum secured inter-domain 5G service orchestrator

Short This use case describes QKD technologies in combination with SDN and NFV and their
description application in securing interconnections of distributed VNFs to achieve quantum secured
inter-domain 5G service orchestration.

And it was experimentally demonstrated via interconnecting four autonomous 5G islands
simultaneously through the g-ROADM with eight optical channels using the 5GUK Exchange
orchestration platform.

[b-Wang-2]




UCC5: QKD integrated in various network forms

UC-5-1 QKD in 4G/5G networks

UC-5-1-3 QKDN for 5G front-haul

Short The security guarantee for 5G fronthaul is an important issue which need to satisfy high
description bandwidth, low latency and high-level security at the same time.

QKD is a promising solution to secure 5G fronthaul and this use case describes the
application of QKD to secure the 5G fronthaul.

[b-Priem]
UC-5-1-4 QKDN for 5G mid-haul

Mingeun Yoon and Dong-Hi Sim; SK Telecom

Short The mid-haul is one newly introduced concept in 5G to indicate the connection between DU
description (Distributed Unit) and CU (Centralized Unit). SK Telecom has showcased the application of
QKD to the 5G mid-haul network, in order to secure the confidential data transmission from a
smart factory to the cloud.

This use case describes how SKT has secured the 5G network connectivity with the latest
guantum safe technology using quantum cryptography to best address a customer’s security
need. This solution combines the latest technology available ensuring high-speed, stability
and security for the customer data connectivity.

[b-Priem]




UCC5: QKD integrated in various network forms

UC-5-1 QKD in 4G/5G networks

ity enhancement for universal AKA authentication protocol
Contributors Chunli Ma, Yong Zhao and Hongyu Wu; QuantumCTek Co., Ltd.

Short QKDN is used to realize the advantage of secure key distribution. The client UE and the
description authentication server AAA use QKDN to share keys. Symmetric encryption fully ensures the
security of data. The quantum random number generator (QRNG) can generate enough
secure true random numbers for the client and authentication server to use in AKA process.

[b-RFC4187] and [b-RFC5448]

UC-5-1-6 Secondary authentication protocol in 5G based on quantum securit
Chunli Ma, Yong Zhao and Hongyu Wu; QuantumCTek Co., Ltd.

Short This use case describes two newly designed schemes EAP_QSSE (Quantum Secure
description Symmetrical Encryption) and EAP_QSSEH (Quantum Secure Symmetrical Encryption and
Hash-function) based on quantum security. Both authentication parties use quantum random
numbers as authentication factors, and quantum key distribution network (QKDN) to share
keys, for two-way authentication of UE and AAA, to achieve lightweight and fast 5G network
secondary authentication in a symmetrical encryption authentication manner.

[b-3GPP TS 33.501] and [b-RFC3748]




UCC5: QKD integrated in various network forms

UC-5-2 QKD in SDN/NFV based network

UC-5-2-1 Secure SDN and NFV Control and Management Plane
Vicente Martin; UPM — Universidad Politécnica de Madrid

(el a i S i The adoption of SDN and NFV technologies brings many benefits to the network, like the
reduction of the complexity and costs of operating the entire infrastructure or the reduction
of vendor’s block-in in the systems layer (e.g., NMSs). However, the network can be affected
by some threats that were not present before, as the configuration of the network elements
and the images of VNFs must be transferred from central offices, network controllers and
orchestration platforms.

To tackle this issue, QKD can be seen as an additional security layer that runs in parallel (or
also integrated) to the transport network. QKD can help to mitigate such threats, securing the
communications in the control and management plane.

[b-Aguado-1]




UCC5: QKD integrated in various network forms

UC-5-2 QKD in SDN/NFV based network

Use case ID

Contributors

Short
description

ITU-T

UC-5-2-2 Quantum encryption for end-to-end services

Vicente Martin; UPM — Universidad Politécnica de Madrid

As SDN and NFV technologies are being progressively adopted in transport networks, they
also open the market for new capabilities and services to be provided by the operators. SDN
allows new technologies and solutions to be integrated in the network at a faster pace.

One of the most demanded capabilities is an increase on the security standards of network
services, as big corporations have to transfer data between their secure headquarters and
data centres. These services (usually enterprise VPNs for business to business -B2B-
communications) rely in underlying security protocols that are at risk of future attacks, more
when speaking about data meant to have everlasting security. Also, depending on the service
being deployed, the security can be implemented at different layers (e.g., IPsec, MACsec,
Optical Transport Network - OTN).

Quantum key distribution can be seen as a measure to provide such future-proof security, if it
is appropriately used by other security systems (e.g., HSMs, VNFs, network cards, etc.) and
automated via management systems. This use-case combines QKD systems to secure end-to-
end (E2E) services (e.g., transport tunnels, VPNs) between remote premises. Protocols like
PCEP (Patch Computation element Protocol) and MPLS (Multiprotocol Label Switching) are
used and modified to use QKD.

[b-Aguado-2]



UCC5: QKD integrated in various network forms

UC-5-2 QKD in SDN/NFV based network

Contributors

Short description

References

UC-5-2-3 Quantum security for service chaining

Vicente Martin; UPM — Universidad Politécnica de Madrid

The changing behaviour of current network services is forcing operators to evolve from
traditional/legacy, non-scalable and rigid networks towards new flexible architectural solutions. The lead
on this evolution comes from multiple sources, being Network Functions Virtualization (NFV) one of the
most radical and popular trends. But the flexibility brought by these new networking trends carry
associated vulnerabilities and implications. For instance, in a virtualized environment, several functions
might be deployed in distributed locations for composing a service function chain (SFC). Both control and
data communications must be appropriately secured, as any attempt to compromise a virtual function or
its behaviour can compromise the entire infrastructure.

A wide-spread concern about virtualized network elements is related to traffic attestation. Any network
device deployed in a production network must be capable of assessing if a specific traffic flow passes
through it and is correctly forwarded. If a node cannot guarantee this capability, it won’t be accepted for
production deployment.

By progressively changing physical network functions (PNFs) by virtual network functions (VNFs), this task
becomes harder. As the traffic traverses multiple intermediate nodes (possibly, out of the control of the
VNF operator), it could eventually bypass a critical node within the SFC (e.g. a firewall). In order to
mitigate this issue, a proof-of-transit technique has been developed to verify if a packet has traversed all
the nodes within a path. QKD is used to provide order to the proof of transit as well as a security
enhancement. Having also the continuous flow of keys provided by QKD and the speed of symmetric
encryption also reduces the overhead and higher flows can be managed.

[b-Aguado-3]



UCC5: QKD integrated in various network forms

UC-5-3 QKD in blockchain network

UC-5-3-1 Quantum-secured blockchain

Short It is well known that blockchain encounters severe security threat from quantum computing
description as its security is based on public key exchange algorithm, e.g., ECC.

This use case describes a one quantum-safe blockchain solution based on QKD proposed by
authors from RQC. The main idea is to replace the PoW based consensus mechanism with the
Byzantine algorithm based one. For the new consensus mechanism, it does not need public
key exchange for authentication, but it relies on QKD to realize information-theoretically
secure authentication for pairwise nodes within the blockchain network. Due to the abandon
of public key algorithm, it can be considered as quantum-safe blockchain.

[b-Kiktenko]




UCC5: QKD integrated in various network forms

UC-5-3 QKD in blockchain network

UC-5-3-2 Quantum vault for blockchain

Short ID Quantique and its partners have proposed one quantum vault solution to utilize QKD and
description QRNG to enhance the security of blockchain.

It is considered that the major pain point of blockchain technology is the secure storage of
private keys. the vault is the traditional popular solution for managing blockchain private keys
which is based HSM.

Hereby the quantum vault solution utilizes QRNG to produce true random number as secret
key seeds and uses Shamir key sharing algorithm to split the keys into multiple elements, and
then use QKD to securely distribute the key elements to distributed distant key storage
nodes.

[b-Huttner]




UCC5: QKD integrated in various network forms

UC-5-4 QKD in TSN network

Short The Time-sensitive Networking (TSN) is one widely applied communication standard
description developed by IEEE to meet the stringent latency and timing requirements of
industrial environment.

Ensuring cybersecurity is also an important requirement in life-critical control
systems for which industrial TSN will provide communication. While private key
exchange which requires manually pre-sharing keys and public key exchange which
requires more computing resources are discouraged for the TSN targeted scenario,
QKD can be one possible solution for TSN.

[b-Avnu]




UCC5: QKD integrated in various network forms

UC-5-5 QKD in SCION

Contributors Mingeun Yoon and Dong-hi Sim; SK Telecom
Jonghoon Kwon; ETH Zirich

Short Despite the fast advancement of internet-based services, the architecture and core protocol
description have remained mostly the same for decades since the internet’s inception. However, to
accommodate ever increasing and diverse data services more efficiently and securely, a new

architecture is necessary, and several efforts have been made for a next-generation internet
architecture.

QKD can play an important role in a new internet architecture for enhancing the security
which is one of the main the concern that today’s internet is facing.

One example use case introduced here is the QKD integration with SCION (Scalable, Control
and Isolation on Next-Generation Networks) which is a research project lead by researchers
at ETH Zurich. SCION aims to offer a communication infrastructure that remains highly
available even in the presence of adversaries.

[b-ETSI GS NGP 001] and [b-ETSI GS NGP 005]




UCC6 QKD applied in different vertical sectors

UC-6-1 QKDN for smart factory

Miryeong Park, Chun Seok Yoon and Hyungsoo Kim; KT Corp.

Short A commercial QKD network for smart factory is being deployed in Korea. This
description network applied QKD to leased line between Hyundai Robotics and KT office in
Daegu.

Hyundai Robotics manufactures industrial robots, applies them to overseas
industrial facilities, and remotely operates through various ICT infrastructure such
as loT device, leased line and servers. In this process, a malicious hacking threat on
optical cable of leased line may cause production disruption due to confidential
leaks.

To prevent such problems, the QKD network is installed to protect corporate
information and to enhance security.




UCC6 QKD applied in different vertical sectors

UC-6-2 QKDN for social safet

Miryeong Park, Chun Seok Yoon and Hyungsoo Kim; KT Corp.

Short A commercial QKD network for social safety is being deployed in Korea. This
description network applied QKD to drone communication between two adjacent local
governments in Gangwon-do.

Local governments operate drone-based surveillance system for public safety. In
particular, since it is necessary to be careful about information leakage in areas
adjacent to military camps, QKD networks are applied to drone communication.

By injecting the quantum encryption key supplied from QKD into the drone, not only
the drone control signal is protected, but also the video signal from the drone is
encrypted and protected to improve security.




UCC6 QKD applied in different vertical sectors

Miryeong Park, Chun Seok Yoon and Hyungsoo Kim; KT Corp.
Short A commercial QKD network for medical centre was deployed in Korea. This network applied
description QKD to leased line between St. Mary's Hospitals and their data centre in Seoul.

In St. Mary's Hospital, a large medical institution, the central medical data server manages
the medical data of branches located in various regions, and the branches share medical data
such as patient information, medical records through the central medical data server. In this
sharing process, there is a possibility that medical information, which is personally sensitive
information, may be leaked by hacking.

To prevent such threats, a QKD network is applied between medical data servers to encrypt
medical data and improve security.

UC-6-4 QKDN for secure mVolP

Contributors Miryeong Park, Chun Seok Yoon and Hyungsoo Kim; KT Corp.
Short A commercial QKD network for secure mVolP was deployed in Korea. This network applied
description QKD to VolP communication between two smart phones.

In mVolIP, there are threats of hacking such as voice terminal wiretapping, voice network
wiretapping, and session hijacking attack.

The KSA key is received from QKDN and injected into the secure communication devices. The
mVolP voice call data is encrypted through the devices.



