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Quantum key distribution network (QKDN) protocols part 2: Key management layer, QKDN control 
layer, and QKDN management layer

Scope：

• Protocols with respect to key management layer

• Protocols with respect to QKDN control layer                                                   

• Protocols with respect to QKDN management layer                                         

• Suggestions for future work

Link to report: https://www.itu.int/en/ITU-T/focusgroups/qit4n/Documents/D2.3%20part%202.pdf

The QKDN protocols are classified into different layers according to main functions of each layer. 

Representative operational procedures and corresponding message parameters are given for some protocols.

Chief editor：Hongyu Wu QuantumCTek Co., Ltd.   hongyu.wu@quantum-info.com

Co-editors：Hao Qin National University of Singapore   hao.qin@nus.edu.sg

Peng Huang XT Quantech | Shanghai Jiao Tong University   huang.peng@xtquantech.com

Kaoru Kenyoshi NICT  kaoru.kenyoshi@nict.go.jp

Eldar Gayfutdinov PJSC “Rostelecom”   Eldar.Gayfutdinov@RT.RU

https://www.itu.int/en/ITU-T/focusgroups/qit4n/Documents/D2.3 part 2.pdf
mailto:hongyu.wu@quantum-info.com
mailto:hao.qin@nus.edu.sg
mailto:huang.peng@xtquantech.com
mailto:kaoru.kenyoshi@nict.go.jp
mailto:Eldar.Gayfutdinov@RT.RU


FG-QIT4N

Technical Report ITU-T FG QIT4N D2.3

A functional architecture model of QKDN

Each reference point represents an interface with 
underlying protocol to be developed.

SG11

SG17

QKDN is intrinsically related to security issues.
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For more information:

Contact:
• The editors via email addresses in 

the slides, or

• Secretariat at: tsbfgqit4n@itu.int 

Visit the website:

http://www.itu.int/go/fgqit4n
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