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FG-Smart Deliverable
Smart Grid Overview
1.
Scope

This deliverable provides an overview of Smart Grid. 
The objective of this deliverable is to understand key concepts and objectives for Smart Grid and identify architectural models and required capabilities in the Information and Communication Technology (ICT) perspective. More specifically, this Deliverable covers the following:
· Definition of Smart Grid;

· Objectives of Smart Grid;

· Conceptual model and reference architecture of Smart Grid;

· Fundamental characteristics of Smart Grid;

· Roles and key areas of ICT for Smart Grid;
· Architecture overview for Smart Grid; and
· Required capabilities for Smart Grid.

2.
References

There is no ITU-T Recommendation for references.

NOTE: References for general aspects on Smart Grid are available in the Bibliography of this deliverable.
3.
Definitions

Definitions of terms in this deliverable are subject to the terminology deliverable.
4.
Abbreviations and acronyms

This deliverable uses the following abbreviations and acronyms:
3G

3rd Generation mobile network

AMI

Advance Metering Infrastructure
ANSI

American National Standards Institute

API

Application Program Interface
ATIS

Alliance for Telecommunication Industry Solutions

CCSA

China Communications Standards Association
CEN

European Committee for Standardization (Comite Europeen de Normalisation)
CENELEC
European Committee for Electrotechnical Standardization (Comité Européen de Normalisation Electrotechnique)
CIM

Common Information Model

DER

Distributed Energy Resources

DMS

Distribution Management System

DNO

Distribution Network Operator

DSL

Digital Subscriber Line
DSO

Distribution System Operator

EMS

Energy Management System

ERM

Enterprise Risk Management
ESI

Energy Services Interfaces

ETSI

European Telecommunications Standards Institute

EU

European Union
FACTS

Flexible Alternating Current Transmission Systems

FG-Smart
Focus Group on Smart Grid
GPRS

General Packet Radio Service
HVAC

Heating, Ventilation and Air Conditioning

HVDC

High-Voltage, Direct Current
ICT

Information and Communication Technology

IED

Intelligent Electronic Device 

IMT

 International Mobile Telecommunications

IoT

Internet of Things

ISO

Independent System Operators 

ISO/IEC
International Organization for Standardization/ International Electrotechnical Commission
IT

Information Technology
ITS

Intelligent Transportation System
ITU-R

International Telecommunication Union – Radiocommunication Sector
ITU-T

International Telecommunication Union – Telecommunication Standardization Sector
JTC

Joint Technical Committee
LAN

Local Area Network

LTE

Long Term Evolution
M2M

Machine to Machine 

MAC

Medium Access Control
MDMS

Meter Data Management System

MOC

Machine Oriented Communication

NETL

National Energy Technology Laboratory

NGN

Next Generation Network
NIST

National Institute of Standards and Technology
OAM

Operations, Administration, and Maintenance
OTN

Optical Transport Network
PEV

Plug-in Electric Vehicles

PLT

Power Line Telecommunication
PON

Passive Optical Network
Q

Question

QoS

Quality of Service
RPR

Relay Protection Re-coordination
RSVP

Resource Reservation Protocol
RTO

Regional Transmission Organizations
RTU

Remote Terminal Unit

SCADA
Supervisory Control and Data Acquisition

SCL

Substation Configuration Language

SG

Study Group
SLA

Service Level Agreement
SMB

Standard Management Board

STP

Signaling Transfer Point
SWG

Special Working Group

TA

Technical Area
TC

Technical Committee

TIA

Telecommunications Industry Association

TISPAN
Telecommunications and Internet converged Services and Protocols for Advanced Networking
TR

Technical Report

WAN

Wide Area Network

WP

Working Party

WASN

Wide Area Sensor and/or Actuator Network

WiMAX
Worldwide Interoperability for Microwave Access
WSN

Wireless Sensor Network
5.
Conventions

None. 
6.
Overview of Smart Grid
6.1.
Concept of Smart Grid 
Among Smart Grid research and development activities, there is not currently a globally agreed the definition for “The Smart Grid”. However, it has been already recognized that the Smart Grid is a new electricity network, which highly integrates the advanced sensing and measurement technologies, information and communication technologies (ICTs), analytical and decision-making technologies, automatic control technologies with energy and power technologies and infrastructure of electricity grids. Some important aspects of what ‘smart’ are listed below:
· Observability: It enables the status of electricity grid to be observed accurately and timely by using advanced sensing and measuring technologies;
· Controllability: It enables the effective control of the power system by observing the status of the electricity grid; 
· Timely analysis and decision-making: It enables the improvement of intelligent decision-making process;
· Self-adapting and self-healing: It prevents power disturbance and breakdown via self-diagnosis and fault location.
· Renewable energy integration: It enables to integrate the renewable energy such as solar and wind, as well as the electricity from micro-grid and supports efficient and safe energy delivery services for electric vehicle, smart home and others.

The description of applications and services in Smart Grid will be discussed in Section 7.1 and 8.3.
6.2.
Goals and Objectives of Smart Grid
Efficient and reliable transmission and distribution of electricity is a fundamental requirement for providing societies and economies with essential energy resources. The utilities in the industrialized countries are today in a period of change and agitation. On one hand, large parts of the power grid infrastructure are reaching their designed end of life time, since a large portion of the equipment was installed in the 1960s. On the other hand, there is a strong political and regulatory push for more competition and lower energy prices, more energy efficiency and an increased use of renewable energy like solar, wind, biomasses and water.

In industrialized countries, the load demand has decreased or remained constant in the previous decade, whereas developing countries have shown a rapidly increasing load demand. Aging equipment, dispersed generation as well as load increase might lead to highly utilized equipment during peak load conditions. If the upgrade of the power grid should be reduced to a minimum, new ways of operating power systems need to be found and established.

In many countries, regulators and liberalization are forcing utilities to reduce costs for the transmission and distribution of electrical energy. Therefore, new methods (mainly based on the efforts of modern information and communication techniques) to operate power systems are required to guarantee a sustainable, secure and competitive energy supply.
The general goals of Smart Grid are to ensure a transparent, sustainable and environmental-friendly system operation that is cost and energy efficient, secure and safe. Objectives of developing the Smart Grid are quite different from country to country for their various demands and start points. However, the common objectives of a Smart Grid are clear and listed below:
· Robustness: The Smart Grid shall improve resilience to disruption to provide continuous and stable electricity flows, avoiding wide-area breakout accidents. It shall guarantee the normal and secure run of the electricity grid even under the instance of emergency issues, such as natural disasters, extreme weather and man-made breakage, and provides self-healing abilities;
· Secured operation: The Smart Grid shall enhance communication networks and information security of the electricity grid;
· Compatibility: The Smart Grid shall support the integration of renewable electricity such as solar and wind, has the capacity of distributed generation access and micro-grids, improve demand response functions, implement the effective two-way communication with consumers and satisfy various electricity demands of consumers;
· Economical energy usage: The Smart Grid shall have the capacity of more effective electricity markets and electricity trades, implement optimized configuration of resources, increase efficiency of the electricity grid, and reduce electricity grid wastage;
· Integrated system: The Smart Grid shall highly integrate and share information and data of an electricity grid, utilize the uniform platform and model to provide standardized and refined management;
· Optimization: The Smart Grid shall optimize assets, reduce costs and operate efficiently;
· Green energy: The Smart Grid shall solve problems of energy security, energy saving, carbon dioxide emission and etc.
The utilities of the Smart Grid shall address the following challenges:

· High power system loading;
· Increasing distance between generation and load;
· Fluctuating renewables;
· New loads (hybrid/electric vehicles);
· Increased use of distributed energy resources;
· Cost pressure;
· Utility unbundling;
· Increased energy trading;
· Transparent consumption & pricing for the consumer;
· Significant regulatory push.
The key market drivers behind Smart Grid solutions are:

· Need for more efficient use of energy;
· Increased usage of renewable energy resources;
· Sustainability;
· Competitive energy prices;
· Security of supply;
· Ageing infrastructure and workforce.
The priority of local drivers and challenges might differ from place to place.

6.3.
Relationship with and among other SDOs related to Smart Grid outside the ITU-T

6.3.1
IEC (International Electrotechnical Commission)

6.3.1.1
Standard Management Board (SMB) / Smart Grid Strategic Group 3
In SMB/Smart Grid Strategic Group 3, there are following task teams:
· Roadmap task team;
· Use Case task team;
· Generic Reference Architecture task team. 

Strategic Group 3 offers the current IEC Smart Grid framework and takes a role of a “One Stop Shop”. 
6.3.1.2
TC 57
WG 13: Energy management systems - Application Program Interfaces (API) (Project Number: IEC 61970)
WG 17: Communication systems for Distributed Energy Resources (DER) (Project Number: IEC 61850-7-420, IEC 61850-90-7 TR) 
WG 19: Interoperability within TC57 in the long term standards for integration of CIM & SCL

NOTE 1: The Common Information Model (CIM) is a standard developed by the electric power industry that has been officially adopted by the IEC. It aims to allow application software to exchange information about the configuration and status of an electrical network. 
NOTE 2: Substation Configuration Language (SCL) is the language and representation format specified by IEC 61850 for the configuration of electrical substation devices.
6.3.1.3 
TC 100
TC 100/TA 12 has a new title “Smart Grid and energy related issues for audio, video and multimedia equipment” and consequently a new scope.

6.3.2
ISO/IEC JTC 1
6.3.2.1
Special Working Group on Smart Grid (SWG-Smart)
· National body participants: Canada, France, Germany, Japan, Republic of Korea, The Netherlands, Singapore, United Kingdom, United States

· Liaisons

· IEC SMB Strategic Group 3 - Smart Grid
· ISO/TC 215/WG 7 - Health Informatics Devices
· CEN/CENELEC/ETSI Joint Working Group on Smart Grid
· CEN/CENELEC/ETSI Joint Working Group on Smart Meters
· ITU-T Focus Group on Smart Grid
· U.S. NIST Smart Grid Interoperability Panel
· U.S. Dept. of Energy GridWise Architecture Council (planned)
· Work Plan
· Identify gaps that should be addressed by JTC 1
· Coordinate JTC 1 Smart Grid programs of work with other organizations, especially IEC SG 3
· Develop strategy to encourage adoption of JTC 1 standards
· Develop JTC 1 Smart Grid strategic plan recommendations
NOTE: SWG can not develop International Standards
6.3.2.2
Working Group on Sensor Networks (WG 7)
WG 7 has ISO/IEC NP 30101: Sensor Network and its Interface for Smart Grid System

This standard will specify:

· Interfaces between the sensor networks and other networks;
· Sensor network architecture to support Smart Grid systems;
· Interface between sensor networks with Smart Grid systems;
· Sensor network based emerging applications and services to support Smart Grid systems;
· Visualization of sensors/devices status and data/information flow in large scalable heterogeneous network systems, including the geospatial information systems.
6.3.3
ITU-R (ITU-Radio communications)
ITU-R SG5 (WP-D) have studied radio terrestrial access networks, such as IMT-2000 (see list in Table 1) and IMT-Advanced (Data rates sourced from Report ITU-R M.2134 – “Requirements related to technical performance for IMT-Advanced radio interface(s)”). These activities should pay attention to smart gird and Smart Grid shall be aware of these technologies. It is recommended that Liaison be established.
Table 1. List of related ITU-R Recommendations on IMT-2000
	Document No.
	Title of the document

	ITU-R M.687
	International Mobile Telecommunications-2000 (IMT-2000)

	ITU-R M.816
	Framework for services supported on International Mobile Telecommunications-2000 (IMT-2000)

	ITU-R M.817
	International Mobile Telecommunications-2000 (IMT-2000). Network architectures

	ITU-R M.819
	International Mobile Telecommunications-2000 (IMT-2000) for developing countries

	ITU-R M.1034
	Requirements for the radio interface(s) for International Mobile Telecommunications-2000 (IMT-2000)

	ITU-R M.1035
	Framework for the radio interface(s) and radio sub-system functionality for International Mobile Telecommunications-2000 (IMT-2000)

	ITU-R M.1036
	Frequency arrangements for implementation of the terrestrial component of International Mobile Telecommunications-2000 (IMT 2000) in the bands 806-960 MHz, 1 710-2 025 MHz, 2 110-2 200 MHz and 2 500-2 690 MHz

	ITU-R M.1078
	Security principles for International Mobile Telecommunications-2000 (IMT-2000)

	ITU-R M.1079
	Performance and quality of service requirements for International Mobile Telecommunications-2000 (IMT-2000) access networks

	ITU-R M.1168
	Framework of International Mobile Telecommunications-2000 (IMT-2000)


ITU-R SG5 (WP-A) are starting to study wide area sensor and/or actuator network (WASN) systems - a preliminary draft new Report ITU-R M.[LMS.WASN STUDY] is being drafted. These activities should pay attention to Smart Grid and Smart Grid should be aware of these technologies. Liaison may be useful.
ITU-R SG7 is studying the use of wireless sensor networks (WSN) for outside plant facilities. These activities should pay attention to Smart Grid and Smart Grid should be aware of these technologies. Liaison may be useful.
6.3.4
Established Regional & Other SDOs

6.3.4.1
ETSI (European Telecommunications Standards Institute)
ETSI is currently studying the issue of Smart Grid standardization under an ETSI Board strategic topic. Initial work has included a number of internal workshops and collaboration with several actors in the European and International Smart Grids domain. ETSI members have contributed working items to ETSI technical committees, including TC M2M, and more activities will be expected in groups, including TC PLT, ERM and TISPAN.
ETSI TC M2M is examining the impact of the various applications and use cases upon the M2M service plane platform, as well as initial security issues arising from the data created by the Smart Grid. TC M2M is also currently coordinating ETSI’s response to the European mandate M/441 on Smart Meter interworking. This work will be further developed and will be incorporated in ETSI’s work on Smart Grid standardization.
The EU has recently mandated the work on electric vehicle charging. This involves TC ITS, M2M and others. As we can see, all these activities are related to Smart Gird and the study groups of Smart Grid should be aware of these technologies & activities. It is recommended that Liaison be established.
6.3.4.2
ANSI (American National Standards Institute)
The following ANSI accredited SDOs are involved in Smart Grid activities.

6.3.4.2.1 TIA (Telecommunications Industry Association)
In TIA, there are a number of activities: 
One activity on Smart Device Communications in Engineering Committee TR-50 is responsible for the access agnostic interface standards for the monitoring and bi-directional communication of events and information between smart devices and other devices, applications or networks. These standards development efforts pertain to:

· Requirements; 

· System Architecture, being developed in sub-committee TR-50.1; 

· Cross-industry communication; 

· Leverage existing (and future) physical infrastructure; 

· Information models (state diagrams); 

· Security (e.g., data content, mutual authentication); 

· End to End Performance and Scalability of equipment and networks; 

· Network Management/Operations; 

· Device Management (incl. discovery and identity); 

· Protocols; 

· Minimum Performance, Conformance and interoperability Testing.
TR-50 will develop a Smart Device Communications framework that can operate over different underlying transport networks (wireless, wired, etc.) and can be adapted to a given transport network by means of an adaptation/convergence layer. 

The TR-50 framework will make its functionality available to applications through a well-defined Application Programming Interface (API) that is agnostic to the vertical application domain (eHealth, Smart Grid, Industrial Automation, etc.). Engineering Committee TR-48 is responsible for vehicular telematics equipment and services. Engineering Committee TR-49 is responsible for healthcare ICT applications which involve medical devices, network infrastructure, applications, and operations support. Engineering Committee TR-51 is responsible for Smart Utility Networks technology focuses on efficient access technology with mesh network topography, optimized for Smart Utility applications. The Smart Utility Networks standards are intended to provide the utility companies with another tool to improve services to their customers.

6.3.4.2.2 ATIS (Alliance for Telecommunication Industry Solutions)
As the implementation of Smart Grid became a national priority, ATIS took two actions to facilitate standardization on this issue. First, ATIS identified existing standards, as well as 3GPP wireless technologies, that would be applicable to Smart Grid applications. ATIS also worked closely with federal agencies, including NIST, to ensure that they were aware of relevant industry work.

ATIS has been named as a collaborator by NIST in its Framework and Roadmap for Smart Grid Interoperability Standards. Second, ATIS began to examine its standardization work to determine what needs to be done to facilitate Smart Grid applications. As part of this effort, ATIS has also undertaken an initiative as part of its Board of Directors’ Technology and Operations Council (TOPS) to examine the interrelationship between key machine-to-machine applications, including Smart Grid, to identify the need for new standardization efforts.
6.3.4.3
CCSA (China Communications Standards Association)
CCSA established Technical Committee of ubiquitous (i.e., TC10) in 2010, to carry out targeted standard studies on ubiquitous networks related technologies by establishing several project groups based on ubiquitous network-related businesses carried out by operators, technical solutions proposed by research institutes & manufactures and examples of informatization application for specific industry. It has four working groups, and they are:

· WG1: General Workgroup;
· WG2: Application Workgroup;
· WG3: Network Workgroup;
· WG4: Perception Extension Workgroup.
In the aspect of Smart Grid, a new research item "wireless technology in Smart Grid related Internet of Things (IoT) applications" just initiated, which will research on:

· Use cases of Smart Grid;

· Study on the features of wireless technology;

· Analysis of the applications of wireless technology in smart grid.

6.3.4.4
IETF

IETF has four working groups that have related topics: 6lowpan, roll, core, and eman. IETF also has a variety of smaller efforts that mention a relationship to the Smart Grid or sensor networks in general. 

6lowpan and roll are in a semi-quiescent phase, as their protocols are complete and they are working on deployment issues. Core is actively developing a model for HTTP/UDP, which some people think may be useful in the HAN. Eman is a newly chartered effort. Per its charter, "The basic objective of energy management is operating communication networks and other equipment with a minimal amount of energy while still providing sufficient performance to meet service level objectives." This is a little different than operating the electrical grid, but it may have applicability in the HAN or AMI.

Note that none of these are being developed specifically for the Smart Grid. They are if anything targeted at sensor networks, of which parts of the Smart Grid are examples. However, they are intended to be useful to the Smart Grid. Table 2 shows list of related IETF documents related to Smart Grid.
Table 2. List of related IETF documents
	Document No.
	Title of the document

	RFC 5548
	Routing Requirements for Urban Low-Power and Lossy Networks 

	draft-arkko-ipv6-transition-guidelines
	Guidelines for Using IPv6 Transition Mechanisms during IPv6 Deployment 

	draft-baker-ietf-core
	Internet Protocols for the Smart Grid 

	draft-c1222-transport-over-ip
	ANSI C12.22, IEEE 1703 and MC12.22 Transport Over IP 

	draft-campagna-suitee 
	A Cryptographic Suite for Embedded Systems (SuiteE)

	draft-claise-energy-monitoring-mib 
	Power and Energy Monitoring MIB 

	draft-claise-power-management-arch 
	Power Management Architecture 

	draft-ietf-6lowpan-usecases 
	Design and Application Spaces for 6LoWPANs 

	draft-ietf-eman-energy-aware-mib 
	Energy-aware Networks and Devices MIB 

	draft-ietf-eman-framework 
	Energy Management Framework 

	draft-ietf-roll-terminology
	Terminology in Low power And Lossy Networks

	draft-lee-iot-problem-statement
	The Internet of Things - Concept and Problem Statement

	draft-mrw-nat66
	IPv6-to-IPv6 Network Prefix Translation

	draft-oflynn-core-bootstrapping
	Security Bootstrapping of Resource-Constrained Devices

	draft-oreirdan-mody-bot-remediation
	Recommendations for the Remediation of Bots in ISP Networks

	draft-tychon-eman-applicability-statement
	Energy Management (EMAN) Applicability Statement 


6.4.
Conceptual model and reference diagram for Smart Grid
Figure 1, extracted from the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 2.0  document, shows a conceptual model of Smart Grid, consisting of seven major functional area call domains and the information flows between these domains, as well as the flow of electricity from power sources through transmission and distribution system to the customers. Table 3 gives a brief definition of these domains
,
 
An important new capability for Smart Grid not explicitly shown in this model is the distributed power generation that may occur in the Customer, Distribution, and Transmission domains. If the generation facility exists in the Customer domain, a new paths for electrical and communication flows need to be shown; similarly for generation capabilities in the Transmission and Distribution domains.  

[image: image1.emf]
Figure 1. A conceptual model of Smart Grid 
Table 3. Domains and Actors in the Smart Grid conceptual model

	Domain
	Actors in the Domain

	Customers
	The end users of electricity. May also store, and manage the use of energy. Traditionally, three customer types are discussed, each with its own domain: residential, commercial, and industrial. 

	Markets
	The operators and participants in electricity markets. 

	Service Providers
	The organizations providing services to electrical customers and utilities. 

	Operations
	The managers of the movement of electricity. 

	Bulk Generation
	The generators of electricity in bulk quantities. May also store energy for later distribution. 

	Transmission
	The carriers of bulk electricity over long distances. May also store and generate electricity. 

	Distribution
	The distributors of electricity to and from customers. May also store and generate electricity. 


Figure 2 is a conceptual reference diagram for Smart Grid Information Network from the NIST document1, showing the interconnections of networks between various domains. Some of networking clouds have been moved outside of individual domains to emphasize the communication functions between the domains. The major component is a backbone network, or Wide Area Network (WAN) that distributes messages between domains. There is another network cloud that aggregates/de-aggregates local traffics in some domains to/from the WAN, similar to Access Networks such as optical, cable or DSL. In the Smart Grid environment, the access network is needed for connection to smart meters and customer premises, and is called Neighbourhood Network in this context as they form the networking infrastructure within each neighbourhood. The clouds labelled “Internet/e-Business” refers to the existing Internet accessible to the public, and is shown separately to indicate logical separation due to security considerations. 

Within each domain, there are network infrastructures to serve the need of the domain.  Of special interest to Smart Grid is the Home Area Network (HAN) in the Customer domain for Smart Grid applications, connecting various devices, such as home appliances, sensors, electric vehicle chargers, and local generators. The HAN may or may not be the same network as the existing Local Area Network (LAN) in the homes for access to Internet, depending on the security considerations of the Smart Grid. 
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Figure 2. Conceptual Reference Diagram for Smart Grid 
 7.
Characteristics of Smart Grid
A way of characterizing the Smart Grid is by looking at its functions at three different areas – Smart Grid Services/Applications, Communication, and Physical Equipment as shown in Figure 3. The Smart Grid Services/Applications refers to systems, including computers, programs, data bases, people, and operational supports to manage the applications as described in the uses cases for the Smart Grid. The Communication refers to the information structures and networking that enables communications between Services/Applications and entities in the Physical Equipment. The Physical Equipment refers to the devices, sensors, and controllers that provide information to the Smart Grid Services/Applications, and receive command to effect control of devices in the Physical Equipment.
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                    Figure 3. Key elements of Smart Grid (Detailed View) 
7.1.
Key elements for Smart Grid
7.1.1
Smart Grid Services/Applications
The Smart Grid Services/Applications contains representative applications in conceptual domains which are listed below:

· Customer Domain
· This domain consists of several sub-domains: home, commercial/building, and industrial. Hence, the applications can be categorized into energy store, management and generation for home, building, and industrial, respectively. 

· Besides the basic functions within a building and home such as lighting and temperature control, energy management system (EMS) is a core application providing the capability for in-home/building display of customer usage, reading of meters, and integration with building management systems and the enterprise, and remote load control, monitoring and control of distributed generation, the EMS provides auditing/logging for system troubleshooting and security purposes as well. 

· Operation Domain
· This domain consists of the applications for distributed network operation, including the Supervisory Control and Data Acquisition (SCADA) systems to monitor and control the status of devices in bulk generation, transmission, and distribution domains. 

· Operation domain also consists of the applications for general operations, including the asset management and meter data management (i.e., energy usage, energy generation, meter logs, and meter test results) to make energy data available to authorized parties.

· Service Provider
· This domain consists of applications such as customer and account management, and installation management. Customer management is to manage customer relationships by providing point-of-contact and resolution for customer issues and problems. Conversely, installation management is to install and maintain the premises equipment that interacts with the Smart Grid.

· Service provider domain also consists of applications such as billing/ account management, home management, building management, and others. In particular, building management is to monitor and control building energy, and respond to Smart Grid signals while minimizing impact on building occupants. Home management is to monitor and control home energy and respond to Smart Grid signals while minimizing impact on home occupants. Billing management is to manage customer billing information. Account management is to manage the supplier and customer business accounts.

· Markets
· The main applications include the distributed energy resource aggregation, wholesaler and retailer marketing. To be specific, retailers sell power to end customers and may play aggregation role as a broker between customers and the market. Most of retailers are connected to a trading organization to allow participation in the wholesale market.

· Other applications include dynamic pricing, trading, and market management. Traders are participants in markets and include aggregators for provision and consumption and curtailment, and other qualified parties.

· Bulk Generation
· The main applications in this domain include bulk generation plant control, measure, and traditional energy generation. In particular, the plant control permits the operations domain to manage the flow of power and ensures the reliability of the system. Measurement is used to provide visibility into the flow of power and know the condition of the systems in the field remotely.

· Other applications include renewable energy generation and storage. 

· Transmission and Distribution
· The main applications within these two domains include distributed energy generation (i.e., wind, solar, thermal), distributed storage, substation, and local distribution network monitoring and control. Substation management and control contains switching, protection and control equipment, i.e., sub-stations connecting generation (including peaking units) and storage with distribution. Substations may also connect two or more transmission lines. 

· Other applications include local network monitoring and control used to measure, record, and control with the intent of protecting and optimizing the operation of electricity transmission and distribution. 

7.1.2
Communication
The communication consists of the following two sub-planes or functional groupings. 

· Information Access. It determines the syntax and semantic of application related data. Given each specific domain, we shall define the format of data to meet the application/service requirements. 

· Communication Network. It enables the reliable, efficient and secured transmission of the application/ service specific data. 

In the communication network, it is necessary to consider both the network architecture and performance measures to meet the application/service requirements, including the Quality of Service (QoS) and security of information transmission over the network. The detailed description is listed below:

· For the network architecture, one shall consider different options, covering home area networks, access/neighbourhood area networks, and wide area networks, and the use of Internet-based technologies along with other choices.

· For the QoS, one shall consider different metrics (i.e., end-to-end latency, bandwidth, jitter, and reliability) along with different types of applications (i.e., the amount of data needs to be transmitted in a given deadline in order to successfully accomplish a task). To be specific, the latency shall be very tight in SCADA system in comparison with the normal meter reading and configuration in Advance Metering Infrastructure (AMI). In the August 14, 2003, blackout, a contributing factor was the issue with communications latency in control systems. With the exception of the initial power equipment problems, the on-going and cascading failures will be primarily due to problems in providing the right information to the right individuals within the right time period. Service differentiation and prioritization may be required depending on the quality and type of applications, which are supported by the communication links. Many standards and protocols mentioned above contain the mechanisms to achieve differentiated QoS services. As an example, the admission control, queuing scheduling algorithms, Resource Reservation Protocol (RSVP) and others have been extensively studied to provide QoS in IP networks. 

· Furthermore, the confidentiality, integrity and availability of network must be addressed as well. Confidentiality is preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. Integrity is the guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. Each classification displays the level of adverse effect the destruction of information can be expected to have on organizational operations, organizational assets, or individuals. A loss of integrity is the unauthorized modification or destruction of information. Availability ensures timely and reliable access to and use of information. Each classification displays the level of adverse effect the disruption of access to or use of information or an information system can be expected to have on organizational operations, organizational assets, or individuals. 
· Power grid information security and protection requirements have aspects of the control network for the operation of energy transmission and distribution (i.e., SCADA), computer networks (i.e., transmitting meter data) as well as enterprise Information Technology (IT) network for business. Although all networks require information security services for dealing with malicious attacks or providing protection against inadvertent errors, specific distinctions in attack and error types, and differences in performance requirements as well as organizational policies for them make their required security posturing quite different in those areas. Hence, we shall systematically analyze the vulnerabilities in Smart Grid, explore the space of attacks targeting different weaknesses of Smart Grid, and develop possible countermeasures against those attacks. 

7.1.3
Physical Equipment
The physical equipment includes all physical devices associated with the electrical grid, which is the essential part of Smart Grid. 
The devices listed in Physical Equipment shown in Figure 3 are units to provide the following energy related functionalities:

· Home/ industrial automation;

· Advanced metering; and
· Intelligent grid control and management.

The devices in customer domain include meter, customer appliances and equipment, distributed energy resource (solar, wind and others), electric vehicle, home (industrial) gateway, thermal storage, solar generation, sensors in home area network, and demand control device. The description of some devices is listed below:

· Meter: It refers to the point of sale device used for the transfer of electricity and measuring usage from one domain/system to another. Note that meter has an interface with other domains such as operation, provider, and distribution domains. In this regard, as shown in Figure 3, meter can be a separate device connecting other domains;
· Customer Appliance and Equipment: A device or instrument designed to perform a specific function, especially an electrical device, such as a refrigerator or TV, for household use. An electric appliance or machinery that may have the ability to be monitored, controlled, and/or displayed;
· Distributed Energy Resource and Storage: Energy generation resources, such as solar, wind, and others, used to generate and store energy (located on a customer site) to interface to the controller of HAN to perform the energy-related activity;
· Electric-Vehicle: A vehicle driven primarily by an electric motor powered by a rechargeable battery that may be recharged by plugging into the grid or by recharging from a gasoline-driven alternator;
· Customer Premise Display: This device will enable customers to view their usage and cost data within their home or business;
· Home Area Network Gateway: An interface device between the distribution, operations, service provider, and customer domains and the devices within the customer domain.

The devices in distribution domain include the distributed data collector, automation field devices, control and automation devices (Remote Terminal Unit (RTU) & Intelligent Electronic Device (IED), distributed sensors, and others. The description of some devices is listed below:

· Distribution Data Collector: A device collecting data from multiple sources and modifying/transforming it into different forms; 

· Automation Field Devices: Multi-featured installation devices meeting a broad range of control, operations, measurements for planning, and system performance reports for the utility personnel; 
· RTU and IED: Those devices receive data from sensors and power equipment, and can issue feedback control commands, such as tripping circuit breakers if they sense voltage, current, or frequency anomalies, or raise/lower voltage levels in order to maintain the desired level to make the system stable; 
· Distribution Sensor: A device that measures a physical quality and converts it into a signal, which can be read by observer to measure the status of electricity distribution network.

The devices in operation domain include control devices (Transmission/ ISO/RTO/ Distribution SCADA), computing/ information storage servers, computers, and network equipment and others. The description of some devices is listed below:

· Transmission/ ISO/RTO/ Distribution SCADA: A type of control system that transmits individual device status, manages energy consumption by controlling compliant devices, and allows operators to directly control power system equipment. Based on it, the operation domain can monitor the status of electricity generation, transmission, and distribution and control them; 

· Management Stations (i.e., EMS, DMS and others): A number of management stations for EMS and meter data management system (MDMS). To be specific, EMS is a system of computer-aided tools used by operators of electric utility grids to monitor, control, and optimize the performance of the generation and/or transmission system. The monitor and control functions are based on various SCADA systems described above. The MDMS is the system that stores meter data (e.g., energy usage, energy generation, meter logs, meter test results) and makes data available to authorized systems. ISO/ RTO station refers to the power system control, providing high-level load management and security analysis for the transmission grid, typically using an EMS with generation applications and network analysis applications. 
The devices in service provider domain are listed below:
· Computing and Networking Equipment: Those devices are used to conduct normal business operation for utility provider and third-party provider, including billing, aggregator, retail and other applications.
The physical devices in marketing domains are listed below:
· Computing and Networking Equipment: Those devices are used to conduct normal business operation, including the energy market clearinghouse, trading, retailing, DER aggregation and market management.
The devices in bulk generation and transmission domains:

· Plant Transmission Control Equipment, Electric Storage, Transmission, Remote Control Unit (RCU), Substation/ Measurement/ Control/ Monitoring Equipment: Those devices are used to control power plant, store electricity, control electricity transmission, power transmission monitor and control and other purposes. 
7.2.
Fundamental characteristics of Smart Grid
Smart Grid has the following fundamental characteristics:
· Use of information, computing, networking technologies to support the envisioned Smart Grid services: energy distribution management, energy trading, grid monitoring and management, distributed renewable energy integration, electric vehicles charging, distributed energy storage, and smart metering infrastructure;

· The Smart Grid services involve many parties across many domains, in particular active participation of customers is essential;
· Smart Grid requires new capabilities in each functional plane to achieve its goal of energy efficiency, reliability, and automation, such as new algorithms in the Services/Applications plane, security and QoS-awared two-way communications in the Communication plane, two-way transmission capability, storage techniques, and new intelligent sensors/controllers in the Energy plane;

· In order to support these services, the ICT systems must 

· provide wide range of applications such as home, building, and factory energy management systems, on demand meter readings, demand and response systems, electrical grid status monitoring, fault detection, isolation, and recovery; 
· manage wide variety of devices such as intelligent sensors, smart meters, smart appliances, and electric vehicles;
· The network infrastructure must provide reliable two-way communication and support various class of QoS, such as real-time and non-real-time, and different bandwidths and latency, loss, and security requirements;

· To ensure the interoperability of applications and devices, interoperable standards are required for communications, information representations and exchanges; 

· Security of services, applications, devices in all domains, including the networks are of paramount importance to the stability and integrity of the Smart Grid.

8.
Role and Key Areas of ICT for Smart Grid
8.1.
Concepts and roles for Smart Grid in the ICT perspective
Information and communication system is the fundamental of achieving intelligent management and control in the grid. It builds up two-way information channel between grid and consumer to achieve interaction, such as demand response, real-time price, and home energy management. The automation level of grid is improved by implementing ICT for auto-collecting and analyzing grid information. 
By establishing unified and open communication infrastructure and standard system, the ‘plug and play’ environment could be formed to facilitate the networked communication between elements in grid and the interoperability between sensors, intelligent electronic devices and application systems. Therefore, the robustness and ability of self-healing of grid are strengthened.
Smart Grid is a power system in which the power generation, delivery and consuming are information-driven. ICT plays the core role of information collection, transfer, processing and management in Smart Grid. By means of ICT, two-way communication channel between energy relevant elements and corresponding operation units can be interconnected in Smart Grid. Therefore, it is able to reach every energy relevant element to implement information collection, such as generation capability, consumer demand, each part of power delivery, for sensing comprehensive grid situation. In this case, the reliable, safe and efficient match between power supply and demand can be achieved by intelligent information processing, decision and control implement.
To summarize, to build a future-oriented, smart, secure, efficient power system, ICT plays a critical role. The following examples further illustrate the important of ICT in Smart Grid. Note that the key applications and platform of smart grid are further discussed in Section 7.3. 
Example 1: To improve the grid’s resistance to perturbations, natural disasters and grid flexibility, ICT should be used extensively in Smart Grid for facilities monitoring and protection. For example, the power line and environment condition (current, voltage, frequency, wind-force, etc.) shall be collected in real-time from sensor deployed on the line and around power pylon. The sensing data could be forwarded to the corresponding control unit via the various communication path (wireless: GPRS, 3G, LTE, WiMAX, etc./wired: Optical fiber, etc.). 

Example 2: The AMI provides a large-scale information and communication facility for energy management service. With AMI, the precise power consuming data can be collected by the EMS via a gateway (home gateway, meter, etc.) for energy consuming optimization. As such the real-time power price and consumption suggestion could be informed to customer for power consumption behavior adjustment. The unified electronic interface on home appliances and the home network are the preconditions for power relevant applications. Because smart metering involves routine collection of customer power usage data, the communication path can be provided by different information and communication networks and composed of diverse transmission technologies in the perspective of saving cost. The access to smart meter for metering data uploading could be achieved through public broadband access network/ power line communication/ wireless communication. The home appliances could use short-range wireless communication technologies (e.g., Bluetooth, ZigBee, 802.11, and others) or wired connection (power line, cable, telephone line, and others).

Example 3: For the purpose of energy saving and carbon emission reduction, ICT can support low carbon systems (renewable energy generation, distributed generation, energy storage system, electric vehicle, etc.) and their interconnection with grid. ICT is in charge of realization of operation and maintenance relevance functions (consumer management, billing management, exchange of consumer demand information, power on vehicle monitoring, wind power metering, interconnection with grid control, etc.) of these low carbon systems. Using the vehicle-in-grid as an example, the vehicle is connected with grid for power transfer via bi-directional intelligent control device. The controlled-information of electric vehicle (real-time capacity, state of charging, etc.) could be forwarded to the backstage management system. The backstage management system collects and analyses the controlled-information of electric vehicles in its own area and provides them to the grid security monitoring system and SCADA system. Therefore, the backstage management system gives out charging or discharging commands to the bi-directional intelligent control devices according to the scheduling commands from grid SCADA system. The bi-directional intelligent control devices carry out the corresponding operation on electric vehicle.
8.2.
Key areas for standardization

As shown in Figure 4, key areas for Smart Grid standards include:

· Technologies for automated energy management and decentralized power generation in customer premises, including home, building, and factories;

· Intelligent grid management at the power transport and distribution level;

· Smart meters and AMI;

· Information and communication infrastructure to provide energy intelligence, control and security;

· Applications and services for the coordination the energy system on the business level;
· Security control and management with the different level of requirements for Smart Grid. 
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Figure 4. Key areas for standardization in the ICT perspective
8.3.
Key applications and platform in Smart Grid
In this section, we present the key applications in Smart Grid and the platform to support those applications from ICT perspective. As shown in Figure 5, we list the reprehensive applications.
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                                          Figure 5.  Key Applications and Platform in Smart Grid
· Energy distribution management: The goal of this application is to make the energy distribution system more intelligent, reliable, and self-repairing, self-optimizing. This application enables the monitoring and display of grid system components and performance across interconnections and over large geographic areas in near real-time. It includes the deployment of ubiquitous networked sensors, the software system to understand and ultimately optimize the management of grid-network components, behaviour, and performance, as well as to anticipate, prevent, or respond to the problems before disruptions can arise. 

· Distributed renewable energy integration: The goal of this application is to integrate distributed renewable-energy generation facilities, including the use of renewable resources (i.e., wind, solar, thermal power, and others, as part of total energy sources. This application includes the projection of expected demand, the prediction of alternative generation capacities, and the integration of distributed generation into the distribution grid. Energy generation in a customer and micro-grid environment will require the bidirectional metering, and bidirectional energy distribution networks, which will be supported by Smart Grid.

· Distributed energy storage: In order to evenly distribute the demand and consequently lowering the need for peak generation facilities, this application enables new storage capabilities of energy in a distributed fashion, and mechanisms for feeding energy back into the energy distribution system.

· Electric vehicles to grid interaction: This application refers, primarily, to enabling large-scale integration of plug-in electric vehicles (PEVs) into the transportation system. The major challenge is the supports of PEV charging and the establishment of charging infrastructure, including the power distribution capacity to prevent overloading of circuits and the charging facility, as well as the information system to manage the energy distribution, and customer interface such as accounting and billing need to be in place. 

· Grid monitoring and management: This application aims to enable the demand response and consumer energy efficiency. With demand-response, the balance of power supply and demand can be largely balanced. To this end, utilities, business, industrial, and residential customers have the feasibility to cut energy usage during the time of peak demand or when the power reliability is at risk. This application requires the dynamic pricing from the energy markets, the smart meters and real time usage data, the smart appliances, the home area networks and the networks for metering infrastructure, which will be illustrated next.

· Smart metering infrastructure: This application enables the AMI and provides customers real-time (or near real-time) pricing of electricity and can help utilities achieve necessary load reductions. It demands the communications hardware and software and associated system and data management software that creates a two-way network between advanced meters and utility business systems to enable the collection and the distribution of information to customers and other parties, such as the competitive retail supplier or the utility itself. Utilities also rely on AMI to implement residential demand response and to serve as the main mechanism for implementing dynamic pricing.

In order to support the above Smart Grid applications discussed above, it is essential to add and integrate computing and communication technologies and services with existing electricity-delivery infrastructure. To this end, the ICT platform is required to provide the bidirectional flows of energy and two-way communication and control capabilities, enabling new functionalities and applications, including the smart metering for homes and businesses. Generally speaking, the platform for Smart Grid consists of the following: 

· Connected electrical grid/ communication networks: Electrical grid needs to be integrated into an advanced, digital communication network infrastructure with two-way capabilities for communicating information, controlling equipment, and distributing energy. The use of a variety of public and private communication networks (wired or wireless) shall be integrated in Smart Grid.
· Distributed, intelligent, and secured grid control and management: On the top of connected electrical grid and communication network, the distributed and intelligent grid control and management plays a critical role to enable all key applications discussed above. To be specific, the energy intelligence, secured and QoS aware control and data planes need to be in place to meet the reliability, security, and QoS requirements of applications in Smart Grid. Because the Smart Grid will include networks from the diverse IT, telecommunications, and energy sectors, security shall also be required to ensure that a compromise in one network does not compromise security in other interconnected systems. 

9.
Architecture overview for Smart Grid in ICT perspective
9.1.
Simplified domain model in ICT perspective
Figure 6 shows the simplified domain model based on NIST 7 domain model in the section 6.4. This simplified domain model is composed of 5 domains as follows: 
· Grid domain (bulk generation, distribution and transmission)

· Smart metering (AMI)
· Customer domain (smart appliances, electric vehicles, premises networks (Home/ Building/ Industrial Area Network))
· Communication network
· Service provider domain (markets, operators, service providers)
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Figure 6. Simplified Smart Grid domain model in ICT perspective
Figure 6 shows five reference points from the network to other four domains, and between smart metering domain and customer domain. Samples functions at each of these reference points are listed below:

· Reference Point 1 – Between Grid domain and Network: enables exchange of information and control signals between devices in the Grid domain and the Service providers domains, the examples of SCADA and other operations are listed below:

· Transmission RTU in transmission systems to enable SCADA operations; 

· Transmission IED in transmission systems to interacts with SCADA operations in the Service provider domain; 

· Plant control system interacts with SCADA and EMS in the Service provider domain; 

· Plant control system interacts with ISO/RTO wholesale market in market operations (e.g., the control signals of monitoring, reporting, and telephony between bulk storage domain and markets to enable wholesale markets operations control hence optimizing portfolios of sources);
· Information and control signals and power generation information between Grid domain (Bulk generation) and Service provider domain (Control and Operations);
· Grid domain (transmission sensors and measurement devices) provides information from the transmission line to the Service provider domain (transmission operation, protection and control) for dynamic line rating, transmission line maintenance information, monitoring, reporting, and SCADA;
· Information exchange and coordination between Grid domain (generation) and Service providers domain (transmission operations and control);
· Distribution sensors and measurement devices provide distribution system information for use by DER.
· Reference Point 2 - Between Smart metering domain and Network: enables exchange of metering information and interactions through operators and service providers in the Service provider domain towards customers in the Customer domain such as:

· Management of meters, retrieval of aggregated meter readings from AMI head-end/controller in Operations and Service provider domains;

· Interact with Customer energy EMS to exchange pricing, data related to demand and response use case, including load schedding information, and any relevant information enabling automation of tasks involved in a better use of energy; 

· Billing in Service provider domain interacts with the meter in Customer domain.
· Reference Point 3 – Between Customer domain and Network, enables interactions between operators and service providers in the Service provider domain and devices in the Customer domain, such as: 

· A HAN may be established to provide communication between the Customer EMS and smart appliances and intelligent devices;

· The HAN communicates over this Reference point either through a secure energy service gateway or through public Internet;

· Energy Services Interface (ESI) / HAN gateway interacts with the metering/ billing / utility back office in the Service provider domain (Operations);
· ESI / HAN gateway interacts with the load management system / demand-response management system in the Service provider domain (Operations);
· ESI / HAN gateway interacts with the load management system / demand-response management system in the Service provider domain (Operations);
· Customer EMS interacts with energy service provider in the Service provider domain;

· Billing in Service provider domain interacts with customers in the Customer domain;

· Customer EMS interacts with distribution management system in the Grid domain;

· Customer EMS interacts with aggregator/ retail energy provider in provider domain;

· Monitoring and control information exchange for distributed generation and DER at the Customer domain;
· Devices in the Customer domain, including customer EMS, energy service gateway in the home, customer appliances and equipment interact with Smart meter.
· Reference Point 4 – Between Service provider domain and Network, enables communications between services and applications in the Service provider domain to all actors in others domains to perform all Smart Grid functions illustrated above.

· Reference Point 5 – Between Smart metering and Customer domain, through energy service gateway, such as:

· Smart meter interacts with devices, including customer EMS, energy service gateway in the home, customer appliances and equipment;

· Smart meter interacts with the billing in the service provider domain;

· Smart meters form a metering network to ensure reliable communication to the meter head-end through this Reference point.

NOTE: reference point 5 is optional.
9.2.
Simplified reference architecture for Smart Grid
Figure 7 shows the simplified reference architecture which has 5 key domains from Figure 6. The five reference points are also highlighted in this figure. As we can see from Figure 7, the service provider domain, grid domain, customer domain, and smart metering are interconnected via a communication network. Using the customer domain as an example, all devices (e.g., electric-vehicle, customer EMS, electric storage) are connected via premises network (e.g., HAN or LAN). The premises network in customer domain also has the connection to communication network cloud, connecting to other domains. As such, the customer domain EMS can interact with the metering/ billing / utility back office in the service provider domain. Using this figure, we can also see the other interactions between domains via the communication networks. For example, the field sensors in grid domain can interact with the SCADA in the operation of service provider domain for real-time remote sensing data collecting and control.
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Figure 7. Simplified reference architecture for Smart Grid
Figure 7 represents a logical view of the smart grid system with a focus on communication interactions. The communications cloud represents the communications networks that connect logical devices in the smart grid.  These communications networks may reside within a domain or cross-domain boundaries.  The communications network may carry grid related data only or may be a general purpose network carrying grid data along with generic data.  The choice of what type of network is needed to support a particular smart grid function shall be driven by the requirements of that function.
10.
Required capabilities for Smart Grid
10.1.
Services/Applications Plane
The following describes essential capabilities for the services/applications plane: 

· Distributed network operation and management, including real-time communicate, monitor and control the status of devices in energy generation, transmission, and distribution; 

· Management energy asset management and meter data management (i.e., energy usage, energy generation, meter logs, and meter test results);
· Fault management enhance the speed at which faults can be located, identified, and sectionalized and service can be restored;
· Customer and account management, and installation management;
· Billing/ account management, home management, building management, and others;
· Distributed energy resource aggregation, wholesaler & retailer marketing; and
· Dynamic pricing, trading, and market management. 

10.2.
Communication Plane
The communication (control & connectivity) plane includes communication network domain. The following describes essential capabilities for the communication plane. The protocols and functional requirements are described in the Requirement deliverable following this Overview deliverable.

· Capability of IP base transport
· Support capability of IP base transport, such as IPv4 and/or IPv6.

· OAM function
· Failure detection and alarm transfer;
· Hierarchical operations for failure detection and alarm transfer;
· Communication path trace;
· Performance measurement.
· Protection and restoration
· Support of one or more types according to target performance, e.g., service outage period, localization, useless traffic load;
· Co-operations among types without contradiction.

· Traffic engineering and QoS control
· Service Level Agreement (SLA) guidelines, traffic provisioning and traffic control. 

· Connectivity and routing
· Reach ability based IP capability; 

· Specific signaling protocol, e.g., SIP;
· Static routing.
· Access control
· Various types of access interfaces: wired access (e.g., Optical, xDSL, Coaxial, PLC), wireless access (e.g., Cellular, WiFi, ZigBee, Bluetooth, other sensor)
· Poling, demand assignment, no prevention access, etc.
· Network security

· Authentication;
· Encryption.
· Network management
· Monitor/surveillance of networks to manage failure, topology, performance, etc;
· Monitor/surveillance of communication component to manage component type, failure, etc;
· Provisioning of operation parameter;
· Remote testing;
· Compression of information;
· Northbound interface for communication from/to the higher network management entity.

· End networked device management
· Management of end devices in energy plane, such as electric vehicle, distributed generation, electric storage or appliances.

· Data management
· Data aggregation, suppression and unification of interface to reduce traffic load of communication network.

10.3.
Energy Plane
Energy plane includes grid domain, customer domain and smart metering. This plane consists of energy generation, storage, and consumption devices with communication interfaces. Information through these interfaces is transferred on communication network. The following describes essential capabilities for each domain of the energy plane.
10.3.1
Grid domain (bulk generation, distribution and transmission)
The following describes essential capabilities for bulk generation, distribution and transmission in this domain:

· Monitor and control energy generation, transmission, and distribution;
· Store and integrate renewable energy.
10.3.2
Smart metering (AMI)
The following describes essential capabilities for AMI in this domain:

· Support meter reading and network interface for remote meter data reading from service provider domain;
· Provide the home area networking with direct access to consumer-specific usage data, i.e., instantaneous usage, interval usage, volts, amps, VAR, power factor, and others.
10.3.3
Customer domain
The following describes essential capabilities for customers in this domain: 

· Home/ building energy automation;
· Energy management (including control & logging);
· Renewable energy management (store, manage, and integration);
· Support electric vehicles charging;
· Manage home appliance;
· Home area networking and management;
· Supports load control: a load control device (e.g. smart appliance, pool pump controller, EMS, etc.) has the capability to reduce the peak power consumption of the equipment under its control.
10.4.
Common required capabilities in all of planes
In all of planes, the following capabilities are required.
10.4.1
Security
In addition to network security, the following security features are required:
· Confidentiality: The Smart Grid should preserve authorized restrictions on information access and disclosure during communications, including means for protecting personal privacy and proprietary information. A loss of confidentiality is the unauthorized disclosure of information; 
· Data & User privacy: Data must be treated as personal and aggregation and removal of personal details may be required. The Smart Grid should preserve authorized restrictions on information access and disclosure during use & storage, including means for protecting personal privacy and proprietary information. A loss of Data & User privacy is the unauthorized disclosure of information during use & storage;
· Integrity: Smart Grid should prevent against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. A loss of integrity is the unauthorized modification or destruction of information; 

· Availability: Smart Grid should ensure timely and reliable access to and use of information. A loss of availability is the disruption of access to or use of information or an information system; 
The following issues need to be considered when considering the above security features:

· Extensive data gathering and two-ways information flows may broader the potential for compromises of data confidentiality and breaches of customer privacy, and compromises of personal data and intrusion of customer privacy; 

· The complexity of the grid could introduce vulnerabilities and increase exposure to potential attackers and unintentional errors;

· Increased number of entry points and paths are available for potential adversaries to exploit.

11.
Corresponding activities between FG-Smart and relevant SGs of ITU-T 
Smart Grid applications may give some impacts to conventional ITU-T activities. In short, it is possible that communication network (Control & Connectivity) plane gives some impacts to the current communication capability specified in ITU-T. Each SG in ITU-T has an active discussion of their role within communication capabilities for Smart Grid. Table 4 describes relationship between required capabilities in communication plan for Smart Grid and current activity in ITU-T SGs in the general aspects. 
Table 4.  Current ITU-T SGs activities in the general aspects of communication plane
	Items
	SGs and aspects
	NOTE

	(1) Capability of IP base transport
	SG11
	Signalling protocol
	

	
	SG13
	NGN aspect
	

	
	SG15
	Transport capability 
	NOTE 1

	(2) OAM function
	SG15
	Ethernet OAM
	

	(3) Protection and restoration
	SG15
	Physical layer, PON, Ethernet protection
	

	(4) Traffic engineering and QoS control
	SG11
	Protocol support for NGN QoS
	

	
	SG12
	SLA (Application level, IP level)
	NOTE 1

	
	SG13
	QoS control framework based on NGN
	

	
	SG15
	IP home network and access network QoS
	

	(5) Connectivity and routing
	SG11
	Signalling protocol
	

	(6) Access technology
	SG15
	Technology in Physical layer 
	NOTE 2

	(7) In-home networking
	SG15
	Technology for physical layer and data link layer
	

	(8) Network security
	SG17
	Conventional security and CYBEX
	

	(9) Network management
	N/A
	
	

	(10) End networked device management
	SG15
	Home network remote management
	

	
	SG16
	USN applications and services
	

	(11) Data management
	N/A
	
	NOTE 3


NOTE 1: SLA
ITU-T, especially SG12, has studied application level performance, such as G.1010 and G.1000. These recommendations should include Smart Grid applications. Moreover, IP level performance has specified in Y.1541. It should discuss that the current classes and QoS parameters in Y.1541 is enough or not for Smart Grid application.
NOTE 2: Access network and Neighbourhood area network
ITU-T SG15 has studied access network, such as optical access (by Q2) and metal access (by Q4). These activities should pay attention to smart gird.  
NOTE 3: Data management

Currently, this is out of scope in ITU-T. However, this issue will be discussed as the new network function.
The Table 5 identifies current activities that directly relate to Smart Grid, it identifies 3 SGs other activities are To Be Defined. Liaison with identified activities in clause 6.3 is also suggested.
Table 5.  Current ITU-T SGs activities directly related to Smart Grid
	Items
	SGs and aspects
	NOTE

	(1) M2M
	SG13
	Q3/13 USN, MOC
Q12/13 Ubiquitous networking (object to object communication)
	

	
	SG15
	Q1/15 IP home network
	

	
	SG16
	Q25/16 USN applications and services
	

	(2) Smart metering
	SG16
	Q25/16 Smart metering
	

	(3) Vehicle communication
	SG13
	Q12/13 networked vehicle
	

	
	SG16
	Q27/16 Vehicle gateway platform for telecommunication/ITS services /applications
	

	(4) Home networking
	SG13
	Q12/13 Next generation home network
	

	
	SG15
	Q1 and Q2/15 IP home network and access network QoS
Q4b/15   Broadband in-premises networking 

Q4c/15:   Communications for Smart Grid
	

	
	SG16
	Q21/16 home network services
	

	(5) Energy saving network
	SG13
	Q21/13 Future network
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Appendix I. Other Smart Grid definitions
· From Wikipedia:    www.wikipedia.org
A Smart Grid is a form of electricity network utilizing digital technology. A Smart Grid delivers electricity from suppliers to consumers using two-way digital communications to control appliances at consumers’ homes; this saves energy, reduces costs and increases reliability and transparency. It overlays the ordinary electrical grid with an information and net metering system, that includes smart meters. Smart Grids are being promoted by many governments as a way of addressing energy independence, global warming and emergency resilience issues.

A Smart Grid is made possible by applying sensing, measurement and control devices with two-way communications to electricity production, transmission, distribution and consumption parts of the power grid that communicate information about grid condition to system users, operators and automated devices, making it possible to dynamically respond to changes in grid condition.

A Smart Grid includes an intelligent monitoring system that keeps track of all electricity flowing in the system. It also has the capacity of integrating renewable electricity such as solar and wind. When power is least expensive the user can allow the Smart Grid to turn on selected home appliances such as washing machines or factory processes that can run at arbitrary hours. At peak times it could turn off selected appliances to reduce demand.

· From US department of energy:      www.oe.energy.gov
The electric grid delivers electricity from points of generation to consumers, and the electricity delivery network functions via two primary systems: the transmission system and the distribution system. The transmission system delivers electricity from power plants to distribution substations, while the distribution system delivers electricity from distribution substations to consumers. The grid also encompasses myriads of local area networks that use distributed energy resources to serve local loads and/or to meet specific application requirements for remote power, village or district power, premium power, and critical loads protection.

Electric grid stakeholders representing utilities, technology providers, researchers, policymakers, and consumers have worked together to define the functions of a Smart Grid. Through regional meetings convened under the Modern Grid Strategy project of the National Energy Technology Laboratory (NETL), these stakeholders have identified the following characteristics or performance features of a Smart Grid:

· Self-healing from power disturbance events;
· Enabling active participation by consumers in demand response;
· Operating resiliently against physical and cyber attack;
· Providing power quality for 21st century needs; 

· Accommodating all generation and storage options; 

· Enabling new products, services, and markets; 

· Optimizing assets and operating efficiently.
· From IEC Smart Grid Standardization Roadmap

“Smart Grid” is today used as marketing term, rather than a technical definition. For this reason there is no well defined and commonly accepted scope of what “smart” is and what it is not. However smart technologies improve the observability and/or the controllability of the power system. Thereby Smart Grid technologies help to convert the power grid from a static infrastructure to be operated as designed, to a flexible, “living” infrastructure operated proactively. IEC SG3 defines Smart Grids as the concept of modernizing the electric grid. The Smart Grid is integrating the electrical and information technologies in between any point of generation and any point of consumption. Examples:

· Smart metering could significantly improve knowledge of what is happening in the distribution grid, which nowadays is operated rather blindly. For the transmission grid, an improvement of the observability of system-wide dynamic phenomena is achieved by Wide Area Monitoring and System Integrity Protection Schemes;
· HVDC and FACTS improve the controllability of the transmission grid. Both are actuators, e.g. to control the power flow. The controllability of the distribution grid is improved by load control and automated distribution switches;
· Common to most of the Smart Grid technologies is an increased use of communication and IT technologies, including an increased interaction and integration of formerly separated systems.

· From European Smart Grids Technology Platform: Strategic deployment document – final version – 20 April 2010

A Smart Grid is an electricity network that can cost efficiently integrate the behaviour and actions of all users connected to it – generators, consumers and those that do both – in order to ensure economically efficient, sustainable power system with low losses and high levels of quality and security of supply and safety.

Though elements of smartness also exist in many parts of existing grids, the difference between a today’s grid and a Smart Grid of the future is mainly the grid’s capability to handle more complexity than today in an efficient and effective way. A Smart Grid employs innovative products and services together with intelligent monitoring, control, communication, and self-healing technologies in order to:

· Better facilitate the connection and operation of generators of all sizes and technologies;
· Allow consumers to play a part in optimizing the operation of the system;
· Provide consumers with greater information and options for how they use their supply;
· Significantly reduce the environmental impact of the whole electricity supply system. Maintain or even improve the existing high levels of system reliability, quality and security of supply;
· Maintain and improve the existing services efficiently;
· Foster market integration towards European integrated market.

The implementation of this concept will be made possible by the participation of all Smart Grids actors, according to their specific roles and responsibilities which are described in greater detail in the report of the Expert Group 3. Accordingly, Smart Grid participants are categorized in this report as follows:

· Network operators: transmission and distribution system/network operators (DSOs/DNOs);
· Grid users: generators, consumers (including mobile consumers), storage owners;
· Other actors: suppliers, metering operators3, ESCOs, aggregators, applications and services providers, power exchange platform operators.

Conceptually, some Smart Grid participants provide services, based on a combination of functionalities, to other Smart Grid participants. A Smart Grid service identifies, and can be commonly considered as, the outcome a user needs/will need from the electricity grid in a fully developed liberalised market; it is associated to one provider and to one or more primary beneficiaries, recognizing that the benefits will ultimately be reflected in consumer societal and environmental terms.

· From NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 2.0 
The Smart Grid is a complex system of systems
 for which a common understanding of its major building blocks and how they interrelate must be broadly shared.
Appendix II. Standardization activities of ITU-T SGs for Smart Grid
1. SG2
Q13/2
Q.13/2 is responsible for the identification and study of new requirements and priorities for telecommunication management. Under this responsibility, Q.13/2 is planning to study the management of Smart Grid.
2. SG5

Q18/5

Activity on Smart Grid should have impact on the methodologies that are in development under Q18/5.  SG5 would be interested in evaluating the environmental impact of smart grid using the methodologies developed in Q18/5.

In addition SG5 also intends to contribute to the EMC aspects of the smart grid as well. Such an issue is the emission and immunity phenomena and limits in the 9 kHz to 150 kHz frequency band. Our study covers the disturbance sources in this frequency range (e.g. the inverters of PV panels) which are affecting the home network services, i.e. home automation and the smart metering system as well.

3. SG9

Q4/9

Q4/9 – Application programming interfaces (API) for advanced content distribution services within the scope of Study Group 9
ITU-T draft new Recommendation J.hadi, “Harmonization of APIs for device integration” 

This draft new Recommendation tries to define APIs for TV content that will have a capability to support device harmonization between TV-related devices (e.g. STB) and in-home devices.

Q5/9

Q5/9 – Functional requirements for a universal integrated receiver or set-top box for the reception of advanced content distribution services
ITU-T Recommendation J.294 (J.rg-req), “Residential gateway requirements to support broadcast and IP-based interactive services over cable television networks” 

This Recommendation describes objectives, requirements and functional architecture for a residential gateway (RG) supporting broadcast and IP-based interactive services over cable television networks. This Recommendation describes the requirements for the functional components which form logical entities of RG.
Q9/9

Q9/9 – The extension of network-based content distribution services over broadband in Home Networks
ITU-T draft new Recommendation J.lasdp-req, “Functional and Application Programming Interface Requirements for Local Application and Service Delivery Platform for Cable Networks” 

This draft new Recommendation defines functional requirements for the local application and service delivery platform (LASDP) in the cable home network environment. The local application service delivery platform is a conceptual platform which resides within the home network to provide programming interfaces and functionalities to enable the cable service provider and third party entities to deliver advanced and innovative applications and services to cable subscribers in the home network. The LASDP can communicate and interwork with network service delivery platforms to create more value for customers and the service provider.
4. SG13
Q3/13

Q3/13 has developed the following recommendations related to Smart Grid:

· Y.2221, "Requirements for support of Ubiquitous Sensor Network (USN) applications and services in the NGN environment": This Recommendation provides a description and general characteristics of Ubiquitous Sensor Network (USN) and USN applications and services. It also analyzes service requirements of USN applications and services, and specifies extended or new NGN capability requirements based on the service requirements.  
This Recommendation is relevant for Smart Grid as it deals with USN applications which may be used for Smart Grid purposes.

· Y.2240, “Requirements and capabilities for NGN service integration and delivery environment: The objective of this Recommendation is to provide requirements and capabilities for a service integration and delivery environment in NGN (NGN-SIDE) in order to support various functionalities in the NGN-SIDE ecosystem, including integration of resources from different domains (e.g. telecommunication domain (fixed and mobile networks), broadcasting domain, internet domain, content provider domain etc.) over NGN, and provision of mechanisms for the support of diverse applications including cloud services, machine to machine, and ubiquitous sensor network applications.
As such, this draft Recommendation relates to the support of diverse applications which may be used for Smart Grid purposes.

· Y.MOC-Reqts, “Requirements for support of Machine-oriented Communication applications in the NGN environment”: This draft Recommendation provides a description and general characteristics of Machine Oriented Communication (MOC) applications. It also analyzes service requirements of MOC applications, and specifies extended or new NGN capability requirements based on the service requirements. 

This draft Recommendation relates to Machine to Machine (M2M) communications which may be used for Smart Grid application purposes. 
Q12/13

Q12/13 has developed the following recommendations related to Smart Grid.
· Y.2281 (Y.NGN-vehicle), Framework of networked vehicle services and applications using NGN: This Recommendation describes the framework of networked vehicle services and applications in the context of next generation network (NGN). This Recommendation identifies the relationship between NGN and a networked vehicle as well as requirements taking into consideration the necessity of supporting networked vehicle services and applications using NGN. In addition, a framework architecture of NGN capable networked vehicle and intelligent transport systems (ITS) infrastructure is described to support the communication features of an NGN harmonized with the networked vehicle.
In particular, ITU-Y Y.2281 specifies V2G interface for smart grid as follows.
· Vehicle-to-grid (V2G) communications: This relates to communications between a networked vehicle and utility grids for smart charging. Ethernet over power-line adapter or IMT-2000/DSRC can be used for this type of communication. However, there is no detailed description to support smart grid. So, the related activities for smart grid for electric vehicle are required in the ITU-T for future work.
· Y.UbiNet-hn, Framework of object-to-object communication for ubiquitous networking: This draft Recommendation describes concept and requirements of object-to-object communication for ubiquitous networking and present several technical considerations for identification of all objects and providing connectivity to them. This Recommendation also presents considerations for applications/services. 
This draft Recommendation relates to Machine to Machine (M2M) communication among Smart Grid related topics.
· Y.energy-hn, Energy saving using smart objects in next generation home network: This draft Recommendation provides high-level views for energy saving using smart objects in next-generation home network. 
This draft recommendation relates to energy saving through home automation for control various appliances. 
Q21/13
Q21/13 has been developing a deliverable named Overview of Energy Saving of Networks (FNenergy) that provides descriptions and categorization of current energy saving technologies and discusses necessary capabilities for future networks. Q21/13 will develop future networks requirements that also satisfy the requirements of smart grid. 

5. SG15

Q1/15

Q1/15 has produced two home network related recommendations; one is G.9970 “Generic home network transport architecture”, the other is G.9971 “Requirements of transport functions in IP home network”.   
Over the last year, Q1/15 has developed a new Draft Recommendation G.phnt, “Protocol for identifying home network topology”.  

G.phnt is based on Japanese Telecommunication Technology Committee (TTC) standard JJ-300.00 Home-network Topology Identifying Protocol (HTIP). 

An outline (called G.cmhn at the time) was circulated for comment following the June 2010 SG 15 meeting,  An early draft was circulated following the Q1/15 interim meeting in November 2010, with comments treated at the February 2011 SG 15 meeting.

Q4b/15   Broadband in-premises networking 

Motivation

The continuing customer demand for ever higher bit rate data services, high-speed Internet access and other innovative services, and the ongoing needs of network operators to leverage in-premises connectivity for distributing within the home IPTV and other applications, will require the development of new Recommendations and enhancements to existing Recommendations covering all aspects of in-premises Networking Transceivers operating over metallic conductors. These studies will include, but are not limited to, the transport of higher layer protocols, the management and test of the in-premises systems, spectral management aspects and energy saving techniques.

The following major Recommendations, in force at the time of approval of this Question, fall under its responsibility: G.995x series, G.996x series, and G.997x series.

The target audience for this question are the technology suppliers, chipset vendors, equipment vendors, and service providers active in the domain of providing broadband in-premises networking. A global audience is targeted to facilitate a unified approach to the broadband in-premises networking.

Question

What enhancements are needed to the G.995x series, G.996x series, and G.997x series of Recommendations:

· in the light of design, network deployment experience, and evolving service requirements?

· to optimise the transport of IP-based services? 

What new Recommendations are needed:

· for broadband transceivers for in-premises networking over metallic conductors such as phone-line, coaxial, data (e.g. CAT5) and power cables?

· to carry out line testing?

· to enable higher bit rates to be achieved by means of MIMO?

· to enable transport of higher layer protocols?

· to optimize the quality-of-experience to the end user?

· to facilitate PLC coexistence

What enhancements to existing Recommendations are required to provide energy savings directly or indirectly in Information and Communication Technologies (ICTs) or in other industries?

What enhancements to developing or new Recommendations are required to provide such energy savings?

Study items include, but are not limited to:

· Modulation and transport techniques, tools for spectrum management (including dynamic spectrum management), real noise environments, handshaking procedures, testing procedures, physical layer management procedures, protocols for PLC coexistence, energy saving techniques.

· These studies should take account of the different regulatory environments around the world.

· Transceiver to higher layer inter-connection techniques

These studies will include any specific requirements:

· to optimise the transport of IP-based services

· to optimise the transport of Ethernet based services

· to support the management of in-premises networking systems operating over metallic conductors

Tasks

Tasks include, but are not limited to:

Maintenance and enhancements of existing Recommendations and production of new Recommendations in the G.995x, G.996x, and G.997x series.

NOTE: An up-to-date status of work under this Question is contained in the SG15 Work Programme at http://www.itu.int/ITU-T/workprog
Relationships

Recommendations: 

· G.995x, G.996x, and G.997x series

· G.99x series.

Questions: 

· Q1/15, Q2/15, Q4a/15, Q4c/15

Study Groups:

· ITU-R SG1 and SG5

· ITU-T SG5 on EMC and various copper cable topics

· ITU-T SG9 on television and sound programme transport 

· ITU-T SG16 on multimedia aspects

· TSAG JCA-HN

· TSAG Focus Group on Smart Grid

Standardisation bodies, forums and consortia:

· ATIS Committee COAST and its subcommittee on Network Access Interfaces (NAI)

· ATIS Committee COAST and its subcommittee on Telecom Energy Efficiency (TEE)

· Broadband Forum  

· ETSI PLT 

· HGI on residential gateway

· HomeGrid Forum

· HomePlug on power line communication

· HomePNA on phone line networking

· IEC CISPR I on EMC requirements

· IEC TC57 WG20 on power line communication

· IEC TC69 on power line communication for electric vehicles

· IEEE on Ethernet 

· ISO/IEC JTC1/SC25 on interconnection of Information Technology equipment

· MoCA on multimedia over coax

· Smart Grid Interoperability Panel (SGIP)

· TIA TR-41 on Spectral management considerations

Q4c/15:   Communications for Smart Grid

Motivation

There is a growing interest worldwide in providing support for the integration of new technologies and applications aimed at sustainably addressing energy independence and modernization of the aging power grid, e.g. utility scale renewable energy sources, distributed energy resources, Plug-in Electric Vehicles, and Demand-Side Management. For supporting the above technologies and applications, it is necessary to ensure the availability of a modern, flexible, and scalable communications network that will tie together the fucntions of “monitoring” and “control.” Information and communication technologies will allow utilities to remotely locate, isolate, and restore power outages more quickly, thus increasing the stability of the grid. Information and communication technologies will also facilitate the integration of time-varying renewable energy sources into the grid, enable a better and more dynamic control of the load, and will also empower consumers with tools for optimizing their energy consumption.

The support of these application will require the development of new Recommendations and enhancements to existing Recommendations covering all aspects of narrowband and broadband communications and their management across the power grid from generation to load.These studies will include communications issues from the physical layer . to the transport of higher layer protocols over heterogeneous networks, as well as the definition of a smart grid communication architecture and requirements. Given the interdisciplinarity nature of smart grid applications, it is expected that a high degree of cooperation with other ITU Study Groups and Questions as well as other International Bodies like IEC will be required.

A global audience will be targeted to facilitate a unified approach to the support of Smart Grid communications. The telecom industry has a very important role in Smart Grid applications, for example broadband access can be used in Demand Side Management and cloud hosted energy service providers can reach the home also via existing broadband access technologies. Additionally, the consumer electronics industry will develop products on the basis of new energy efficiency standards and these products will also support Smart Grid applications, like Demand Response. The convergence of telecom, power, and consumer electronics industries for Smart Grid applications will drive a new eco-system of products. This convergence must happen under the auspices of international SDOs in co-operation with each other.

The following major Recommendations, in force at the time of approval of this Question, fall under its responsibility: G.995x, G.996x, G.997x, and G.9959 (ex. G.wnb).

Question

What enhancements are needed to the G.995x, G.996x, G.997x series and G.9959 (ex. G.wnb) Recommendations:

· in the light of design, network deployment experience, and evolving service requirements?

· to optimise the transport of IP-based services? 

· to ensure efficiency and scalability in large networks of Smart Grid devices?

· to operate over all voltage levels?

· to operate worldwide over different power grids?

· to support new smart grid applications?

What new Recommendations are needed:

· for transceivers supporting Smart Grid application in the transmission, distribution and in-premises domains?

· for transceivers operating on a variety of networking media such as phone-line, coaxial, data (e.g. CAT5), power cables, and wireless?

· to ensure efficiency and scalability in large networks of Smart Grid devices?

What enhancements to existing and developing Recommendations are required to provide energy savings directly or indirectly, to support Smart Grid applications in Information and Communication Technologies (ICTs) or in other industries?

What new requirements should be developed to enhance existing recommendations and allow them to support emerging energy related applications?

Study items include, but are not limited to:

· Modulation and coding, digital signal processing, tools for spectrum management (including dynamic spectrum management), real noise environments over multiple communications media, handshaking procedures, testing procedures, physical layer management procedures, energy saving techniques, and transport of higher layer protocols.

· These studies should take account of the different regulatory environments around the world.

· Transceiver to higher layer inter-connection techniques

These studies will include any specific requirements:

· to optimise the transport of IP-based services

· to optimise the transport of Ethernet based services

· to support Smart Grid applications in access (generation, transmission, distribution) and in-premises networking systems and equipment operating over a varierty of communications media

Tasks

Tasks include, but are not limited to:

Maintenance and enhancements of existing Recommendations and production of new Recommendations in the G.995x, G.996x,  and G.997x series.

NOTE: An up-to-date status of work under this Question is contained in the SG15 Work Programme at http://www.itu.int/ITU-T/workprog
 

Relationships

Recommendations: 

· G.991.n series, G.992.n series, G.993.n series, G.994.1, G.995.1, G.996.1, G.997.1, G.998.n series, G.995x series.???

· G.995x, G.996x, and G.997x series, and G9959 (ex. G.wnb)
Questions: 

· All Questions in ITU-T that have a stake in Smart Grid applications

Study Groups:

· ITU-R SG1 and SG5

· All SG in ITU-T that have a stake in Smart Grid applications

· TSAG, including the ITU-T Focus Group on Smart Gridand JCA-HN

Standardisation bodies, forums and consortia:

· ATIS  on energy efficiency and smart grid communications related standards

· CCSA on topics related to Smart Grid applications

· ETSI on energy efficiency and Smart Grid communications related standards

· HGI on residential gateway

· HomePlug on power line communication

· HomePNA on phone-line networking

· IEC CISPR I on EMC requirements, energy efficiency and smart grid communications related standards

· IEC on energy efficiency and smart grid communications related standards

· IEEE on smart grid communications related standards

· IETF on energy efficiency and Smart Grid communications related standards

· ISO and IEC on interconnection of Information Technology equipment, energy efficiency and Smart Grid communications related standards

· MoCA on multimedia over coax

· NIST on energy efficiency and Smart Grid communications related standards

· SAE, on energy efficiency and Smart Grid communications related standards

· Smart Grid Interoperability Panel (SGIP)

· TIA TR-45 and TR-50 on Smart Grid device communications

· UPA on power line communication

6. SG16
Q2/16 & Q12/16

Q2/16 and Q5/16 did not see anything relevant to Smart Grid.  We understand this work primarily focused on power management functions, but not functions that would extend all the way into a terminal, Gatekeeper, or MCU.  If the latter, it is not clear how any of those functions would be able to respond to power management requests.  We would welcome any queries that might aid in their work.
Q3/16

There are no current H.248.x Recommendations related to the smart grid activities. Future work items may address power saving in gateways but there are currently no planned activities.
Q5/16

The area of study for  Q5/16 includes “Considerations on how to further enhance telepresence systems to mitigate negative impact on climate change and to encourage a positive impact reducing greenhouse gas (GHG) emissions”, and the task list includes “Consider the role of control systems in telepresence systems.”   Therefore, consideration of power management for telepresence rooms and equipment is within the scope of Q5/16.  So far we have received no contributions on this topic.  However, the Q5/16 experts observe that Telepresence rooms use a lot of power, and often require ventilation and cooling while in use.  Suitable power management services would need to accommodate fast startup of the equipment, and take into account the use of this equipment outside of normal working hours (in order to meet with someone in a different time zone).

Q13/16
No work item on Smart Grid. Some applications related to smart grid have been developed.

Q21/16 & Q22/16

None so far. USN may have some relation with smart grid but not NID.
Q25/16

Q25/16 is currently developing F.USN-SM(Capabilities of USN for supporting requirement of smart metering systems) which is defining the capabilities of ubiquitous sensor networks (USN) for supporting requirements of smart metering systems. Because smart metering is one of typical applications and services on Smart Grid, the work on F.USN-SM is closely related to the work of FG-Smart Grid. In addition, the scope of Q25 is covering USN applications and Services which is closely related to M2M they identified as Smart Grid related topics. With regard to this, Q25’s future works needs to be closely collaborated with the work of FG-Smart Grid.
7. SG17

Q4/17

Some of work on Smart Grid related to cyber security  – has a nexus to ongoing Q4/17 work on Cybersecurity Information Exchange Techniques (CYBEX) described in draft Recommendation ITU-T X.1500. 
CYBEX use cases are already being developed in various forums as described below, although apparently none yet specifically focused on Smart Grid security. 
In general, Q4/17 would encourage the following roadmap.

1. develop a "smart grid security services architecture" - a canonical architecture that can be mapped to any other reference architecture

2. identify smart grid threats and develop a threat taxonomy

3. identify which security services will address the threats

4. instantiate service parameters/features associated with security services to define the security controls

5. make a formal mapping of security controls to smart grid threats

6. identify domains (including compliance) for security governance and map controls to domains

7. develop strategies for implementation and assessment

Q4/17 also suggests the following materials as CYBEX relevant.  These documents on the NIST twiki are included with this liaison for reference without any review by Q4/17.

Ref: http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/CloudSecurity
____________
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� National Institute of Standards and Technology, “NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0,” January 2010


� Smart Grid Interoperability Panel, Smart Grid Architecture Committee, “Smart Grid Conceptual Model,” April 2010


�   Communication should be protected from attack and virus. These protection functions should be implemented at ingress points of network. Moreover, recently, CYBEX (� HYPERLINK "http://cybex.nict.go.jp/" �Cybersecurity information exchange framework�) has been discussed for NGN and Cloud computing as new enhanced network security. This will be applied to Smart Grid communication network.


� system of systems is a collection of task-oriented or dedicated systems that pool their resources and capabilities together to obtain a new, more complex, ‘meta-system’ which offers more functionality and performance than simply the sum of constituent systems. [Wikipedia]
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