Youki Kadobayashi, ITU-T Q.4/17 1

Capacity Building with ITU-T
Cybersecurity Standards

Youki Kadobayashi, Rapporteur, ITU-T Q.4/17




Capacity building with ITU-T cybersecurity

standards
N
o Cybersecurity comprises of process-oriented cycle
e.g., Assess — Detect — Mitigate — Analyze — Prevent

o Existing process-oriented standards, as well as
checklist standards, should be complemented with
detailed knowledge-base of cybersecurity, because:

Cyber-risks are highly volatile

Chain reactions are typical; difficult to estimate the
risk without considering technical detail

You’ll need to communicate the detail
o ITU-T provides knowledge-base standards
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Cybersecurity knowledge base:
An ontology for cybersecurity information

Source: ITU-T Recommendation X.1500 Appendix I
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Knowledge base of vulnerabilities

o CVE: Common Vulnerability Enumeration

a structured means to exchange information on security
vulnerabilities and exposures and provides a common
identifier for publicly-known problems.

http://cve.mitre.org/
Standardized as ITU-T X.1520

National databases:
m NIST NVD

= Japan JVN

R. Martin, “Managing Vulnerabilities in Networked Systems”, IEEE
Computer, 34(11), Nov 2001.
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CVE schema

5|
Name Description
Overview Human-readable description
Impact CVSS scoring
References Advisories, solutions, tools
Vulnerable Enumerations of CPE ID (Common Platform
software and Enumeration)
versions
Vulnerability type | Reference to CWE
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CPE: common naming of IT assets

71 CPE: Common Platform Enumeration

a structured method of describing and identifying
classes of applications, operating systems, and
hardware devices present among an enterprise's
computing assets.

URI for IT assets, primarily software
Standardized as ITU-T X.1528

cpe:/o:microsoft:windows 2003
cpe:/a:adobe:reader:8.1
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Ongoing Proliferation of CVE
0 CVE-compatible products and services

27 countries, 157 organizations, 286 products
ST [ K 4 y s NIST - asEwE2011/11/21

¥ DHS National Cyber Security Division/US- CERT

WEDBHEL : 12089
#

National Institute of
Standards and Technology

JVN iPedia MREBI4IHREET—5X—2

NElvl=lat=1 Vulnerzablht’/ Database

automating vulnerability managem ity measdrement, and compliance checking
Vulnerabilities Checklists 800-53 Controls Product Dictionary Impact Metrics Data Feeds Statistics
SCAP Validated Tools |scaP Events |About |contact |Vendor ¢ t

[JVN iPedia)
MuabdR=E5

>>JVN iPedia English Version

ULl Search Results (Refine Search) JVN iPediaTEEEhTW\3EEH
NVD is the U.S. There are 233 matching records. Displaying matches 1 through 20.

. 3R - 2011/11/06 - 2011/11/12
government repository
of standards based 1234567891011 >>> 1. JVNDB-2011-002786

vulnerability CVE-2011-2442 [Apache HTTP Server (267 % 4 — E X BRAL5E (DoS) DRSS
2. JVNDB-2011-000099
ummary: Adobe Reader and Acrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before

management data. This
data enables automation [Z% (ChaSen) 28135/ y 7 74 —/—70—DKEBH)

of vulnerability esé:;lvz:lnoev:aiti;a;/kers to execute arbitrary code via unspecified vectors, related to a "logic 3. JVNDB-2011-002770
management, security . [PHP @ is_a BBRICH T A EBOI— FERTEhHHREBHE)
measurement, and Published: 09/15/2011

compliance (e.g. FISMA). CVSS Severity: 9.3 (HIGH)

= 5 N—
e e——nies
NVD contains: ummary: Multiple stack-based buffer overflows in CoolType.dll in Adobe Reader and
48607 CVE Vulnerabllities IAcrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to
20728k ypdated: lexecute arbitrary code via unspecified vectors.
S IlPublished: 09/15/2011 < . BA2EHA : 2011/11/2
221SHE-HRY Bhrs /15/ JVNDB-2011-000076 Rz : NN | ’New

25472859 Tctll1 \CVSS Severity: 9.3 (HIGH) HPOELHE ARICHFS 0S AL KA U105 3 ORBI

6908%“0" CVE-2011-2440

rafeidnal JVNDB-2011-000075 %I : SIONEE) A el A ’New
36734 ummary: Use-after-free vulnerability in Adobe Reader and Acrobat 8.x before 8.3.1, 9.x i
before 9.4.6, and 10.x before 10.1.1 allows attackers to execute arbitrary code via HPOEILEHR ARICEIIET 4 Lo MY FSA—YILORREMY

unspecified vectors. 2 : 201171172
NVD provides four IPublished: 09/15/2011 JVNDB-2011-002980 ZzIf : SI0N(EE) ?“Eﬁ 8 New
mailing lists to the - ’
public. For information ICVSS Severity: 9.3 (HIGH) Google Chrome 281 % ¥ — E 2 BAKE (out-of-bounds read) DiEZEMHE

U.S. NIST NVD Japan IPA JVN
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A hands-on example: explore CVE

(estimated time for this hands-on: 15 min.)
| 8

o Pick a particular application that you use daily, and search
cve.mitre.org with its name

o Create a spreadsheet, listing matching vulnerabilities
o Tip: find a software with lots of vulns, for interesting study

I/4 ) > \ | & www.cve.mitre.org/cve/cve.htm | ‘E] |§| (B3~ Google Q) E
About CVE CVE List Master Copy
Terminology CVE® is a publicly available and free to use list or dictionary of standardized identifiers for common
Documents computer vulnerabilities and exposures. You may search or download CVE, copy it, redistribute it,
FAQs reference it, and analyze it, provided you do not modify CVE itself as per our Terms of Use.
CVE List
About CVE Identifiers .
Sear Download CVE View CVE

earch CVE
Search NVD Allows you to download the entire CVE List in Provides an HTML-formatted listing of the
Updates & RSS Feeds various formats. current version of all CVE Identifiers on the
Request a CVE-ID | Choose Format | CVE List.
CVE In Use | View Entries |

CVE-Compatible Products

NVD for CVE Fix

Information

CVE Numbering Search Master Copy of CVE

Authorities

You can search for a CVE number if known. To search by keyword, use a specific term or multiple
News & Events

keywords separated by a space. Your results will be the relevant CVE Identifiers.

Calendar

Free Newsletter By CVE Identifier By Keyword(s)

Community Java |
CVE Editorial Board [ Submit | [ submit |

Sponsor

Contact Us
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Taxonomy of vulnerabilities

0 CWE: Common Weakness Enumeration

Group same kind of vulnerabilities into a weakness, and give it a
distinct number

Provides common names for publicly known problems in the
commercial or open source software

Intended for security tools and services that can find weaknesses
in source code and operational systems

Helps better understand and manage software weaknesses
related to architecture and design

http://cwe.mitre.org/
Standardized as ITU-T X.1524
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CWE schema

a more taxonomical approach to vulnerability

Name Description

Description

Time of introduction Architecture, design, implementation ...
Applicable platforms languages

Common consequences Scope and effect

Demonstrative examples Code example etc.

Potential mitigations Possible measures in design,
Implementation, operation..

Taxonomy mappings Other taxonomies

Reference

R. A. Martin, “Being Explicit About Security Weaknesses”, Crosstalk, Mar 2007.
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CWE top 25

o Prioritized list of dangerous software errors
Intended to minimize software vulnerability

0 cwe.mitre.org/top25/
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A hands-on example: explore CWE

(estimated time for this hands-on: 30 min.)
| 12

o On the previous spreadsheet which you created,
analyze the trend of vulnerability by time, type,
etc.

o What kind of insight can you draw from the
analysis?

0 You may contrast it with another software (of
similar type, different language, etc.)
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Quantification of vulnerabilities

o CVSS: common vulnerability scoring system

Base metrics: constant over time and across user
environments

Temporal metrics: reflects vulnerability landscape
Environmental metrics: reflects user environments
http://www.first.org/cvss/

Standardized as ITU-T X.1521 d HO
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Metrics in the CVSS v2

Base metrics

Name

Description

Access Vector

How vulnerability is exploited: Local (L),
Adjacent network (A), Network (N)

Access Complexity

Complexity of attack required to exploit the
vulnerability

Authentication

Number of times attackers must authenticate
to exploit vuln

Confidentiality impact

Impact to confidentiality if exploited

Integrity impact

Impact to integrity if exploited

Availability impact

Impact to availability if exploited
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Metrics in the CVSS v2

|15
Temporal metrics
Name Description
Exploitability Current state of exploit techniques and code
availability

Remediation level | Availability of official fix / temporal fix / workaround

Report confidence | Degree of confidence in the existence of
vulnerability
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Metrics in the CVSS v2

Environmental metrics

Name

Description

Collateral damage
potential

Potential for loss of life, physical assets,
productivity or revenue

Target distribution

The proportion of vulnerable systems

Security
requirements

User requirements for confidentiality, integrity,
availability
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Derivation of CVSS v2 Score

Base metric group

Computed by vendor w
. Base formula
and coordinator;

Represents severity

Temporal metric group

Computed by vendor -

and coordinator; w
changes over time;

represents urgency

Temp. formula

Environmental metric group

Computed by user; w

changes over time;
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A hands-on example: use CVSS

(estimated time for this hands-on: 20 min.)
| 18

o On the previous spreadsheet which you created,
use CVSS to prioritize mitigation of particular set
of vulnerabillities over others.

o Which vulnerabilities are considered most
important?

o If you have multiple vulnerabilities with same
CVSS score, propose a tie-breaking rule.

o Create a top 10 list of vulnerabilities
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Knowledge base of attack patterns

o CAPEC: Common Attack Pattern Enumeration
and Classification
Dictionary of attack patterns, solutions &
mitigations
Facilitates communication of incidents, issues, as

well as validation techniques and mitigation
strategies

http://capec.mitre.org/
Standardized as ITU-T X.1544
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CAPEC schema (partial)

Name

Description

Attack Pattern ID

Unique integer identifier

Attack Pattern Name

Description

Summary

Attack Execution Flow

Related Weakness CWE ID

Related Vulnerability CVE ID

Methods of Attack

References Further information

Solutions and Mitigations

Severity




A hands-on example: use CAPEC

(estimated time for this hands-on: 30 min.)
| 21

o On the previous spreadsheet which you created,
associate CAPEC ID with top 10 vulnerabilities

1 Create one-page executive summary, which
describes impact of those vulnerabilities and
persuades your customers to upgrade

0 Send resulting document and spreadsheet to us
via e-mail
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Checklists

o OVAL: Open Vulnerability and Assessment
Language
A standard for assessment and reporting of
machine state of computer systems. OVAL
iIncludes a language to encode system details,

and an assortment of content repositories held
throughout the community.

http://oval.mitre.org/
Standardized as ITU-T X.1526
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OVAL rule for detecting vulnerability
example: rule for detecting CVE-2011-2462
TS

The system is vulnerable
= IF : Any one of the following are true

= IF : All of the following are true Adobe Acrobat library is less than or equal to
8.2.4 and is greater than or equal to 8.0

Prerequisites (Extended Definitions)
Adobe Acrobat 8 Series is installed oval:org.mitre.oval:def:6452

= IF : Adobe Acrobat library is less than or equal to 8.2.4
= Windows : File Test : Adobe Acrobat library is less than or equal to 8.2.4

At least one of the objects listed below must exist on the system (Existence check)
Windows : File
[[value of

${{windows:registry_object:HKEY_LOCAL_MACHINE\SOFTWARE\Adobe\Adobe
Acrobat\8.0\Installer : Path}}]]Acrobat\acrobat.dll

product_version [entity_check=all] less than or equal 8.2.4.268 (datatype=version)
State matching the file version less than or equal to 8.2.4.268 windows : file state
= IF : Determine if the version of Adobe Acrobat is greater than or equal to 8.0
= Windows : Registry Test : Determine if the version of Adobe Acrobat is greater than or
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Using standards for continuous monitoring

of the state of cybersecurity
I

» CPE

* CVE
* CWE

* OVAL
* CVSS
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Major ITU-T standards for cybersecurity

Definitions, knowledge base standards

n X.1205, Overview of Cybersecurity
0 X.1251, A framework for user control of digital identity

o X.1252, Baseline identity management terms and
definitions

X.1254, Entity authentication assurance framework
X.1500, Overview of cybersecurity information exchange
X.1520, Common vulnerabilities and exposures

X.1521, Common vulnerability scoring system

X.1524, Common weakness enumeration

X.1528, Common platform enumeration

X.1544, Common attack pattern enumeration and
classification

O O 0o o o o O
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Summary

EN
o ITU-T cybersecurity standards provide critical
instruments to deal with rapidly changing and
diversifying cybersecurity phenomena

o Enumeration standards provides effective means of
communication across busmesses, government
agencies as well as communities

o Cyber-risks are highly volatile and manifests
through unexpected combination of components,
that requires careful examination of technical risks

through knowledge-base standards
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