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Evolution of (DLT) Interoperability

2000, ITU @aru-Tv.201-2000) -
Interoperability is the ability of two
or more systems or applications to
exchange information and to
mutually use the information that
has been exchanged.

2016, Vitalik Buterin (co-founder of

Ethereum) -
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2020, WEF (World Economic Forum) and Deloitte:

DLT interoperability focuses on the interaction of assets

DLT interoperability is cross-chain interoperability, = and information between different chain systems. The
and three kinds of cross-chain interoperation | approaches to DLT interoperability are proposed: cross

techniques are proposed as follows:
* notary schemes

e side chain / relay chain

* hash time locking

authentication, oracles and API gateways.

© O

Cross-authentication Oracle API gateway

2015, Interoperability Working Group of AFUL

(Association Francophone des Utilisateurs de Logiciels Libres) .
Interoperability is a characteristic of a product or system, whose
interfaces are completely understood, to work with other
products or systems, at present or in the future, in either
implementation or access, without any restrictions.

Compatibility De facto standard Interoperability

2020, David Treat (accenture Managing Director of

Global Blockchain Lead) .

DLT interoperability is the ability of a DLT system to
interconnect with multiple DLT systems and multiple DLT
subsystems

Node
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TBI Definition of DLT Interoperability

DLT interoperability is an ability that a DLT system instance exchange information with other system instances and
use the information that has been exchanged. Other system instances refer to all external system instances, such as
application system instances, other DLT system instances, and off-chain data system instances.

Application

[ Financial App ] [E—governmentApp] [ Industrial App ] [ Other App ]

--------------------------------- @ @ Interoperability #2: Application-Blockchain
“.I'.| ==

********************************* @@ Interoperability #3: Blockchain-Offchain
Off-chain Data

[ Financial Data ] [ E—gO\gaTament ] [ Industrial Data ] [ Other Data ]

Source: Blockchain Interoperability White Paper, Trusted Blockchain Initia"(es, July 202%—;,

Interoperability #1: Inter-Chain
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TBI DLT Interoperability Framework

Application Interoperability . Infrastructure ;
Business Development IF Participants Management IF System Management IF i i
[ Contract IF ][ Block IF ] [ Normal User Management IF ] [ Securit}/ ] [ Error Standard ] i i

Supetrvision L, !

[ TransactionlF ][ Event IF ] [ Node User Management IF ] [ System Operation and Maintenance IF ] i i i i
| | The General Digital Identity | !

. . Lo Management System b

Inter-chain Interoperability b L

Access Rule Route Rule Data Trust Interchain Governance p T T |
Access . - - . . i i

[ Mechanism ] [ Interchain Rule ] [ Validity ][ Atomicity ] [ Chain Permission Management ] i i
[ AR ] [ In-chain Rule ] [ Certainty ] [ AUd.it. ][ Uz ] | i
Access Supervision Governance 1 i
Off-chain Interoperabilit u o o
P y L Unified Digital Identity P

Data Trust Privacy Protection Security Supervision i i Protocol i i
Computing . . Audit ] [ Content ] i : i i

[ Sl el ][ Trust ] [ Ny (hermEen ] [ Supervision Security 1 Sttt ettt i
[ Transmission Trust ] [ Asset. ] [ Other Kgy ] [ Clear rights and responsibilities ] i i
Information Information : :

Source: Blockchain Interoperability White Paper, Trusted Blockchain InitiativeggJuly 2020 @)
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Part 2: Inter-chain Interoperability

Qiang Yan (qyan@webank.com) Blockchain Scientist, WeBank
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Key challenges of interchain operations @ OIS BUR R HEH T+

@ System semantics might be incompatible among different blockchains.
e
e
@ Trust models might not be mutually verifiable among different blockchains.

@ Different Business Logic

Data structures might be incompatible among different blockchains.

Network protocols might be incompatible among different blockchains.

Transactional requirements might not be satisfied among different blockchains.
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Interchain interoperability framework s s

4. Interchain
Governance

SO (= «+ Different business logic?
Communication
+ General access control,

. Differentgetwork 3. Interchain auditing, re%ulatior;
structures? protocols: Transaction support, and more
+ Different trust
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+ Different system
semantics?

+ Different data
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Interchain adaptation and communication @ Sl e

@, Unify and abstract interchain entry and communication protocols, data structure, API interface for
seamless and trusted block data exchange.

Adaptation Framework Communication Framework
Data API Zone E E
R:sg:sr:e Contract AP Blockchain
. dgean || R EEEE— 1 ------- | |
“ Resource _____w_____. , Resource _________ v ________ ‘
) ‘ . Interchain ' Locating ' |nterchain | Locating | Interchain :
Chain Block data API : Router 1 Protocol Router , Protocol | Router |
: Blockchain — Blockchain ! ! Blockchain |
| [ Aceess || statusan ; : : i ; ;
Blockchain R T """"""" T """ ' ottt T """"" ’
Adaptor | |
@ User ] ‘ User ’ [ User ]
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Interchain transaction RS A

(@‘) Ensure a transaction execution involving resources from multiple blockchain to be verifiable,

deterministic, and atomic.

Unified Data Structure

Signature
Merkle Proof
Block Metadata Relay

‘ HTLC: Hashed Timelock Contract

2PC: Two Phase Commit
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Interchain governance @ OJ {5 XRG4 i

‘/ ’ Enable essential governance capabilities for reliable and accountable interchain networks.

P e ——

Common Governance Capabilities:

+ Access control for member

blockchains GO\éehrngnce |
. ain !
AEE G ! Blockchain

+ Rollback mechanism for malicious Interchain

transactions ~ teeeeeeeeeeeooobooooometi ) L e

B
B

S

____________________________

+ Network anomaly detection and

i Zone - i i - i Zone i
recovery | | - : : - | :
+ Upgrade support E . Interchain E | Interchain ! E
- , - . Rout ! ' Rout ' -
« Auditing and regulation support ! U S o rouwer :
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TBI interchain reference platform: WeCross

Key challenges | TBI interchain interoperability
| framework

Different System Semantics |
\‘ Interchain Adaptation

Different Data Structure

Interchain Communication

Different Protocol

Interchain Transaction

Different Trust Model

Interchain Governance
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Different Business Logic
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Features

Universal Blockchain Interfaces

Heterogeneous Interchain
Protocols

Multilateral Inter-Domain
Governance
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Part3: Application Interoperability
&&
Off-chain Interoperability

Xiaofeng Chen (chenxiaofeng@hyperchain.cn), Co-chair, TBI Interoperability Working Group, Hangzhou
Qulian Technology Co., Ltd
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One Institution, Multi chains, Multi DApps Ll et

Finance DApp

Supply Chain DApp @ Healthcare DApp

Fabric @ FISCO BCOS

Hyperchain
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Key challenges of Inter-DApp s s

Different APIs

Vv Vv

FISCO BCOS
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Hyperchain V
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Key challenges of Inter-DApp s s

Different SDKs with Diff-PL

SDK

Types _
Java JavaScript Go Python C/C++ Other

Vv
Vv C#

FISCO BCOS \4 Vv
Vv

Vv

XuperChain
Hyperchain
UChains

TCChain V php. C#

Fabric
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Key challenges of Inter-DApp Sl e

Different APl Types & Scopes Abstract API List
ACCOU”t Management Business Development IF
Network Management [ Contract IF ] [ Block IF ]
Tra nsaCt|On ProceSS [ TransactionlF ][ Event IF ]

Block Process
Event Management

Participants Management IF

Contract Management [ wowmova |
Configuration Management [ ode Deer Management T ]
Node Management System Management IF

Devops Management [ e ) [ erorsansen |

[ System Operation and Maintenance IF ]




Status: Baas, Online IDE DSR4

Finance DApp

Supply Chain DApp @ Healthcare DApp

|

Baas
Fabric %%§ @ @ EEn
Hyperchain FISCO BCOS

Institution A




Status: Baas, Online IDE DSR4

Choose a blockchain to start

Consortium Blockchains Public Blockchains
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Goal: Open Blockchain Connectivity Ll et

JDBC OBCC

=3

OBCC API

1
OBCC Adapter
Manager

OBCC OBCC OBCC OBCC
Adapter Adapter Adapter Adapter
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Off-Chain Data, Off-Chain Computing

|ldentity
Information

Education
Information

Work
Information

Company
Information

Travel
Information
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Off-Chain Data, Off-Chain Computing e el
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