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Use Cases for QKD networks in China =~
ITU Webinars, May 26, 2021

Yong Zhao
QuantumCTek Co., Ltd.
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QKD:

generate and distribute symmetric keys,
which are combined with Cryptography
to realize Quantum Security

QKD + OTP
QKD + symmetric Crypto

PQC initialization
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Quantum Quantum Quantum internet
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Figure 1. Applications for quantum communications technology will grow over time.
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QKDN Industrial Chain
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Global Wide-area QKDN Infrastructure © TERT
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Quantum Security as a service (QSaas)

PQC
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Key Resource ==» Quantum Safe Service Platform © DEET

Super SIM Example: QSS-ME XQ EFRIRSBoSIZE
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v’ Fiber trunk line applications

v" Fiber and wireless hybrid metropolitan network applications
v 10T applications

v’ Telecom carriers' general communication service

v’ Satellite — ground network applications

v' QKD+PQC applications
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Quantum Secure Communication (QSC) through trunk line
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CFCA-Local Bank CA Data

transmission
(from CAS Quantumnet Co., Ltd.)
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E-government & Public Service: (from eatinFo co., Ltd.)

Office Automation, mobile office, healthcare, traffic and transportation, other resource management ...
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IOT: Intelligent Seal (from Yunxi tech Co.,Ltd.)

I Cloud Server Center

<
S8R

Server j’

Quantum

Key Default
Setting

9%@%

Request Approval

Copyright © 2021 QuantumCTek Co., Ltd.

QSS Platform

|

|

|

IS I Y

ea %

: Management

|

|

I

empower

QTCard

Quantum Key Offline
Distribution

~® -2 R

Seal Upload Research

6 EEET

QuantumCTek

Fingerprint detection
location recording
cloud service

image storage
guantum security



Telecom carrier: General telecom service (from china Telecom)
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Satellite — ground:

—— Intercontinental QKD Application Wide-area QSC within China

(from USTC)

b (from QuantumCTek)
[ MICIUS

The Micius satellite realized QKD

between Xinglong and Nanshan.

+  PBOC and State Grid have
demonstrated QSC applications

The Micius satellite realized QKD

between Xinglong and Graz.

« CAS and AAS had conducted a
quantum encryption video
conference in Sep. 2017.
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QKD + PQC: PQC Authentication of QKD (led by usTc)

® Post-quantum cryptography (PQC) can provide quantum resistant security of authentication

® USTC led the experiment in a 14-user QKD network within Jinan metro-QKD networks.
Lattice-based PQC algorithm Aigis-sig
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[Wang et al., NPJ Quantum Inf. 7, 67 (2021)]
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Thanks for your attention!
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