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TRUSTED BLOCKCHAIN INITIATIVES

DLT Interoperability :
on-chain & off-chain

Aaron Chu, WeBank



“ Consortium Blockchain Ecology

Participators
- How to cooperate between

- Is it easy to access blockchain?

- Is there any access control?

- What if the private key leaks or lost?
- Is it easy to develop dapps?

Blockchain Blockchain

- How can blockchain communicates
with each other?

- How to download verifiable data
from on-chain to off-chain?
- How to upload data from off-chain
to on-chain with trust?
Off-Chain - What about data silos?

Blockchain world Real World

| Business | Ledger e
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“ Challenges And Solutions

Challenges Solutions

Consistent governance

Handy middleware platform
to develop & access

Heterogeneous participators

High entry barriers

Diversified interchain
collaborations

Different blockchains

Data usability from on-chain
to off-chain

Trustful exportation of on-
chain data
Trustful importation of off-
chain data

Data usability from off-chain
to on-chain
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“ Governance: WeBankBlockchain-Governance(1)

Multiple scenarios covered

On-chain and Off-chain supported

Unified governance process Pluggable, reusable, customizable

ii'i'i'i' Voting é' Voting ;8
— —
Alliance members Alliance committee Business committee
Meta governance Fundamental network governance Application governance

Governance
Proposal model
process

Modification of Node authority Committee Interfac_e permission
parameters election adjustment
. Contract Business account Application parameter
—
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Governance Committee
strategy election

p

Rule initialization Proposal initiation Vote on the proposal Proposal decision Proposal execution
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“ Governance: WeBankBlockchain-Governance(2)

Private key governance

Certificates governance

Account governance

Authentication governance

WeBank

Key management containing mainstream solutions and business models

Certificate distributions for a variety of algorithms

Self controlled, recoverable account for blockchain users

Role based access control solutions for smart contracts



99 Viddieware Platform: WeBASE

STEP 2 STEP 3 STEP 4 STEP 5
Deploy WeBASE Develop Smart Contract App layer calls API to Admin login,

S

step
process

Connect to node Deploy online trigger transaction performance analysis

70%

Performance
increase

ab & ) C%

0 Common features Construct transaction Visualization Strong data mgmt.
i il
80 A) Standardized rails management capability
Time saved o Transaction entered on Maintenance made Smart analysis of data
Easily integrated chain easily easy
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“ Middleware Platform: WeBankBlockchain-SmartDev

Component Smart Contract Library Contract Compilation Application Scaffold

development Plugin

mode Rich, reusable and more Immersive coding mode: no Configuration-based
secure functions, low tedious operation but only a development, automatic code

threshold and less workload single command generation, resulting in lower cost

and more business focused

Development can be

completed within 1 week Only 1-2 months needed

Completed within 1s

Blockchain application

VS Smart contract development Smart contract compilation development
Traditional Developed within months Developed time about Developed time at least
development Manual work, high Sl s 6 months
vulnerability, high threshold LSS Cleulng Heavy workload and high
mode and heavy workload tedious operation and development threshold, code
Inefficient recompilation coupling and complex configuration

WeBank



“ Interchain Collaborations: WeCross

Admin Authorization Controls Regulatory Audit

Business KU ESIEERIECIEE@ilely) Hash Time Lock

Blockchain Network Transaction
Comm. Adaptor Connection Verification

Blockchain Blockchain Addressing
Data Resources Structure Protocol

WeBank

® \WeCross offers a common, efficient, and safe cross-chain

cooperation mechanism suitable for promoting inter-
industry/companyl/jurisdiction trust transfer and business
collaboration

Supports most mainstream open-source blockchain types, such as
FISCO BCOS & Hyperledger Fabric

Use Cases: Arbitration on blockchain, digital asset conversion,
cross-border personal data transfer authorization, etc.



“ Data Exportation: WeBankBlockchain-Data

Digital Financial

Government Service

Social Public welfare & Judicial
ocla environmental =

Governance protection Arbitration

Business on chain
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Blockchain Network
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Online transaction

Scale out Data Lake

Mass Storage
Full backup, data snapshot,

S e

Intelligent retrieval @\ (Lo h
Stereoscopic analysis "\“‘ /" LO ' @ .a.
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Strong
Capability

Data support

S

Business Analysis

Lol

Dashboard
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Regulatory audit
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Business report
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“ Data Importation: Truora

Digital
Governance

4 v N\
On-chain __ 5=
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Business Contract Truora Contracts Set
Q) Monitor Event Update Data @
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Policy/
Games Forecasts Randoms Regulation
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Consortiums are urgently looking for how to move
authentic data in the real world on-chain

Increased demand for an open-source data oracle bot by
the community

WeBank developed a set of oracle bot solutions that
combine both centralized and distributed deployment
options

Combines the standards of different data across
consortium business cases (e.g. data format, data
governance, etc.)

v' Multiple v" Multiple
v
Blockchains Clustered
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