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More Data and More Exposed

Annual Data Generation per Year
(Source IDC)
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Figure 2: Average Lines of Software Code in Modern Luxury Vehicle Compared to Types of Aircraft
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Cvbersecurity is a key enabler of digital transformation
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A rapidly increasing number of new cybersecurity risks
emerge stressing the need to strengthen

cyber resilience:

* Compromising physical security

* Services disruptions

* Personal data

* Production downtimes
* Damaging equipment
* Financial losses

* Reputational losses

Spectrum of offensive actions

Denial Weaponization

The Global

Risks Report 2020

In recent years the Global Risks Report has
identified cyberattacks as very likely to
happen with a very high impact: “Offensive
cyber capabilities are developing more rapidly
than our ability to deal with hostile incidents”
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Figure ll: The Global Risks Landscape 2020
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Impact on Individuals: > Bricom, oR NEXT
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The Cybersecurity Workforce Gap by Region
Source: ISC2

3.5 Million

The number of unfilled
cybersecurity positions
globally by 2021

- Cybersecurity Ventures




Cybersecurity and Digital Transformation

Cybersecurity Skills Gap

0 34% of Managers
%gb%) Oft l\.l{lanagers “Have a high confidence in their team’s 58% Of Managers
uné;::;g;,y eams are ability to detect and respond to cyber “Have unfilled cybersecurity positions”

threats”

40% of Managers
“University graduates in cybersecurity
are not prepared for the job challenges
they will face”

32% of Managers 29% of Managers

“It takes six or more months to fill a “Less than a quarter of applicants are
cybersecurity position” qualified for the cybersecurity position”

Source: www.isaca.org
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Cybersecurity at the national level

The increased complexity, pace, scale and
interdependence of technological trends will
overwhelm the current cybersecurity
postures.

To reap the benefits and manage the
challenges of digitalization,

countries need to frame the proliferation of
ICT-enabled infrastructures and

services within a comprehensive
cybersecurity policing effort
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Cybersecurity policy making

governments have a unigue and expansive role:

Protect their own infrastructure
Protect national interests:

Digitalisation

Economy

Human rights and liberties
Citizen and businesses
Build trust environment




3 Pillars
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Strategic Engagement in Cybersecurity

Guide to Developing a
National Cybersecurity
Strategy

2nd Edition 2021

Lifecycle of a National
Cybersecurity Strategy

Overarching Principles of a
National Cybersecurity Strategy

National Cybersecurity Strategy
Good Practices
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Issue a new National Update National
Cybersecurity Strategy Cybersecurity Strategy

Production of the

Stocktaking and National : Monitoring and
. : Implementation ;
analysis Cybersecurity Evaluation
Strategy
- ldentify the Lead - National Cybersecurity - Drafting the National - Developing the Action - Establishing a formal
Project Authority Landscape Assessment Cybersecurity Strategy Plan process
- Setup Steering - Cyber-risk landscape - Consulting with a broad - Determining initiatives - Monitoring the progress
Committee Assessment range of stakeholders to be implemented of the implementation
- ldentification of - Document and define - Seeking formal approval - Allocating human and of the Strategy
Stakeholders and define national priorities - Publishing the Strategy financial resources - Evaluating the outcome
their involvement - Setting timeframes and of the Strategy
- Planning the metrics

development
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Stakeholders involvement
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1. Governance

P

Ensure the highest level
of support

Establish a competent
cybersecurity authority

Ensure intra-government
cooperation

Ensure inter-sectoral
cooperation

Allocate dedicated budget
and resources

Develop an implementation
plan
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Establishing a formal process

Y  Specific

J Measurable

Achievable

SO Responsible

Time-related
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THANK YOU

cybersecurity@itu.int
gci@itu.int



