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Challenges in Smart City Scenarios
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Monitoring Controlling AI Cloud Services (Commercial) Public Services
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. . . IoT asset’s interface
based on their 
specific
data models / 
functions,
protocols and 
security
mechanism  

Time and cost
intensive 
integration +
maintenance 



Service Orchestration with Web of Things
E.g., for increasing the usage of renewable energy
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Monitoring Controlling AI Cloud Services (Commercial) Public Services
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Simplified IoT asset 
onboarding + 
maintenance based 
on WoT Thing 
Description (TD) to
describe the diversity

{ Properties, Actions, Events } Standardized & 
reusable WoT
application 
layer for easy
service composition



Details about
WOT Thing Description
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Context of
website

Get more
information

Get more
information

Content / 
Information

Enter data in
a web form

Select something

Websites are intended for Humans
Typically, we know what we get and how! 



Who are you?

What kind of functions do you have?

What kind of data do you serve?

How can I access the data/function?

What kind of protocols & serializations do you 
support? Are there some security constrains?

How does the payload structure look like?

Do you have other relations to other Things?

user
manual

Thing’s Interface - Situation Today

Are there some context information 

(e.g., kind of actuator/sensor, unit)?



What kind of functions do you have?

How can I access the data/function?

What kind of protocols & serializations do you 
support? Are there some security constrains?

How does the payload structure look like? Are there some context information 

(e.g., kind of actuator/sensor, unit)?

Do you have other relations to other Things?

The WoT Thing Description 
The “index.html” for Things – A common language based on JSON-LD / RDF

Who are you?What kind of data do you serve?



What kind of functions do you have?

How can I access the data/function?

What kind of protocols & serializations do you 
support? Are there some security constrains?

How does the payload structure look like? Are there some context information 

(e.g., kind of actuator/sensor, unit)?

Do you have other relations to other Things?

…

Who are you?What kind of data do you serve?

The WoT Thing Description 
Reuse existing domain knowledge



Describe any Thing’s Interface with a TD

{
"@context": [ "https://www.w3.org/2019/wot/td/v1",

{ "saref": "https://w3id.org/saref#" } ],
"@type": "Thing",
"id": "urn:dev:ops:13473-temp-12",
"title": "Temperature",
"security": { "scheme": ”oauth2" },

….
"properties" : {
"value": {

"type": "number",
"minimum": "-40.2",
"maximum": "48.4",
"unit": "Celsius",
"@type": "saref:Measurement”,
"forms": [{

"href": “http://192.168.0.1/temp",
"contentType": "application/json”,
…

}]}}}

{
"@context": [ "https://www.w3.org/2019/wot/td/v1",

{ ”eclass": " "https://www.eclasscontent.com/owl/v11.1"}],
"@type": ["Thing", "eclass:0173-1#01-AKE162#016"],
"id": "urn:dev:ops:42473-engine-12",
"title": "Engine",
"security": { "scheme": ”basic" },
….
"properties" : {
"status": {

...
"forms": [{

"href":"modbus+tcp://192.168.0.2:502 ...}]},
"speed": {...}

},
"actions": {…}

”events": {…}
}

Retrofit 
existing 
devices/interfaces



WoT Binding Templates –
Uniform Documentation of IoT Protocols
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"properties": { 
...

"forms": [
{                                  

"op": "readproperty", 
"href": "https://myled.example.com:8080/livingroom/lamp/status",
"contentType": "application/json",
"htv:methodName": "GET"

}
…

HTTP

"events": { 
...

"forms": [
{                                  

"op": "subscribeevent", 
"href": "mqtt://mybroker.example.com:1883/livingroom/lamp/criticalCond",
"contentType": "application/json",
"mqv:controlPacketValue": "SUBSCRIBE"

}
…

MQTT

"actions": {
...
"forms": [
{
"op": "invokeaction", 
"href": "coaps://myled.example.com:5684/lr/l/fi",
"contentType": "application/ocf+cbor",
"cov:methodName": "POST",                 
"cov:options": [ {
"cov:optionNumber": 2053, /// OCF-Content-Format-Version
"cov:optionValue": "1.1.0"

} ]

CoAP

MQTT Broker 
address

MQTT Topic

CoAP header
settings



WoT Binding Templates –
Uniform Documentation of IoT Protocols (cont.)
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"properties": { 
...

"forms": [
{                                  

"op": "readproperty", 
"href": "modbus+tcp://127.0.0.1:60000/1/",
"contentType": "application/octet-stream;byteSeq=BIG_ENDIAN;length=4",
"modbus:function": "readHoldingRegisters",
"modbus:address": 40001,
"modbus:quantity": 2,
"modbus:pollingTime": 500

}
…

Modbus

"properties": { 
...

"forms": [
{                                  

"op": "readproperty", 
"href": "opc.tcp://localhost:26543/ns=3;s=\"Case_Lamp_Variable\"",
"contentType": "application/x.opcua-binary",
"opc:method": "READ"

}
…

OPC UA

"properties": {
...
"forms": [
{

"op": "readproperty", 
"href": "mbus+tcp://127.0.0.1:8182",
"contentType": "application/octet-stream",               
"mbus:unitID": 3,
"mbus:offset": 1,
"mbus:timeout": 2000
} ]

M-Bus

…

Alternative 
addressing possible 
(e.g via browse path)



Eclipse edi{TD}or
web based IDE

• Open Source: eclipse.github.io/editdor/

• Supports you to create your first 
Thing Description

• Validates TDs/TMs

• Renders TDs/TMs like Swagger

• Can be extended with vendor context

• Supports the new Thing Model feature



Checkout for more Information + Tools 
https://www.w3.org/WoT/developers/
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https://www.w3.org/WoT/developers/
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