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Android Attack Points

J Data Storage
= Keystores
= Application Filesystem
= Application Database
= Configuration files

J Binary source code
= Reverse engineering
= Look for vulnerabilities in source code
= Embedded credentials
= Key generation routines

Data storage, source code and
- Platform platform are interrelated and a
= Malware installation weakness in one can lead to
= Mobile botnets exploitation in another.
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Introduction

The Open Web Application Security Project OWASP Mobile Top Ten Lab methodology

A coIIabo.rative, non-for—profit foundation that_ OWASP project that aims to identify and 18 tests organized

works to improve the security of web applications |  document the top ten vulnerabilities of mobile| according to OWASP
applications mobile top ten

Also works on security of mobile applications.
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Android tests

* Our tests are organized according to the subjects of the OWASP Mobile Top Ten:

* M1 Improper Platform Usage
* M2 Insecure Data Storage

* M3 Insecure Communication
* M4 Insecure Authentication

* M5 Insufficient Cryptography
* M6 Insecure Authorization

* M7 Client Code Quality

* M8 Code Tampering

* M9 Reverse Engineering

* M10 Extraneous Functionality

* M6, M7, M10 out of scope because they would need access to the source code or require collaboration with the editor
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Elements of the lab used for the tests

Smartphones, one rooted, one not rooted
* Rooting software:
* Magisk
* Frida

Workstation

* WiFi adapter to create hotspot

* Android Debug Bridge
* Static analysis software: Mobile Security Framework (MobSF),

Androguard

* Interception software: Burp proxy, Bettercap, apk-mitm

www.figi.itu.int/figi-resources/dfs-security-lab/



M1 Improper Platform Usage

The application should make correct use of the features of the

platform (phone’s operating system)
T1.1 Android:allowBackup
* Backup of the application and its data into the cloud should

be disabled

T1.2 Android:debuggable

* Debugging features of the application should be disabled

T1.3 Android:installLocation
* The application should be installed in the internal, more
secure, memory
T1.4 Dangerous permissions

* The application should not require dangerous permissions,
as defined by Android.

= APPLICATION PERMISSIONS

k

android.permission. ACCESS_COARSE_LOCATION

android.permission. ACCESS_FINE_LOCATION

Search:

STATUS T INFO

(network-
based)
location

== fine (GPS)

location

DESCRIPTION

Access coarse
location sources,
such as the mobile
network database, to
determine an
approximate phone
location, where
available. Malicious
applications can use
this to determine
approximately where
you are.

Access fine location
sources, such as the
Global Positioning
System on the phone,
where available.
Malicious
applications can use
this to determine
where you are and
may consume
additional battery
power.
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M2 Insecure Data Storage

Data should be stored in a way that limits the risks in case of
loss or compromise of the phone

T2.1 Android.permission.WRITE_EXTERNAL STORAGE

* No permission to write to a removable memory card

T2.2 Disabling screenshots

* If not disabled, screen shots are done automatically
to generate thumbnails for task switching

"true"
.c2dm.permission.RECEIVE"
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M3 Insecure Communication

Protect against eavesdropping and manipulation of traffic

T3.1 Application should only use HTTPS connections
* Test by sniffing traffic
T3.2 Application should detect Machine-in-the-Middle
attacks with untrusted Certificates
* Would allow anybody to intercept traffic
* Test by intercepting traffic with proxy
T3.3 Application should detect Machine-in-the-Middle
attacks with trusted certificate
* Would allow authorities to intercept traffic
* Test by installing root certificate on phone,

intercept with proxy

T3.4 App manifest should not allow clear text traffic

. CRE—
etwork-security-config=
t "trug® =

=domain-config cleartextTr mitted
-

| network _sa rurl.l_y_cunliq.xrnl b

=domain 1 Lu ibdomalns="trua®
=/domain=
<pln-sat=
=pin digest="SHA
=/pins=
<pin digest="SHA- 256" =SOmHT mqv20hJEf ySvyPVERSnyMEL1 JzdCarxduo] has=
=/pin=
</pln-sat>
<trustkit-config disableDefaultReportuUri="true* enforcePinning="true=*:=
=F@pOrT-Url -h'{tp:.‘ Afour report Servéer :lum.-'lln,n' réaport
=/report-uri=
=/trustkit-config=
= {fum.—_ur1-i.-_or1f1q -
=domain-config eartextTrafficPermitted="1tr

3" = AMWHTSQLDD ) Nsd 300 0dzGxMx /G1 1Uy Z26g 18/kS10dQ=

<=domain includeSubdomair “trus® ﬁ

=/damain

<pln-sets=
=pin digest="SHA- Z56° =y1 085Ed LOhhc GMhQRePZZ+ 5 ALNZL IW2deSe+ Us xRLRE=
=/pln=
=pin digest="SHA- 256" =980T onqpEwkY tNSZVgMZuWzZ I talnf xNPWTeml X0uc=
</pin=
=pin digest="SHA- Z56" =dusFkDdMc VQ3uBp rumio &t 31 3C2TuMPZEChRBRDa t /U=
=/pin=

</pln-sat=

=trustkit-config disableDefaul tReportUri="true* enfor Plnning="trua®*:=

“report=-url -httpsi.-"foklr report server dﬂm-:‘].."_."r'@pﬂrt
=/report-uri=
=/trustkit-config=
=/domain-config=
=domain-config eartextTrafficPerml tted="tr
zdomain i1mcludeSubdomatir ' rUEY = ~- _com.af
=/ domaln
<plf-S&t=
=pin digest="SHA- Z58%
</pin=
=pin digest="SHA. 256" =5k JVNEMWOK j FCALTeXYSHZdvyCS120bAOVIG1RSPS1w=
</pin>
=/plhn-sat>
-'I,r'l.l'.'l_k:l,:_--:nnl"a,n:; isableDefaultReport 1="trua* anfor L ARl ng="true® =

-FH7RI sAY /SOmOcY rct+oEGHAKRt ASEZJG 7S+ spx i vE=
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Burp Project Intruder Repeater Window Help Legger++ Backslash

Enrors T EsPReSS0 T ExifTool JSON Beautifier I Deserialization Scanner ] Logger+-+ T Paramalyzer ] “ersions T Software vulnerabilty Scanner T Additional Scanner Checks
Dashboard T Target Prosy Intruder i Repeater I Sequencer I Decoder Comparer ] Extender T Project options T User options T AuthMatric T Bypass WAF ] co2
[ Intercept ] HTTP history ] webSockets history ] Options ]
l Filter: Hiding out of scope items |®
# v |Host Method | URL Params | Edited | Status |Length | MIME type |Extension | Title Comment TS ] Cookies Time
148 https GET fizwlm?_= 1594371899392 o 200 431 J50M o 11:04:50 4
145 https GET ,I’:I!'h'im?_= 1594371717242 o 200 491 Jsom o 11:01:5]
144 https GET fizwlm?_= 1594371530165 o 200 491 5o o 10:58:41
141 https GET P2PPayment SystemP2PinterfacePZPLoginfvd_... o 200 576 JSOM o 10:55:4]
139 https POST jsmartphonefsendcepvl lprvateCustomersfme... o 200 1480 JS0OM o 10:55:2
138 https GET ismartphone/senicepl lfprivateCustomersime... o 200 870 JSOMN o 10552
137 https POST P2PPayment SystemP2PIntefaceP2PLoginMva_... + 200 BOS SO « 10:55:1
136 https POST ismantphone/serniceil lforders/p2pisend ~ 200 7T JSOMN ' 10:55:04
135 https GET PZPPaymentSystermP2ZPinterfacePZPLogin/va_... o 200 b=l -] JS0M ' 10:55:0
1324 https GET [PZPPaymentSystemP2PinterfaceP2PLagin/va_... o 200 576 JSoM < 10:54:4
133 https GET MP2PPaymentSystemyP2PInterfaceP2PLoginfa_, .. o 200 s7e JSON o 10:54:1
132 https GET ismartphone/sendceivl ljorders ?himit= 1L00&pa... o 200 18539 JSOM o 10:53:4
131 https POST Jjsmartphonefsendcerl lprivateCustomersime... o 200 1480 JS0M o 10:53:4
130 https GET jsmartphone/sericepvllfprivateCustomersime... o 200 a70 JSoM o 10:53:41
128 https GET fsmartphonefsenaceprl lforders 7since=1970-0... o 200 S0014 JS0M of 10:53:4%
13R httrs BsT B PEEawmant Swet amiP ?RInt arfar a D 7R aminfsd o 2NN 134 ISk i 10.53-49 %
| -i- . T

Reguest | Response ]

Faw I-Pararns -I-Headers THex TIEGN T]SON Eeal.ﬁiﬁer-]

rFllforders/pPipsaend HATTE 1.1

s




M4 Insecure Authentication

Prevent unauthorized access to the application

T4.1 Authentication required before accessing sensitive information

* Application must require PIN or fingerprint
T4.2 The application should have an inactivity timeout

T4.3 If a new fingerprint is added, authentication with fingerprints should be temporarily disabled
* User should provide PIN to enable fingerprints again

* Prevents attacks where an attacker adds their fingerprint to access the application

T4.4 1t should not be possible to replay intercepted requests (e.g. a money transfer)

* An attacker intercepting a request for a money transfer could replay it to steal money from the
victim.
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M5: Insufficient Cryptography

"moneyReceiverMobilelNumber" :"+4179
"moneySender": {

"WEiretName" Cryptography can only protect confidentiality and integrity of
"] Aetlame" - data if correctly implemented
b
T5.1 The app should not use unsafe crypto primitives
publLe Sgit;”lle b(Context context) { * E.g., MD5, SHA-1, RC4, DES, 3DES, Blowfish, ECB
return context.getExternalCacheDir();

* Search for these in the code

return | File(Environment.getExternalStoragebirectory().getPath() + |
* Detection of these primitives does not imply that they
try { ) are used for protecting critical information!

MessageDigest instance = MessageDigest.getInstance("SHA-1");
instance.update(str.getBytes());

public static String b(String str) {

return a(instance.digest()); T52 The HTTPS ConneCtionS ShOUId be Conﬁgured
+ catch (NoSuchAlgorithmException unused) { . .
return String.valueOf(str.hashCode()); accordlng to best praCtlceS

L)

public static boolean b IR

* Watch where the app connects to, use Qualys SSL
labs to evaluate configuration, expect a grade of B or
if (bl.b()) {

return Environment.isExternalStorageRemovable(); maore

SO SR
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M8: Code Tampering

Prevent an attacker from tampering the code on the
telephone

T8.1 The application should refuse to run on a rooted
device

* On a rooted device, users can manipulate the
code of the application
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M9 Reverse engineering

ssuance. gpusceLsL geLByLesL ) Prevent attackers from analyzing the logic of
} catch -NDSuchAlgurithmExcepfi;n unused) { the appllcatlon

return String.valuedf(str.hashCode()]);

r T9.1 The code should be obfuscated

public static boolean b({) {
if (bl.b()) {

~return Environment.isExternalStorageRemovable(); *When the code is obfuscated, it is much
return true; more difficult to understand the logic of
the code
public Bitmap a(String str) { . . -
dt<String, Bitmap> dtVar = this.d; * This makes it more difficult to
T etarn atvar.a(str); manipulate the code or to find potential
 oturn null: vulnerabilities
* Decompile the code and assess its
punl;;nzﬁignizéd{-this.q ) { readability

if (this.c = null || this.c.a()) {
File file = this.f.c;
if (this.T.g && file '= null) {
if (!file.exists()) {
file.mkdirs();
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FINANCIAL INCLUSION @ @'

GLOBAL INITIATIVE

Tests summary

Template For Corresponding tests
Application Security
Best Practices

9.1 Device integrity T1.2 Android:debuggable

SECURITY, INFRASTRUCTURE AND TRUST WORKING GROUP T1.4 Dangerous permissions
Digital Financial Services T8.1 The application should refuse to run on a rooted device
security audit guideline 9.2 Communication T3.1 Application should only use HTTPS connections

SeCl.”.'ty and T3.2 Application should detect Machine-in-the-Middle attacks with
Certificate S

Handling certificates

REPORT OF SECURITY WORKSTREAM T3.3 Application should detect Machine-in-the-Middle attacks with
trusted
certificates

T3.4 App manifest should not allow clear text traffic
T5.1 The app should not use unsafe crypto primitives

T5.2 The HTTPS connections should be configured according to best
practices

T5.3 The app should encrypt sensitive data that is sent over HTTPS
9.3 User T4.1 Authentication required before accessing sensitive information
authentication

T4.2 The application should have an inactivity timeout

T4.3 If a fingerprint is added, authentication with fingerprints should be
disabled
T4.4 1t should not be possible to replay intercepted requests
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FINANCIAL INCLUSION @ @’

GLOBAL INITIATIVE

Tests summary

Template for application
security best practices
SECURITY, INFRASTRUCTURE AND TRUST WORKING GROUP

Corresponding tests

T1.1 Android:allowBackup

e = - < 9.4 Secure Data
Digital Financial Services i

security audit gmde“"e T1.3 Android:installLocation

T2.1 Android.permission. WRITE_EXTERNAL_STORAGE

T2.2 Disabling screenshots

CISRECRICR I IBERBIR 179 1 The code of the app should be obfuscated
Development
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What we need to test your DFS app
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JSSD and STK tests

2 SIM cards for the MNO networks to be tested.
Active DFS account on each SIM

PIN codes of the active wallets

Prepaid mobile credit on the SIM cards.

Include the USSD codes for each of the DFS
providers.

DFS credit on the DFS wallets (To be used for
the tests).

Android app testing
« 2 accounts used for the Android app.
* Links to the Android DFS apps from the Play

Store/APK file
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Get Iin touch

’E{ dfssecuritylab@itu.int

https://figi.itu.int/figi-resources/dfs-security-lab/
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