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ITU DFS Security Recommendations



ITU DFS Security Recommendations
• Recommendations for regulators to mitigate SS7 vulnerabilities

• Security recommendations to protect against DFS SIM risks and SIM 

swap fraud

• Mobile Payment Application security best practices

• Template for a Model MOU between a Telecommunications 

Regulator and Central Bank on Digital Financial Services Security

• DFS consumer competency framework

https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-and-SIM-swap-fraud.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-and-SIM-swap-fraud.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Mobile-Application-Security-Best-practices-.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf
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1. MOU between the Central bank and Telco regulator

• Bilateral. 

• Includes responsibilities of the central bank and Telco regulator on DFS 

Security(e.g. SIM swap fraud, SS7, consumer protection, QoS etc.)

• A Joint Working Committee on DFS security and risk-related matters.



2. Security recommendations to protect 
against DFS SIM risks

Related report:
Security testing for USSD and STK based DFS applications

https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf


SIM Swap

SIM Cloning

SIM Recycling

Binary over the air attacks 



Regulatory Guidance to mitigate SIM risks 

a. Regulatory coordination between telco and DFS regulator on SIM 

vulnerabilities. 

- e.g. An MOU between the DFS regulator and Telco regulator

b. Standardization by regulators of SIM swap rules amongst MNOs/MVNOs

c. Recommending security measures for DFS operators on SIM risks.

Source: NCC



Recommendations contain

• MNO controls on SIM swaps

• DFS operators controls to mitigate SIM swaps



IMSI validation gateway
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Architectural implementation of IMSI validation gateway. 
Source: ITU Report on SS7



3. Recommendations to mitigate SS7 
vulnerabilities

Related report:
Technical report on SS7 vulnerabilities and mitigation 
measures for digital financial services transactions

https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Technical-report-on-the-SS7-vulnerabilities-and-their-impact-on-DFS-transactions_f-1-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Technical-report-on-the-SS7-vulnerabilities-and-their-impact-on-DFS-transactions_f-1-1.pdf




Regulatory Guidance to mitigate SS7 risks 

• Regulatory coordination (telco and DFS) 

• Incentivize the industry

• Sensitization 

• Baseline security measures on SS7.



4. Mobile Payment App Security Best 
Practices

Related report:
Security testing for USSD and STK based DFS applications

https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf




Mobile Payment App Security Best Practices
Considerations: 

i. device and application integrity.

ii. communication security and certificate handling.

iii. user authentication.

iv.secure data handling.

v. secure application development.



5. DFS Consumer Competency Framework

• Guide for policymakers, national regulators, and DFS providers.

• For developing consumer awareness and literacy programs.

• Identifies competencies (knowledge areas, skills and attitudes) for 

safe engagement of users in DFS. 



Contact: dfssecuritylab@itu.int 
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