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Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM recycling

Recommendations to mitigate SS7 vulnerabilities

Template for a Model MOU between a Telecommunications Regulator and Central Bank related to DFS Security

Mobile Application Security Best practices

ITU DFS Consumer Competence Framework

https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
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Device and Application 
Integrity

Use platform services for 
integrity checks; 

remove extraneous code

maintain high-integrity state 
server-side.

Communication Security 
and Certificate Handling

Standardized cryptographic 
libraries; strong, 

up-to-date TLS certificates; 
limit certificate lifetimes (825 
days); 

contingency for untrusted 
CA; secure TLS configuration; 

certificate pinning; correct 
server certificate validation.

User Authentication

Disallow easily guessable 
credentials; 

encourage multi-factor 
authentication; 

prefer authenticator apps 
over SMS for OTPs; 

secure storage of biometric 
information.

Secure Data Handling

Secure storage of 
confidential info; 

trusted hardware for 
sensitive data; 

avoid external storage; 

clean caches/memory; 

`fine-grained permissions for 
data sharing;

avoid hard-coding sensitive 
info; 

validate client input for 
database storage.

Secure Application 
Development

Adhere to secure coding 
practices and standards; 

provide secure application 
updates; 

regular internal or external 
code reviews.



Device and 
Application Integrity

Communication Security 
and Certificate Handling

User Authentication Secure Data Handling

T1.1 Android:allowBackup

T1.3 Android:installLocation

T2.1 
Android.permission.WRITE_E
XTERNAL_STORAGE

T2.2 Disabling screenshots

Secure Application 
Development

T9.1 The code of the app 
should be obfuscated
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http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int
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