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Overview

1. Mobile application security framework
2. DFS app security tests
* Android App and

* iOS Mobile Payment



Objectives of the Recommendations

« Enhance Security: Implement robust security measures to protect against SS7
vulnerabilities, SIM risks, and SIM swap fraud.

* Promote Best Practices: Encourage the adoption of best practices in mobile financial
services application security.

* Foster Collaboration: Strengthen collaboration between Telecommunications Regulators
and Central Banks through a model MOU.

* Improve Consumer Competency: Enhance DFS consumer competency through a
structured framework.

« Advance Financial Inclusion: Use these recommendations as tools to advance financial
inclusion by making DFS safer and more secure for all users.



Recap: DFS Security Recommendations

Security recommendations to protect against DES SIM related risks like SIM swap fraud and SIM recycling

Recommendations to mitigate SS7 vulnerabilities

Template for a Model MOU between a Telecommunications Regulator and Central Bank related to DFS
Security

Mobile Application Security Best practices

ITU DFS Consumer Competence Framework


https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf

Mobile Payment App Security

framework



Mobile Application Security best practices

Device and
Application
Integrity
T1.2 Android:debuggdable

'T1.4 Dangerous permissions

T8.1 The application should
refuse to run on a rooted device

Communication
Security and Certificate

Handling
T3.1 Application should only use HTTPS
connections

T3.2 Application should detect Machine-in-
the-Middle attacks with untrusted certificates

T3.3 Application should detect Machine-in-
the-Middle attacks with trusted certificates

T3.4 App manifest should not allow clear text
traffic

T5.1 The app should not use unsafe crypto
primitives

T5.2 The HTTPS connections should be
configured according to best practices

T5.3 The app should encrypt sensitive data
that is sent over HTTPS

User
Authentication

T4.1 Authentication

required before accessing
sensitive information

T4.2 The application

should have an inactivity
timeout

T4.3 If a fingerprint is
added, authentication

with fingerprints should
be disabled

T4.4 It should not be
possible to replay
intercepted requests

Secure Data
Handling

T1.1
Android:allowBackup

T1.3
Android:installLocation

T2.1
Android.permission.WRIT
E_EXTERNAL_STORAGE

T2.2 Disabling
screenshots

Secure Application
Development

T9.1 The code of the app
should be obfuscated



Android & iOS App DFS Security Tests



Introduction

The Open Web Application Security Project

A collaborative, non-for-profit foundation that
works to improve the security of web
applications

Also works on security of mobile applications.

OWASP Mobile Top Ten

OWASP project that aims to identify and
document the top ten vulnerabilities of
mobile applications

Lab methodology

18 tests on Android
organized according to
OWASP mobile top 10.

21 tests on iOS DFS
applications



iOS and tests

*  Our tests are organized according to the subjects of the OWASP Mobile Top Ten:

— M1 Improper Platform Usage
— M2 Insecure Data Storage

— M3 Insecure Communication
— M4 Insecure Authentication
— M5 Insufficient Cryptography
— Mé Insecure Authorization

— M7 Client Code Quality

— M8 Code Tampering

— M9 Reverse Engineering

— M10 Extraneous Functionality

M6, M7, M10 out of scope because they would need access to the source code or require collaboration with the
editor



DFS lab hardware and software

2 32GBRAM, 1TB, 4+ core 64-bit processor Al

2 Google Pixel Android
2 (One of the iPhones MUST run iOS 14) iOS
Opensource/licenced All
Security professionals with at least 3 years technical security experience All

DFS Apps, SIM cards to be tested. i
A



Summary of the tests

22 i0S and 18 Android tests organized according to OWASP mobile top ten

Tests with jailoroken/rooted and non jailbroken/non rooted phones

Static analysis of apps on a workstation

» Dynamic analysis with a man-in-the-middle proxy



Static tests

 Extract application package (apk/ipa) from a rooted/jailoroken phone
* Analyse the package on workstation with different tools (Mobsf, Jadx)

-

— | lpa | —»




Functionality tests

Test security features on standard phone and on rooted phone




Interception tests

« Use the workstation as man-in-the-middle between phone and server
contacted by the application
— Use Bettercap to force traffic through the workstation
— Replace certificate on phone
— Disable certificate pinning (on jailoroken phone only)
— Use Burp proxy to analyse, modify, replay traffic

H%J%




Test details



M1 Improper Platform Usage

The application should make correct use of the features of the
platform (phone’s operating system)

T1.1 Android:allowBackup

* Backup of the application and its data into the cloud
should be disabled

T1.2 Android:debuggable
« Debugging features of the application should be disabled

T1.3 Android:installLocation
* The application should be installed in the internal, more
secure, memory
T1.4 Dangerous permissions

* The application should not require dangerous permissions,
as defined by Android.

= APPLICATION PERMISSIONS

L3

android.permission. ACCESS_COARSE_LOCATION

android.permission.ACCESS_FINE_LOCATION

STATUS *

Search:

INFO

coarse
(network-
based)
location

fine (GPS)
location

DESCRIPTION

Access coarse
location sources,
such as the mobile
network database, to
determine an
approximate phone
location, where
available. Malicious
applications can use
this to determine
approximately where
you are.

Access fine location
sources, such as the
Global Positioning
System on the phone,
where available.
Malicious
applications can use
this to determine
where you are and
may consume
additional battery
power.




M2 Insecure Data Storage

rsion="16" android:targetSdkver Data should be stored in a way that limits the risks in case of
android.hardware.telephony

“android.hardware.telephony.cdma;' ::‘ " IOSS or Compromise O-f the phone

"android.hardware.telephony.gsm"

"android.hardware.camera"” roid:r

"android.hardware.camera.autofocus"” roid:required=" -

"android.hardware.camera.flash" droid:required 5 H H .

oty e esdablod b i e T2.1 Android.permission.WRITE_EXTERNAL_STORAGE
"android.hardware.camera.any" roid:require o o o

*android. hardware.bluetooth® android: required="false' — No permission to write to a removable memory
"android.hardware.location” roid:re r

"android.hardware.location.network" roid:required=" c (:Eir(j

"android.hardware.location.gps” 3.

"android.hardware.microphone” 4e* : T22 Dlsabllng ScreenShOtS

="android.hardware.wifi"

'"android.hardware.wifi.dire&t" : roid:required=" - 1 B
b s s b b s A — If not disabled, screen shots are dgne gutomatlcally
to generate thumbnails for task switching

="android.hardware.screen.portrait” id:re
I "0x00020000" droid:re ired="true"
="android.permission.INTERNET"
="android.permission.ACCESS_NETWORK_STATE"
="android.permission.ACCESS_WIFI_STATE"
="android.permission.VIBRATE"
="android.permission.WAKE_LOCK"
="android.permission.USE_FINGERPRINT"
"android.permission.ACCESS_FINE_LOCATION"
"android.permission.READ_PHONE_STATE"
"android.permission.READ_CONTACTS"
"android.permission.WRITE_CALENDAR"
"android.permission.CAMERA"
"android.permission.FLASHLIGHT"

"true" oid:xlargeScr ="true"
"com.google.android.c2dm.permission.RECEIVE"




M3 Insecure Communication

Protect against eavesdropping and manipulation of traffic

T3.1 Application should only use HTTPS connections .. . s v s o sus

\ Emors | EsPResSO | ExifTool JSON Beautifier | Deserial lization Scanner | togger++ |  Paramal lyzer | Versions Software Vulnerability Scanner

| Dashboard | Target Proxy intruder | Repeater |  Sequencer | Decoder | comparer | Extender | Project options User options

- Test by Sniﬁing traﬁic \xmercepx | HTTR history. | WebsSockets history | Options

Hiding out of scope items

T3.2 Application should detect Machine-in-the- Mlddle*s = Pra eheh g PR e e =
attacks with untrusted Certificates

— Would allow anybody to intercept traffic R i

— Test by intercepting traffic with proxy 5:

T3.3 Application should detect Machine-in-the- Middle:

[mquest I Response }

4
R A R RN

attacks with trusted certificate e e T T |
— Would allow authorities to intercept traffic el
— Test by installing root certificate on phone, =
intercept with proxy e
T3.4 App manifest should not allow clear text traffic



Burp Project Intruder Repeater Window Help Logger++ Backslash

Errors T EsPReSSO I ExafTool JSON Beautffier T Desenalization Scanner T Logger++ T Paramalyzer I Versions T Software Vulnerability Scanner ] Additional Scanner Checks
Dashboard T Target Proxy Intruder I Repeater T Sequencer T Decoder T Comparer T Extender I Project options T User options T AuthMatrix T Bypass WAF T co2

[lntercept IH‘!TP history I WebSockets history TOptnons ]

I Filter: Hiding out of scope items [@

[f Y| Host | Method | URL |Params |Edited | Status | Length | MIME type | Extension | Title | Comment ITLs | | Cookies | Time
148 https| GET fzwim?_=1594371899392 v 200 491 JSON v 11:04:5%A
145 https| GET fizwim?_=1594371717242 v 200 491 JSON v 11:01:5S:
144 https GET fizwim?_=1594371530169 v 200 491 JSON v 10:58:4¢
141 https| GET /P2PPaymentSystem/P2PInterfaceP2PLogin/V4_... v 200 576 JSON v 10:55:4:
139 https| POST Jsmartphone/servicepvl]/privateCustomers/me... v 200 1480 JSON v 10:55:2
138 https| GET Jsmartphone/servicepvl]/privateCustomers/me... v 200 870 JSON v 10:55:2¢
137 https| POST /P2PPaymentSystem/P2PIinterfaceP2PLogin/Va _... v 200 805 JSON v 10:55:1

% 136 https POST /smartphone/service/vl1jorders/p2p/send v 200 777 JSON v 10:55:0¢
135 https| GET /P2PPaymentSystem/P2PIinterfaceP2PLogin/Va_... v 200 S76 JSON v 10:55:0
134 https GET /P2PPaymentSystem/P2PInterfaceP2PLogin/Va_... v 200 576 JSON v 10:54:4
133 https GET P2PPaymentSystemyP2PInterfaceP2PLogin/Va_... v 200 576 JSON v 10:54:1
132 https| GET /smartphone/service/v11/orders?limit=100&pa... v 200 18539 JSON v 10:53:4
131 https| POST /smartphone/service/vl1/privateCustomers/me... v 200 1480 JSON v 10:53:4
130 https| GET Jsmartphone/servicepvll/privateCustomers/me... v 200 870 JSON v 10:53:4%
129 https| GET Jsmartphone/servicepvll/orders?since=1970-0... v 200 S0014 JSON v 10:53:4%
128 httne PNST M 2PPavment SvetamiP 2PInt arfaraP 2P nninAZ4 vy 200 1340 ISON o 10.53-a<¥

B1S = Y

l Request I Response ]

[Raw ] Params THeaders ] Hex I]SON ] JSON Beautifier ]

4 rice/vil/orders/p2p/send HTTP/1.1

rtphone/se

deflat

>

>




M4 Insecure Authentication

Prevent unauthorized access to the application

T4.1 Authentication required before accessing sensitive information
— Application must require PIN or fingerprint

T4.2 The application should have an inactivity timeout

T4.3 If a new fingerprint is added, authentication with fingerprints should be temporarily disabled
— User should provide PIN to enable fingerprints again
— Prevents attacks where an attacker adds their fingerprint to access the application

T4.4 1t should not be possible to replay intercepted requests (e.g. a money transfer)

— An attacker intercepting a request for a money transfer could replay it to steal money
from the victim.



MS5: Insufficient Cryptography

public static File b(Context context
if (bl.a ]
return context.getExternalCacheDir

return File(Environment.getExternalSto

public static String b(String str

try {

MessageDigest 1nstance = MessageDlgest getInstance("

instance.update(str.getBytes

return a(instance. \~\P;t ;
} catch NoSuchAlgorlthmExceptlon unused

return String.valueOf(str. hCode

public static boolean Db
if (bl.b ]
return Environment.isExternalStorageRemovable();

e himn B .

rageDirectory

.getPath

+

Cryptography can only protect confidentiality and integrity
of data if correctly implemented

T5.1 The app should not use unsafe crypto primitives
— E.g., MD5, SHA-1, RC4, DES, 3DES, Blowfish, ECB
— Search for these in the code
— Detection of these primitives does not imply that
they are used for protecting critical information!
T5.2 The HTTPS connections should be configured
according to best practices
— Watch where the app connects to, use Qualys SSL
labs to evaluate configuration, expect a grade of B
or more



M8: Code Tampering

Prevent an attacker from tampering the code on the
telephone

T8.1 The application should refuse to run on a
rooted device

— On a rooted device, users can manipulate the
code of the application




M9 Reverse engineering

Prevent attackers from analyzing the logic

1Nstance. upuate(str.gersyes

return a(instance.digest()); ’ _F h |' .
} catch (NoSuchAlgorithmException unused) { O t e app ICatlon
return String.valueOf(str.hashCode ;

public stati bootean ) T9.1 The code should be obfuscated

if (bl.b
return Environment.isExternalStorageRemovable(); . . .
— When the code is obfuscated, it is
much more difficult to understand the
public Bitmap a(String str) { .
dt<String, Bitmap> dtVar = this.d; |Og|C O-F the Code

if (dtvar != null) {
return dtVar.a(str);

return true;

— This makes it more difficult to
manipulate the code or to find

return null;

public void a

T (this.c 2= mall || this.c.a0) potential vulnerabilities
File file = this.f.c; o o
IF (this.7.g 8 File 1= ML) — Decompile the code and assess its
file.mkdirs();

readability



http://www.itu.int/go/dfss|

Contact: dfssecuritylab@itu.int



http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int

Thank you!



