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DFS Security Recommendations overview

Recommendations
to protect against
DFS SIM related
risks like SIM swap
fraud and SIM

recycling

Lorem ipsum dolor sit
amet, consectetur
adipiscing elit. Nullam
vehicula dapibus
massa, nec

Recommendations to
mitigate SS7
vulnerabilities

Lorem ipsum dolor sit
amet, consectetur
adipiscing elit. Aliquam
vel iaculis risus. Cras ut
euismod sapien, vel
pretium ante. Maecenas

MOU between a
Telecommunication
s Regulator and
Central Bank
related to DFS
Security

Lorem ipsum dolor sit
amet, consectetur
adipiscing elit.

Mobile
Application
Security Best
practices

Lorem ipsum dolor sit
amet, consectetur
adipiscing elit.
Aliquam vel iaculis
risus. Cras ut euismod
sapien, vel pretium
ante.

DFS Consumer
Competency
Framework

Lorem ipsum dolor sit
amet, consectetur
adipiscing elit. Aliquam
vel iaculis risus. Cras ut
euismod sapien, vel
pretium ante.
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Case study: Peru
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DFS Security clinics

Held DFS Security clinics
with DFS regulator and
providers in the country on
the DFS security
recommendations. SBS

2018
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Knowledge

On setranstfing for
Android and iOS
applications

(09)
NG

Ninth entry

Lorem ipsum dolor sit amet,
consetetur sadipscing elitr,
sed diam nonumy eirmod
tempor invidunt ut labore

et.




DFS Security Recommendations overview

1. Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM
recycling

2. Recommendations to mitigate SS7 vulnerabilities

3. Template for a Model MOU between a Telecommunications Regulator and Central Bank related to
DFES Security

4. Mobile Application Security Best practices

5. DES Consumer Competency Framework
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https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://s41722.pcdn.co/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf
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Contact: dfssecuritylab@itu.int
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Thank you!



