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Introduction
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Why use BSA?

Cybersecurity threats are worryingly high and keeps rising. Here are some facts and figures about the current 
state of cybersecurity in 2024, such as:

 

USD10.5 Trillion
Annual global cost of 
cybercrime by 2025

Source: Cybersecurity Ventures

130%
Increase in ransomware 

attacks in Jan 2024

74%
of breaches in 2023 involved 

the human element

19%
of cyberattacks in 2023 was due 
to compromised business email 

Source: Check Point Research Source: Verizon

Source: BlackFog
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Current Access Security measures are not enough

Some challenges and limitations of the current access security measures, such as: 

Passwords are easy to forget, steal, or hack.

Multi-factor authentication (MFA) adds complexity and 

inconvenience for users, devices can be stolen.

Biometrics can be spoofed or compromised.

Centralized databases are vulnerable to breaches or attacks.
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Passwordless BSA:

Overview
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What is Passwordless BSA?

A True-Passwordless Multifactor 

Authentication (MFA) Solution

Utilizes Blockchain Technology 

for verification & authentication.

Unique Technologies

Multiple Identifier Random 
Combination (MIRC)

One-Time Security Key 
(OTSK)

Multilateral Distributed 
Verification (MDV)

Kernel Chain Core (KNChain) 
Hybrid Blockchain
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Common Criteria Certificate
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Evolution of Authentication

Password-based Authentication

- 1FA (User ID & Password)

One-Time Password/Token Based Authentication

2FA (SMS, OTP, TOTP, HOTP, SOTP)

Certificate Based Authentication - 2FA (PKI)

Biometric Authentication - 2FA (Face, Fingerprint) 

Multi-Factor Authentication - MFA (PKI, Biometric, Token)

Centralized Depository - Passwordless

Passwordless Blockchain MFA (OTP ~ Biometric)
True-Passwordless (Non-PKI-Based, No Master Key)

True Frictionless (Fast and Convenient)
One-Time Security Key (Decentralized Depository)

Distributed Ledger Technology (DLT) Authentication

1st Generation

2nd Generation

4th Generation

3rd Generation

Password SMS OTP OTP TOTP HOTP SOTP PKI MFA Biometrics Passwordless

Blockchain MFA
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Benefits of BSA

Security

• Patented blockchain technology utilizing single device per user

• No penetration points for hackers or insider threats.

• CCRA EAL2 Certified

Convenience

• Fast authentication speed under 3 seconds

• Easy and intuitive user experience

• Customizable application (white labelling)

Cost-saving

• Eliminate IT support tickets on password-related issues

• Eliminates the need for password management softwares

• Eliminates the need for password policies
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Passwordless BSA:

Technology
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How Passwordless BSA works?

Passwordless BSA works on 3 levels:

Device Community User

If any of the steps fail, the user will be unable to advance to the next level.

(MIRC + OTSK) (MDV) (Biometrics)
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Onboarding Process

Upon onboarding, users will:

1. Provide only 4 unique information:

i. Full Name

ii. Username

iii. Email address

iv. Mobile number

2. Register one mobile device to act as authenticator

3. Registered users will become a blockchain node which 

will be used for blockchain authentication
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Level 1: Device

Device Community User

(MIRC + OTSK) (MDV) (Biometrics)
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Level 1: Device   Multi Identifier Random Combination (MIRC)
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Level 1: Device   One-Time Security Key
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Level 2: Community

Device Community User

(MIRC + OTSK) (MDV) (Biometrics)
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Level 2: Community   Multilateral Distributed Verification (MDV)
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Level 3: User

Device Community User

(MIRC + OTSK) (MDV) (Biometrics)
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Level 3: User   Biometrics

Face ID Fingerprint

Note: Type of biometrics is dependent on the user’s mobile phone capabilities.
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Kernel Chain Network (KNCHAIN)   Hybrid Blockchain Network
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Product Demonstration
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BSA Use Cases
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Use Cases

Passwordless BSA is applicable for the following use cases:

1. Managing Policies

2. Secured Application Login

3. Secured Payment Approval

4. Secured Virtual Private Network (VPN)

5. Secured Document Retrieval

6. Secured Digital Signing
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Enabling Use Case 1: Managing Policies

As-Is
Challenges

To-Be

BSA MFA

Authentication 

Gateway

Objective

User Value

Organization Value

Value

Challenges in Username ID & Password 
Management. Longer time user onboarding and 

exiting. Unproductive of password change 
management. Authentication interoperability 

becoming more complex as number of credential 
providers and relying parties increases.  

To enable Mutual Trust between users, 
devices and applications. Enable 

common interoperable with enterprise 
wide Authentication solution.  

Trusted, consistent method of identity 
authentication to employee, customers and 

partners. Enable protection of confidentiality and 
sensitivity data.

Advanced authentication capability, 
reducing operating cost and increase 
productivity time of users within the 

organizations.

Dept A

Dept B

Dept C

Dept E

Dept D

Passwordless BSA MFA Authentication 
Services as the Secure Identity Authentication 

Gateway simplifies and unifies 
interoperability standardization of User 

Authentication security policy on user and 
device access.

Dept A

Dept B

Dept C

Dept E

Dept D
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Enabling Use Case 2: Secured Application Login
USE CASE DESCRIPTIONS

Secured Portal/Web Login 

Authentication Access

Deployed Users:

Administrators, vendors and students.

Previous UI/UX:

Organization and businesses login to the web portal using username and password. Requires a dedicated module to manage and 

monitor with Password Management Lifecycle Platform.

With Passwordless BSA UI/UX:

Organization integrates Passwordless BSA at their web portal landing page. Organizations are enabled with multiple options of logging 

into their web portals. Passwordless BSA blockchain technology entirely enhances the security for authentication without the need for 

passwords or tokens, removing inconvenient password policies. 

Value Propositions:

● Increased Cost Efficiency: Passwordless BSA reduced the cost for managing 3rd party platform to 

manage UserID and password.

● Decreased Authentication Processing Time: More efficient and effective.

● Improved User Management: Passwordless BSA deployment managed to reduce time and cost to 

manage organization resources, e.g., lost, stolen or forgotten password, etc.
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Enabling Use Case 3: Secured Payment Approval
USE CASE DESCRIPTIONS

Authentication Approval for 

Payment

Deployed Users:

Public users.

Previous UI/UX:

Organization and businesses using conventional SMS OTP to make payments. This leads to possibilities of having other people make 

transactions without the account owner’s consent. Usually token-based (digital or physical).

With Passwordless BSA UI/UX:

Organization integrates Passwordless BSA at their payment web/mobile app portal. SMS OTP and tokens are replaced with One-

Time Security Key (OTSK).

Value Propositions:

● Reduced Operational Cost: Organization no longer needs to allocate high cost for SMS traffic and 

costs of managing security token issuance.

● Decreased Processing Time: Authentication processing is more efficient and effective.

● Improved User Management: Passwordless BSA deployment managed to reduce time and cost for 

managing organization resources, such as lost, stolen, or forgotten password, etc.
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Enabling Use Case 4: Secured Virtual Private Network (VPN)
USE CASES DESCRIPTIONS

Secured Virtual Private Network 

(VPN) Access

Deployed Users:

System and Network Administrators, Managers.

Previous UI/UX:

Organization and businesses accessing their VPN Network via Conventional Username and Password. Which requires a dedicated module 

to manage and monitor with Password Management Lifecycle Platform.

With Passwordless BSA UI/UX:

Organization integrates Passwordless BSA at their VPN secure connection to access their private network. Organization no longer requires 

to have a Password Manager to monitor and track their password lifecycle.

Value Proposition:

● Increased Cost Efficiency: Passwordless BSA reduced the cost for managing 3rd party 

platform to manage UserID and password.

● Reduced Processing Time: Authentication processing is more efficient and effective.

● Improved User Management: Passwordless BSA deployment managed to reduce time and 

cost to manage organization resources, e.g., lost, stolen or forgotten password, etc.
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Enabling Use Case 5: Secured Document Retrieval
USE CASES DESCRIPTIONS

Authentication for Document 

Retrieval

Deployed Users:

Administrators, Managers, Public users.

Previous UI/UX:

Organization and businesses using conventional password locks on documents. Requires a dedicated module to manage and monitor 

with Password Management Lifecycle Platform. 

With Passwordless BSA UI/UX:

Organization integrates Passwordless BSA in their document retrieval modules. At the same time, this solution requires authentication 

at the portal level prior to retrieving the document. Passwordless BSA creates a 2-layer of verification and authentication before any of 

the users can access the documents.

Value Proposition:

● Eliminate Vulnerabilities: Removes any gaps or openings for attackers to steal user identities.

● Increased Cost Efficiency: Passwordless BSA reduced the cost for managing 3rd party 

platform to manage UserID and password.

● There is no risk of key snatching or alteration since Passwordless BSA has an OTAK re-

verification procedure.
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Enabling Use Case 6: Secured Digital Signing
USE CASES DESCRIPTIONS

Secured Approval for Signing Deployed Users:

Administrators, Managers, Public users.

Previous UI/UX:

Organizations and businesses used conventional digital signing for approval. This leads to the possibilities of having other people sign 

documents on behalf of other people with/without the signing owner’s consent. Uses Public Key Infrastructure (PKI) or tokens.

With Passwordless BSA UI/UX:

Passwordless BSA verifies a user with the randomized device authentication credentials stored in distributed ledgers. This allows 

organizations to mitigate the risks of misuse of digital signatures.

Value Proposition:

● There is no risk of key snatching or alteration since Passwordless BSA has an OTAK re-

verification procedure.

● Eliminate Vulnerabilities: Removes any gaps or openings for attackers to steal user identities. 

● Decreased Processing Time: Authentication processing is more efficient and effective.
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Passwordless BSA Setup

• On-Cloud Security as a 
Service (SaaS) for both public 
and private customers.

• Provide On-Premise Security as a Service 
(SaaS) for customer web and mobile 
applications.

• One-off BSA per site license with 
unlimited applications.

Passwordless BSA On-
Cloud

Passwordless BSA On-
Premise

Passwordless BSA can be set up in two ways:

Note: All Services are on a yearly subscription basis based on per user license.
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Passwordless BSA in Malawi

Passwordless BSA holds relevance for Malawi due to the following reasons:

1. Enhance security for online activities and financial transactions

2. Eliminate password-based authentication

3. No gathering of sensitive personal data

4. Eliminate hidden IT support costs

5. Commitment to innovation and technological advancements
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Q&A
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Passwords are a thing of the past, the 

future is passwordless.

Thank you.
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