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Now more than just tools for work and communication, 

tablets and mobile phones have tremendously become a 

huge part of our normal day-to-day activities.  

You go about your normal day sending business or 

personal e-mails, downloading apps, or just updating your 

social media status, when up comes a little pop-up that 

has nothing to do with what you’re actually doing. Then it 

simply dawns on you. You may have seen this product 

page before.  

A simple search you’ve done in the past has come 

searching back for you. 

Accessing user information both for legitimate and 

malicious purposes is no longer uncommon in the age of 

mobilization, where you do just about everything using a 

mobile device. But can breaching one’s privacy be 

stopped? What should you do to protect your privacy from 

mobile threats like this? 

 



Inherently, we are all given our right to privacy. But this 

easily gets violated whenever someone tries to access 

our personal information on any platform, without our 

consent or any given lawful reason. Breaching could be 

as simple as a friend spying on your Facebook account to 

marketing agencies deliberately studying the types of 

websites you visit. 

With everything going mobile these days, it’s not 

surprising that some, if not most of us, often disregard the 

value of privacy. Sometimes, we ourselves, enable data 

leaks by leaving traces of personal information that 

cybercriminals are more than happy to take advantage of. 

In social media alone, a Trend Micro survey noted that 

only 38% of internet users know how to limit what they 

post online. Oversharing becomes a springboard for more 

severe types of cybercrime like identity theft with the 

creation of a number of malicious apps engineered to 

steal sensitive user data.  



Your Device Settings 

Your default device settings serve as suggestions you 

can use to increase protection. By familiarizing and 

modifying these settings to suit your mobile needs, you 

can be assured that no one has easy access to your 

mobile device. Getting familiar with these settings could 

gain you more security. 

Your Connectivity Features 

As much as Bluetooth and wireless connections were 

designed to make communication easier, these have also 

been exploited for malicious reasons. Bad guys who hack 

into your network use sophisticated tools to sniff out 

credentials and information transmitted to and from your 

devices.  

This has happened in MAC desktops using the INQTANA 

worm, which sent malicious files to available Bluetooth 

devices that accept them. This then opened doors to 

more malicious routines like malware dropping and 

information theft. 

http://about-threats.trendmicro.com/us/archive/malware/osx_inqtana.a


Your Mobile Behavior 

Owning mobile devices gives you the freedom to access 

the online world more frequently. But does it change your 

behavior when it comes to security? This freedom often 

makes mobile users more vulnerable to threats through 

mobile activities like social networking, shopping and 

banking. 

Cybercriminals are stepping up the production of threats 

that affect not only desktop computers but mobile devices 

as well—be it in social networking sites, online stores, 

and even banks—and they won’t just stop at creating 

apps that could easily be mistaken for legitimate ones.  

The 2013 TrendLabs Security Report noted a significant 

growth of crimeware that went after the victim’s money. 

2013 statistics saw the growth of almost a million new 

banking malware variants—an alarming figure that 

doubled from where it was in 2012. 

In this regard, vigilance on bad URLs accessed through 

mobile devices is needed to ensure you do not enable the 

execution of more malicious routines in your device. 

http://blog.trendmicro.com/trendlabs-security-intelligence/2013-security-roundup/
http://blog.trendmicro.com/trendlabs-security-intelligence/2013-security-roundup/


Mobile devices have impressively democratized one’s 

online activities. But at the same time, it has opened 

doors to vulnerabilities exploited by cybercriminals driven 

by one agenda: money.  

By the end of 2013, malicious and high-risk apps reached 

the 1.4 million mark and those with information-stealing 

abilities grew from 17% at the start of 2013 to almost a 

quarter by year’s end.  We also projected a more 

alarming figure of over 3 million malicious and high-risk 

apps to be released by the end of 2014.  

Not only did the number grow, the sophistication and 

capabilities associated with these threats grew as well. 

Cybercriminals are always on the lookout to steal 

information stored in smartphones and tablets that can be 

used for profit. 

http://blog.trendmicro.com/trendlabs-security-intelligence/looking-forward-into-2014-what-2013s-mobile-threats-mean-moving-forward/
http://blog.trendmicro.com/trendlabs-security-intelligence/looking-forward-into-2014-what-2013s-mobile-threats-mean-moving-forward/


Are Your Apps Really Free? 

It is so easy to get lost in the number of free apps you can 

download these days. One click and you can enjoy the 

game everyone’s talking about or a music app that gets 

you going at the gym.  

But remember that there’s always a trade-off. If they don’t 

charge you for using their app, they could be earning by 

reselling your personal information. And it is surprising to 

know that a majority of consumers are willing to trade 

their data for free access to a mobile service or app? After 

all, who doesn’t love free stuff?  

But remember that even the smallest bit of information 

you give out could cause you more trouble than good. 

Your address or your birthday can be used by 

cybercriminals to milk you for profit. 

 



Device Loss or Theft 

No matter how careful you are with what you store in your 

mobile device, once it gets lost or stolen, you have little-

to-no control over what happens with the sensitive files or 

data you have in them. 

End-User License Agreements (EULAs) 

Online service developers will always look out for 

themselves. You see it on the terms they ask you to 

agree with that they can change at any time, with or 

without notice. Before saying yes to these EULAs, you 

should read up and familiarize yourself with what’s 

stipulated. You may end up allowing them to sell your 

photos, track your online activities or hand over 

information to authorities without your knowledge. 

Bring Your Own Device (BYOD) 

The BYOD trend continues with companies that allow 

their employees to use their personal devices for work-

related activities. But one should be wary of using their 

laptops, smartphones and tablets for work, since even a 

company’s IT department could use a set of protocols that 

can give them the liberty to access your personal files and 

information.  



 

Anyone could fall victim to cybercriminals trying to breach 

your privacy. But there are still stops you can pull to 

prevent this. 

General Checklist: 

 Configure your device’ privacy and browser settings 

to control the amount of information it shares.  

 Activate screen locks and passwords to minimize 

chances of hacking and change passwords every 

three months for security. 

 Refrain from storing compromising files (photos and 

videos) you’re not comfortable with on your device 

 Clear your mobile browser cache regularly to avoid 

data leakage and information-stealing 

malware.Constantly monitor your app and account 

settings to make sure sharing and connectivity are 

secure. 

http://about-threats.trendmicro.com/ebooks/how-to-manage-your-online-passwords-on-multiple-devices/#/6/
http://about-threats.trendmicro.com/ebooks/how-to-manage-your-online-passwords-on-multiple-devices/#/6/
http://about-threats.trendmicro.com/ebooks/how-to-manage-your-online-passwords-on-multiple-devices/#/6/


 Enable your device’s data encryption and configure 

your passwords. 

The Lowdown on App Use 

 Download only from trusted sources like the 

developer’s website or from Google Play. Remove 

apps not in use. 

 Always check the app’s permissions to ensure that 

it doesn’t perform functions outside of its intended 

use. 

 Use your mobile browsers’ private browsing 

settings, especially for sensitive transactions like 

online banking. 

Device Loss or Theft Readiness 

 Take note of your account credentials or make use 

of a convenient password manager when the need 

to reset them arises. 

 Backup files with irreplaceable information in the 

cloud. 

 Prepare to contact the authorities, your service 

provider, and concerned organization to avoid the 

http://about-threats.trendmicro.com/ebooks/avoiding-bad-urls-in-the-mobile-web/#/10/
http://about-threats.trendmicro.com/ebooks/when-android-apps-want-more-than-they-need/#/4/
http://about-threats.trendmicro.com/ebooks/when-android-apps-want-more-than-they-need/#/4/
http://about-threats.trendmicro.com/ebooks/when-android-apps-want-more-than-they-need/#/4/
http://about-threats.trendmicro.com/ebooks/securing-your-mobile-banking-experience/
http://www.trendmicro.com/us/home/products/directpass/index.html
http://www.trendmicro.com/us/home/products/mobile-solutions/online-backup-restore/index.html


malicious use of your identity and to block bill 

charges. 

 Sign up for a reliable remote service that allows you 

to find, lock or wipe your device when you need to. 

Check your BYOD Agreements 

 Are you required to produce personal devices for 

forensic analysis? 

 Does this apply to devices shared with other family 

members? 

 Who can access personal information stored in your 

device? 

 Can your company track your location? Is this a 

requirement? Do they have notifications if the need 

for this arises? Under what circumstances? 

 Are your personal online activities monitored? Are 

these systems active outside regular work hours? 

 Is this information retained when you leave the 

company? 

 

http://www.trendmicro.com/us/home/products/mobile-solutions/android-security/index.html
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