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I ntroduction

The health sector is ill a rather
immature user of information techn-
ology (IT) compared to other parts of
society, especialy consderingthevery
strong dependence on information
management. While there are many
good exceptions where IT is used to
providebetter quality of careand more
efficient use of resources, unfortu-
nately, the over-adl pictureisdifferent.
Many routines till depend on the
exchange of paper documents often
not availablewhen needed. Most often,
information systemsexcellent in some
aspects of the healthcare process are
isolatedidands, unabletocommunicate
with other systems.

There are several reasons why
obstacles may be overcome in the
relatively close future.

Hedlthcare is extremely complex.
Even though important international
shared scientific backgroundisavaila-
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Standardization of health informatics
- results and challenges

Abstract: A number of standardization initiatives have been in progress for more than
tenyearsin several parts of the world with the aim to facilitate different aspects of the
exchangeof healthinformation. Important resultshavebeen achieved, andinsomefields
and partsof theworld, standardsarewidely usedtoday. Unfortunately, wearestill facing
thefact that most healthcare information systems cannot exchange information with all
systemsfor whichthiswouldbedesired. Either theexisting standardsarenot sufficiently
implemented, or therequired standardsand necessary national implementationguidelines
donot yet exist. Thiscausesunacceptablerisksto patients, inefficient use of healthcare
resources, and sub-optimal development of medical knowledge. Thisarticlewill review
someof thedifficultiessurrounding standards, aswell ashighlight theachievementsand
main global actors, whilefocusing onthe challengesfacing theinternational consensus

process.

ble, many variations in information
exchange requirements exist within
the different speciaty fields, countries
and organizations. The standards that
have been developed had to address
thesediverserequirementsandrapidly
changing technology. This is paired
witharesistancetoward changewithin
a large installed basis of different
systems owned and operated by
different organizations in the network
of collaborating healthcare entities.

An increasingly difficult issue for
achieving interoperability is the rapid
general development of IT with
important, radicaly new softwaretools,
and, not the least, standards from a
large number of non-hedth related
organizations. Still, theforma interna-
tiond standards, especialy from the
collaboration of ISO and IEC in JTC1
(Joint Technical Committee no 1) are
very important in providing basic tools
for interoperability, both with many
lower layer standards, and alsofor e.g.
character encoding (wherethegradual

introduction of the ISO/IEC 10646
character set, which providesfor most
international characters, isoneimpor-
tant contribution sometimesunderesti-
mated by the Englishlanguage spesking
countries). The modern security
techniques with public key infrastruc-
tures are very much dependent on
such basic standards, which are
sometimes developed jointly with the
ITU (International Telecommunica-
tions Union). However, today, we are
aso seeing the formation of more and
moreother special bodiestargeting the
provision of important IT standards.
Someexamplesarethel ETF (Internet
Engineering Task Force), whichnotonly
provides basic Internet standards, but
also for many aspects of intranet
applications. W3C (the World Wide
Web Consortium), which developed
HTML, and morerecently XML, with
many additiona techniques, such as
XSL and XML schemas, is another
important actor. TheopengroupOMG
hasdeveloped UML (unified modeling
language) which is now widely used
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for hedthcareinformation management
and standards. Thisorganizationisalso
behind Corba (Common Object
Request Brokering Architecture).

Whiletheseinter-sector techniques
and standards are very important for
interoperability, we aso need hedth
specific standards for many issues to
achieve interoperability.

In this article some of the achieve-
ments of the following organizations
will be reviewed: IEEE, which is
focusing on device communication;
DICOM for imaging; CEN (the
European Committee for Standardi-
zation) with very dverse objectives,
HedlthLeve Seven, basedintheUS, but
withmany internationd effiliates, mainly
for messaging; andtherdatively recently
formed 1 SO/TC 215HedthInformatics
Committee. Thereader should beaware
of apossible biasby theauthor, sncehe
hasbeenthechairmanof CEN’ sHealth
InformaticsCommitteesince1997, and
of thel SO Committee, whichhehel ped
establishin 1998. Inthelatter heleads
the working group on security.

Objectives of standar dization

Relation between standards and
political goals

CEN (Comité Européen de
Normalisation), established in 1961, is
afederation of officia nationa stand-
ards bodies of the twenty European
countries. It now hasstronglinkstothe
political European Union, but is,
nevertheless, anindependent ingtitution.

Generdly, this European collabora-
tion follows two objectives. Their first
objective is to facilitate a European
market for products and services and
to removethedifferent national stand-
ards as barriers to this. This goa has
generaly been extended to include a
globa market wherever possible, and
CEN iscollaborating with the Interna-

tional Standards Organization (ISO) in

many areas, now including Health
Informatics. However, itisofteneasier
todevelopregional technica standards
and it has been possible to achieve
more precise requirements in Europe
thanunder aglobal approach. Because
of thelinksto trade policieswithin the
European Union and EFTA, the CEN

standards, which have been adopted
by aqualified mgority (with weighted
votes, meaning countries with larger
population have more votes than the
smdler ones), automatically become
vaid in dl CEN countries, even if a
country isactualy against aparticular
standard. Thisisunlikethesituationfor

ISO, in which each nationa standards
body decidesif they want to adapt an
international standard in their specific

country. Becauseof this, unfortunately,

many examples exist of 1SO standards
notbecomingtruly globd. Largecountries
like the USA have often maintained
nationd technica standards in direct
conflict with 1SO standards. However,
in international trade the WTO
agreement stresses the importance of

the SO for technica requirements.

The second important objective of
the European standardization collabora
tion is related to the safety of its
citizens. In many respective areas,
common legidation (nationa laws
following European Union directives)
exist, in which the genera safety
requirements are set out, but to be used
in connection with detailed technica
specifications which have been
developed and maintained by the
European Committee for Standards —
CEN. In the area of medical devices,
many such examples exist, such as
surgical implants, pacemakers, and in
vitro diagnostics. For such products, a
system of controlling bodies exists to
ensurethestandardsarecompliedwith.

Themedica devicesdirectivehasnot
been applied to hedthcare software
products, e.g. eectronic healthcare

recordsandmessaging. Also, nomanda
tory compliance to standards exists
from a safety perspective. However,
thereis European legidation on public
procurement. This means that any
organization largely funded by public
means(whichincludesmost European
healthcare) should apply certain rules
for procuring products or services.
These includes referencing standards
when such exist. Given the strong legdl
podtion of European standards, this
means that CEN standards should be
used for health informaticsin Europe.
However, theinterpretation of theseis
difficult and not yet fully understood.
Therefore, many systems are bought
without reference to standards.

The main emphasis for promoting
gtandards in health informatics is that
they facilitate, not that they are
mandatory.

Table 1: CEN's members

Austria

Belgium

Czech Republic

Denmark

Finland

France

Germany

Greece

Iceland

Ireland

Italy

Luxembourg

Malta

Netherlands

Norway

Portugal

Spain
Sweden

Switzerland

United Kingdom
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CEN/TC 251, the technical
committeeon medica informatics, was
formedin 1990 (withthenamechanged
to hedth informatics in 1997). This
committee has a very broad scope,
covering most aspects of health
informatics, unlike some of the other
more specidized organizations. This
committeea sprovided away to make
use of the results of the extensive
European joint research program in
hedlth telematics. Large funds have
been allocated to the projects of this
program for developing new methods
of using I'T and telecommunicationsin
hedth. In severa cases, submitted
project results submitted regarding
formal standardi zationswerediscussed
further and finally matured into
technical standards(or pre-standards).

Scope of CEN/TC 251
Standardizationinthefield of Health
Information and Communications
Technology (ICT) isaimedat achieving
compatibility and interoperability
between independent systems. This
includes requirements on the structure
of hedth information to support clinicd
and adminigtrative procedures, technical
methods to support interoperable
systems as well as requirements
regarding safety, security and quality.

This scopeisvery smilar to that of
themorerecently formed ISO/TC 215
committee, which largely covers the
same ground, but has emphasized the
objective to not always develop new
specifications, but rather to endorse
solutions developed by other bodies.

Different stakeholder views

The hedthcare sector is one of the
largest soietd sectors, accounting for
some 8-14 % of the Gross Domestic
Product. The main partiesinterested in
gandards for hedth informatics are the
organizations providing healthcare
services, in other words, those buying
and operating hedth information and
communications systems, and their

industrial suppliers. Thesuppliersof
hedth information system solutions
have been rather nationaly oriented
(with the exception of device related
systems), but multi-national actorsare
increasingly appearing.

Sinced peoplearepotentid patients
at somestageintheir life, every citizen
hasaconcernfor the effectiveness of
the health care service system. This
appliesbothwhenitisuseddirectly for
themselves aswell aswhen it is used
for others that are close. For the
citizens, aspayers of servicesthrough
insurance fees, taxation, or direct
payment mechanisms, the efficiency
of resource utilization is an issue.

The payment bodies are another
important stakeholder in this sector.
Payment bodies, in many countries
private or public insurance organiza:
tions, or aregiond or nationd govern-
mentd body, are important users of
hedth information, with connections to
al typesof hedth service providers, and
often directly to the patients/citizens.

Thepharmaceutical industry, with
a truly international market and the
need to compile information from
clinicd trids in different countries, is
another stakeholder in healthinforma-
tion standardization. Although this
stakeholder hasnot played avery active
rolein health informatics standards so
far, itsinterestisof growingimportance.

Healthcar e professional sand other
caregivers have other interests in the
devel opment of thissector andtheuseof
technology to change the working
environment, inparticular toprovidenew
patterns of collaborative work.

The national governments, with
respong bility for public heath planning
is dso an important user of hedth
information, which comes from many
different sources, and thus is an
important stakeholder of standards.

Whilethe patients/citizenshave not
been directly represented in the stand-
ardization activitiesin this areg, there
is a growing awareness that patient
viewsareimportant. In1SO/TC 215a
special ad hoc group has been formed
to analyze consumer hedth issuesin
relation to the technical standards.

Requirementsfor standardsin
patient care

Theoverd| purposeof hedlthservices
is to provide increesingly good qudity
careto patients/citizens not only in their
home environment, but incressingly to
those traveling to other parts of the
country or region, suchaswithin Europe,
and to some extent globdly (athough
resource constraints make this an
impossible luxury for very few). The
present lack of standardized ICT
communication, which prevents
inappropriate access to hedth records,
may result inimportant dinica risksfor
patients. This is an important safety
issue that has not been recognized
aufficiently. E.g. a number of adverse
drug reections could have been pre-
vented if information had been made
available on-line that existed dsawhere
inanother hedthinditution. Itisasowell
recognized that appropriate decison
support systems with standard inter-
facestotheclinicd routinesituetion, eg.
for drug therapy, can decrease sub-
optimal drug use and reduce costs.

Citizensareincreasingly demanding
that professona health information
related totheir caseshouldbeavailable
from whatever point of care source,
wherever this may be.

Hedlth Information and Communica:
tion Systems are essentia to improve
efficiency by enabling effective
integration and co-operation of hedth
professond resources over time and
space. ICT systems are required to
managetheprocessesof quality manage-
ment and control involved in public
authority activities, as wel as actions

Y earbook of Medical Informatics 2002

105



Review Paper

within provider organizations and
research ingtitutions. The aggregated
health monitoring information should
also be made available to the citizens/
patients, asdescribedinthe Community’s
proposed strategy for health.

Implemented standards are often
crucid for any communication, They are
epecidly important in open and very
complex hedth caresystems, whichare
meadeup of many different organizations
and units, mogt often equipped with
information systems from different
suppliersandproviding different partsof
the overdl ICT support.

Suppliers/developers of ICT
systems are the primary users of our
standards, but somestandardsareused
directly by the healthcare IT
management, e.g. for security and
safety issues. The suppliers generally
welcome standards that enable
modular systems solutionsand awell-
defined market. However, in many
areas of health information standardi-
zation, the suppliers aone cannot be
the driving force. In this casg, it isa
task for the health professionals,
healthcare service providers and
authorities.

| CT solution buyersoften want to refer
to existing relevant standards when
requesting proposas from suppliers
according to the public procurement
directive. Technicd dandards endble a
betterworkingmarketwithcompetingoffers
from suppliers active in severd countries.
However, hedthcareinformationsysems,
in many cases, need nationd adaptation.
Standards on the market will decresse
cogtsfor | CT support, particularly whenthe
requirementstointegratedifferent sysems
areconsdered. | ntegrationthroughcommu-
nication is akey factor for improving the
hedth sygems

Health Professional

Patient/Citizen

Public Health Authority

Health care administrator

Buyer of ICT System

| ——

User of information [

Supplier of ICT system

Health ICT system

Linambigous Communication

-Context
-HealthcareConcepts
-Terminologies
-Translations

{J—

Research organization

-hledicallUniversities
-Pharmaceuticallndustry

Standards enabling communication

Secure Communication

-Addressing
-InformationModels
-MetworkProtocaol

-Certificationinfrastructure
-ProtectionTechnolagy
-SecurityAdministration

?

Effective communication

-Architecture
-Searchable
-Bemicelnfrastructure

Fig.1. A model of the stakeholders of standards and the main classes of standards
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Information models for
healthcar e processes

A mgor activity of CEN/TC 251 has
been and will remain the specification of
detailed information models for various
healthcareprocesses. Thesecorrespond
to the various clinica documentsin the
paper world, such asreferras, medica
prescriptions, lab reportsand hedthcare
records. A goodexampleisthe European
standard for Electronic prescriptions
completed in 1999.

However, avalable sandards need
refinement based onavailableexperiences
and the process of globd harmonization.
Also,thereareal argenumber of hedlthcare
processes for which information modds
have nat yet been dandardized.

Syntax specific implementation
guiddlinesarerequired. In Europe, we
arecurrently intheprocessof switching
from EDIFACT to XML.

Standar dized concept representation
for processable medical content
AvallableEuropeanstandardsrequire
additiond supportinmany aresstoenable
safe and unambiguous communication.
The medicd content of communication
must beprocessable, notjustviewedon
a screen. This is crucid, because it
enablesadded va ue use of theinforma:
tionforadminigrativefollow up,improves
quaity of care, and supports medica
research. Definedinformationstructures
and concepts are aso required for the
use of intdligent context-dependent
decison support in the dinica Stuation
when treating the individud patient.

Information should be represented
by controlled terminologies based on
conceptsthat arewell defined by their
relations. Reference terminologies
should be developed nationaly or by
cross-national speciaist groups. An
important useof advanced terminology
servicesisthemapping betweendiffer-
ent terms and codes used by different
ingtitutions and professional groups.

Thisisvery useful for the aggregation
of data, e.g. for pharmaceutical trials.

Mappingsurgica deedsand outcomes
toareferenceterminology alowscross-
border comparisonof surgical outcomes,
enabling the European citizen to meke
an informed choice of treatment.

National terms mapped to a refer-
ence terminology enable trandation
between national languages.

Security is essential for health-
on-line

The use of ICT can dso introduce
new, not yet well-controlled risks While
medica devices are controlled through
the implementation of directive 93/42,
medical software systemsand informa-
tion directly targeting citizens and
available on the Net are without proper
quality controls. Actions are needed,
both to investigate and define proper
amendments to European and national
legidation, and to introduce measured
means for improving the present Stua-
tion without disturbing the need for inno-
vation and recognition of theimportance
of “in-housg” solutions, which are not
available on the market and, therefore,
not covered by such legidation.

TheeEuropeactionplan2000indudes,
asitsfirg priority, work for Community
action an initicive to ensure a qudity
certificationfor medica Websites. CEN
hasgtartedtowork ontechnical sandards
supporting this process. A first work
item is amed a defining a Metadata
structure to describe theintended scope
and qudity assurance process of the
presented informetion.

CEN/TC 251 has established
important security standards for tech-
nica protection mechanisms and for
supporting security management.
Continued sector specific activities in
close collaboration with inter-sector
developments are important to ensure
secure, broadest interoperability, and to

ensure the specid privacy concerns of
the sector are supported by technical
measures, as well as security manage-
ment guiddinesandcertificationinfra-
structures. CEN isaready working on
astandard for Data Protection Contract
Guidancetoass st meetingtheEuropean
requirementsfor communicating person-
a hedthinformationto countriesoutside
of Europe. Standards are essentia to
establish certification procedures that
ensure the safety and privacy concerns
in relaion to hedth information sysems

when necessary.

Summary of Targets
Standards should exist,
- bevalidated,
- wdl known and
- implemented by major
actors to enable:

- The trander of mogt types of paient
centeredinformation between dl Euro-
peen hedthcare organizationsinduding
complete hedth records, medica
prescriptions, referrdsand reaultsof dl
types of investigations performed.

- Support of multimedia communica
tionfor theabovepurposes, including
direct videoconferencing

- Thesdfeintegration of wirdessmedica
devicesof dl types both those cgpale
of information provison (messuraments)
and those requiring computer control
from externd hedth sysems

- Theintegration of variousknowledge
sources into patient centered hedlth
information sysems. These knowl-
edgebasesshouldbeavailableacross
borders in multilingud form.

- Processing of medical content to
support clinicd research and intelli-
gent behavior of information systems,
induding medica derts and other
forms of decison support.

- Medting the security requirements
for confidentidity, integrity (including
electronicsgnaturesaddedtovarious
document parts), availability and
accountability.

- Interoperability andbridgingpolicies
whichensurethat security servicescan
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be provided, induding access control

betweenhedthcareorganizationsacross
borders Thisshouldallow par-Europeen
recognition of digitd cetificates of I HEALTH e
professiond qualificaionsandregistrar EZI; Al 150
tion. Thisshould dso dlow the patient =

using the Internet and gppropriate
security techniques & home to have
direct accesstohedl thprofessionalsand = CENTC 251 ) = ISOITC 215 )
their persondl hedlth dta Health Infonmaics Health Informatics
- The build up of gppropriate qudity
control measuresincertaincaseswith
a)propriae third pa"ty teg]ng ad « -G N Technology for Interopsrablity  +———— & - G 2 Me niaging and Communicadon
certification of hedth information i
systemsto protect patient safety and
to ensure interoperability of products

-G 1 Health Records and

-G 1 nfermaton Modaln Madslling Co-ordination

-G I Tarminologe and Knowledge Bagsy “T—* - *AG § Health Concept Reprersntation
-G N Securlty, Satet and @uallty = - MG 4 Bacunty

-Ta i Forge Cardy = -G § Health Carda

Work areas and organization

In 1997, CEN/TC 251 regtructured its
work into the following four working
groups shown in Fgure 2 with the corre-
sponding ISO/TC 215 working groups.  Figure 2. CEN/TC 251 and ISO/TC 215 working groups

Highlights of CEN results

ENV/CR/ | Title/Acronym Use of the standard

No.

year

CR CEN Report: Investigation of syntaxes for existing interchange | This has guided CEN/TC 251 aswell asalarge

1350 formats to be used in healthcare- MEDIF number of message developersin various

1993 European countries. However, it is now out of
date, since XML is not included.

ENV Medical informatics - Messages for laboratory information Thisisthe basis of national profiles and large-

1613 exchange- LABMES scale implementations at least in Denmark (50

1995 % of al lab reports are sent using it), the UK
and Norway.

ENV I dentification, administrative, and common clinical data This has been the basis for all major European

12018 structure for Intermittently Connected Devicesfor usein and international healthcare specifications.

1997 healthcare (including machine readable cards) - DCICD-HC | Through the G8 countries collaboration the US

government has used a further development of
it. It is presently the basis for the ISO/TC 215

joint development with CEN, according to the
Vienna agreement.

ENV Medical informatics - Medical informatics healthcare Thisisaframework for standardization
12443 information framework - HI F activitiesin the field and not intended for direct
1998 implementation by industry.
The standard is now undergoing major
revision.
ENV Medical informatics - Messages for patient referral and This message standard, with further national
12538 discharge - MPRD implementationsin EDIFACT, has been used
1997 in national large scale implementations and in

Denmark and in several smaller projectsin
different countries. Currently revised.
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ENV Medical Informatics - Request and report messages for This message standard, with further national

12539 diagnostic service departments implementationsin EDIFACT, has been used

1997 DIAMES in national large scale implementations and in
Denmark and in several smaller projectsin
different countries. Currently revised.

CR CEN Report: Medical Informatics - Methodology for the This standard has played an important role for

12587 development of healthcare messages- METHODOL alot of CEN and EBES-EG9 work and has also

1996 had major influence on HL7 in the US. The
basic idea has jointly been developed further
andisnow aCD in ISO/TC 215.

ENV Medical Informatics - Messages for the exchange of healthcare | This message standard, with further national

12612 administrative information - ADMES implementationsin EDIFACT, has been used

1997 in national large scale implementations and in
Denmark and in several smaller projectsin
different countries. Currently revised.

ENV Health Informatics - Electronic healthcare record Thisis series of standards for the representation

13606-1 | communication - Part 1: Extended architecture —EHCR-EA of ahealthcare record, and is amilestone

1999 without international competition. It is,
however, complicated and implementation
requires national guidelines and considerable
work. National strategiesintending to use this
are underway in the UK, Sweden, Denmark,
Norway, Scotland and the Netherlands. It is
presently being considered in Belgium for
national implementation. Companies that have
implemented it include Siemens and Tieto-
Enator.
Part of this standard is also used in the national
Australian record specification under the name
GEHR.

ENV Health Informatics — Electronic healthcare record Thisisan important part of the record structure

13606-2 | communication - Part 2: Domain term list —-EHCR-DT that gives meaning to the headings of the

1999 record. National guidelines required.

ENV Health Informatics — Electronic healthcare record This part is used |ess than other data structures.

13606-3 | communication - Part 3: Distribution Rules—EHCR-DR

1999

ENV Health Informatics — Electronic healthcare record Thisisasummary message using all the

13606-4 | communication - Part 4: Messages for information exchange — | structural elements used in parts 1 -3. This

1999 EHCR-ME part is actually what isimplemented in
products. A DTD for an XML implementation
isincluded and used in the products mentioned
above.

ENV Health Informatics - Messages for information exchange on Thisisimplemented in Denmark in EDIFACT

13607 medical prescriptions- DRUGPRES and in Sweden, Netherlands and the UK in

1999 XML versions with national adaptations.

ENV Health informatics - Messages for maintenance of information | Thisis used by many laboratories in Denmark

13609-2 | support in healthcare systems - Part 2: Updating of medical

1999 |aboratory-specific information

—SUPINFMES2
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ENV Health informatics - Blood transfusion related messages— Part | Thisis quite recent but is being implemented in

13730-1 | 1: Subject of care related messages France by the national blood transfusion

2000 Part 2: Production related messages service

ENV Medical Informatics — Healthcare information interchange - This standard was implemented with the World

1068 Registration of coding schemes - RCS Health Organization as the registration

1993 authority, but then put on hold to await a
general 1SO procedure. It has now been revived
and is to become an EN.

ENV Healthcare informatics - Structure for nomenclature, Thisisthe basis for the major international

1614 classification and coding of propertiesin clinical laboratory classification scheme maintained by IUPAC

1995 sciences - used in many, but not all, European countries.

PROCT-L

ENV Medical informatics - Structure for classification and coding of | This has been the basis for the French national

1828 surgical procedures - PROCT-S classification of surgical procedures while

1995 other countries have maintained older less
structured systems.

ENV Health care informatics - Time standards for health care Thisisbeing forwarded to an EN without

12381 specific problems- TSM| change and will provide a basic common

1996 concept system for standards and other
specification work.

ENV Medical informatics - Expression of the results of Thisis being forwarded to an EN without

12435 measurements in health sciences - change and will provide a basic common

1999 UNITS concept system for standards and other
specification work.

ENV Medical informatics - Medicinal product identification - Thisis being revised to an EN in collaboration

12610 CDRUGS with the European Medicines Evaluation

1997 Agency, EMEA

ENV Medical informatics - Categorical structure of systems of This vocabulary structure is used in standards

12611 concepts - Medical Devices- works, but not yet in other contexts to our

1997 TCMD knowledge

ENV Health informatics — System of concepts to support continuity | Thisrather recent standard is being

13940 of care- CONTSYS implemented nationally with health authorities

2000 in the Scandinavian countries and is guiding
the development of a number of IT products
not yet released.
It has also been translated into Dutch and will
be the basis for discussions about continuity of
care.

ENV Health informatics - System of Conceptsto Support Nursing - | Thisis a step towards international

14032 NURSYS harmonization of Nursing terminology and is

2000 the basisfor an ISO/TC 215 work item
developed in liaison with the International
College of Nursing Professional Societies.

ENV Medical Informatics - Algorithm for Digital Signature Services | This standard algorithm (RSA) has been the

12388 in health care - ADDS basis for most trials and implementations of

1996 systemsfor digital signaturesin European
countries, e.g. in France, Germany, Belgium,
Sweden, Norway, Finland and Greece.

ENV Medical Informatics - Security Categorization and Protection | Thisstandard guideto information security hasbeen

12924 for Healthcare Information Systems- COMPUSEC used in training and management mainly in France,

1997 the UK and the Netherlands, but it hasasoinflu-
enced regiond and loca policiesin other countries.
Itis now conddered acandidate for an 150 standard.

110 Y earbook of Medical Informatics 2002




Review Paper

ENV Health Informatics - Security for healthcare communication - | Part 1 of the SECOM seriesis used in several
13608-1 | Part 1: Concepts and terminology —SEC-COM 1 countries to guide requirement analysis and
1999 specification work. Franceis probably the

leader here. It isalso an important basis for
much of other TC 251 security work.

ENV Health Informatics - Security for healthcare communication - | Part 2 specifies a profile of the well-known
13608-2 | Part 2: Secure data objects—SEC-COM 2 |ETF standard for secure messaging. Most
1999 modern healthcare security protection schemes

using a PK1 arein fact implementing this
standard. Known examples are in France,
Germany, Belgium, UK, Sweden and Norway

ENV Health Informatics - Security for healthcare communication - | Part 3 specifies a profile of the well-known
13608-3 | Part 3: Secure data channels—SEC-COM 3 |ETF standard for secure web access. Most
1999 modern healthcare security protection schemes

using a PK1 arein fact implementing this
standard. Known examples are in France,
Germany, Belgium, UK, Sweden and Norway

ENV Health Informatics - Secure user identification for healthcare - | This standard is not very well known, but the
12251 management and security of authentication by passwords principles specified are followed by the
1999 (Healthcare oriented security functionality classes) — SEC- industry in many countries

ID/PASS
ENV Health Informatics - Secure user identification - Strong This standard specifies the basic principles of
13729 authentication using microprocessor cards using microprocessor cards and has been
1999 followed in the mgjor projects using such cards

—SEC-ID/ICARDS in e.g. France, Germany and Sweden. Will

need an update now that more generic
standards are available.

FM- Health Informatics - Framework for formal modeling of This CR provides a basis for further work but
HSP/FR | healthcare security policies is not directly implemented by industry

SAFE-ID |Health Informatics - Safety procedures for identification of This CR has generated considerable interest for
patients and related objects addressing these important safety problems. In
the pharmaceutical area, this CR providesa
conceptual foundation of the European DRIVE
project which involves the pharmaceutical
industry as well as hospital pharmacies and
information system solution suppliers. EN
work has been proposed as a follow-up, but has

not yet started.
ENV Medical informatics - Standard communication protocol - This standard has been taken up by most major
1064 Computer-assisted electrocardiography — SCP-ECG companies producing ECG machines not only
1993 in Europe but also worldwide. It has now been
revised and is forwarded to an EN.
ENV Medical Informatics - Medical imaging communication - This and ENV's 12623 and 12922-1 are
12052 MEDICOM European contributions and endorsements of
1997 the world leader in imaging standards for

health, DICOM. The global DICOM specs now
incorporate European contributions and a
revised standard for EN as ageneral
endorsement is being prepared.

ENV Medical Informatics - Healthcare Information This provides the basis for one successful
12967-1 | System Architecture - Part 1: Healthcare commercial product (DHE) from Italy whichis
1998 middleware layer - HISA used in several countries. The standard is now

undergoing major revision.
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ENV Health informatics - Instrument interfaces to laboratory This standard, developed with major industries

13728 information systems—INTERMED in Europe and the US, has now been agreed on

1999 to be fast-tracked as an 1 SO standard paralel to
the EN process under the Vienna agreement.

ENV Health informatics -Vital Signs Information This standard and ENV 13735 has been

13734 Representation—VITAL developed with major industries in Europe and

1999 the US, working in | EEE, and has now been
agreed on to be fast-tracked as an 1SO standard
(intwo parts) parallel to the EN process under
the Vienna agreement

ENV Health informatics - Interoperability of patient connected See above (ENV 13734). Now fast-tracked as

13735 medical devices an | SO standard parallel to the EN process

1999 under the Vienna agreement

1SO/TC 215 A number of devicerdatedstandards, messages aready exists that can not

In August 1998, ISO/TC 215
“HealthInformatics’ wasstarted with
ascopesimilar tothat of CEN/TC 251.
These internationa efforts have been
welcomed by Europe. An activecollab-
oration between the European and
internationa level isencouraged and has
been darted. A genera co-operation
agreement exi stsbetween| SOand CEN,
the Vienna Agreement regulating how
cose collaboration can be achieved,
avoiding different solutions but often
allowing CEN resultsto be processed
as forma 1SO standards, possibly
modified after international review.

In generd, the 1SO committee is ill
somewheat in aphase of trying to define
itsrole. Reldively few work items have
beenf ormally goproved, dthoughanumber
projects have been darted. To date only
twotechnicd spedifications(corresponding
to prestandards) have been gpproved by
the 1ISO committes qudity criteria for
contralled hedth vocabularies, and public
key infragtructurerespectively. Thefirst
formal standardinthepipdineisscheduled
for publicationmid 2002. Itiscaled: Hedth
Informatics - Clinicd andyzer interfaces
for laboratory information sysems - Use
prafilesbasadonapreviousEuropean pre-
standard.

developed by CEN and |EEE, havedso
been submitted to become forma
standards in 1SO, with necessary
refinements.

Whilethegenera scopesof thel SO
and CEN committeeoverlap, themajor
emphasis of international efforts has
focused on some basic aspects of
hedlth informatics in which global
consensus is probably achievablein a
near future. This includes, but is not
restricted to, methodol ogy for message
development (but not messages) and
vocabulary of terminological systems.

In a few areas, more specific
standards where there is already a
clear international market of products
such asinthe areaof medical device
communication and where an infor-
mal collaboration aready existed,
European and USpreviousresultsand
new development are now replacing
regiona efforts. However, at least in
the beginning of the 1SO work, it has
been decided to leave many specific
areasof standardization closely related
closely to different business practices
and standards heritage outside of the
ISO work. Notably, for instance, in
both Europe and e.g. the US, alarge
use of standardized healthcare

be converted to a common global
dtructure eadily.

However, theenthusiasmisgreat,
with over 30 countries participating.
Many interesting but difficult projects
have been started in various areas,
including the security field and health
cards, where much common global
understanding already exists.

|EEE

|EEE —the Ingtitute of Electrical and
Electronics Engineers has been
developing standards in its aress for
more than 100 years. In what is how
caled point-of-care medical device
communication (the 1073 committee) a
considerable history of developing
standardsfor devicecommunicationcan
be looked back on, the most famous
being the “Medicd Information Bus’
standard. For moreinformationseehttp:/
hww.ieeel073.0rg.

|EEE hashad along and very lively
collaboration with CEN/TC 215.
Together, much work has been
channelled to ISO/TC 215 for
consideration as international
standards.
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DICOM

TheAmerican Collegeof Radiology
(ACR) and the Nationa Electrica
Manufacturers Association (NEMA)
decided to form a joint committee in
order to create a standard method for
the transmission of medica images
and their associated information in
1983. Thefirst version was published
in 1985. Therelease of verson 3.0in
1993 saw a name change, to Digital
Imaging and Communications in
Medicine (DICOM). For more infor-
mation see: http://medical.nema.org/
dicom.html

Scope

TheDICOM StandardsCommittee
exists to create and maintain inter-
national standards for communicating
bio-medicd diagnosticand therapeutic
informationindisciplinesthat usedigital
imagesand associated data. Thegoals
of DICOM areto achievecompatibility
and to improve workflow efficiency
between imaging systems and other
information systems in healthcare
environments worldwide. DICOM
isacooperativestandard. Therefore,
connectivity works, because vendors
cooperate in testing via scheduled
public demonstration per Internet and
during private test sessions. Mgjor
diagnostic medical imaging vendors
worldwide have incorporated the
standard into their product design.
Most actively participate in the
enhancement of the standard. The
majority of the professional societies
throughout the world supports and
participatesin the enhancement of the
standard. DICOM isused, or will soon
be used, by virtualy every medica
profession that utilizes images within
the healthcare industry, such as
cardiology, dentistry, endoscopy,
mammography,  opthalmology,
orthopedics, pathology, pediatrics,
radiation therapy, radiology, surgery,
etc. DICOM isevenusedinveterinary
medical imaging applications.

Table 2. DICOM Working Groups

WG 1 (Cardiac and Vascular Information)

WG 2 (Digital X-Ray)

WG 3 (Nuclear Medicine)

WG 4 (Compression)

WG 5 (Exchange Media)

WG 6 (Base Standard)

WG 7 (Radiotherapy)

WG 8 (Structured Reporting)

WG 9 (Ophthalmology)

WG 10 (Strategic Advisory)

WG 11 (Display Function Standard)

WG 12 (Ultrasound)

WG 13 (Visible Light)

WG 14 (Security)

WG 15 (Digital Mammography)

WG 16 (Magnetic Resonance)

WG 17 (3D)

WG 18 (Clinical Trials and Education)

WG 19 (Dermatologic Standards)

WG 20 (Integration of Imaging and
Information Systems)

WG 21 (Computed Tomography)

HL7

HL7wasfoundedin 1987 inthe US
as a developer of healthcare
messages. It developed its own
syntax for representing information
inarather simple structure of named
segments and fields (each of which
has a defined data type). This has
been further developed and coversa
large number of different clinical and
some administrative areas. Much of
the focus has been placed on
communication needswithinorganiza-
tions, such ashospitals. Thisspecifica
tion is used paticularly in US and
Canadian hospitalsin variousforms of
theversion 2 (version 2.4 is approved,
but most use version 2.3 or 2.2).

For more information on HL7 see
http://www.hl7.org.

HL7 is now an American National
Standards Indtitute (ANSI) approved
Standards Developing Organization
(SDO) and hasitsmain baseinthe US.
In recent years, it has, however, greatly
expanded its international presence.
Affilisted organizationsexigt inthefollow-
ing countries. Argentina, Australia,
Canada, China, CzechRepublic,Finland,
Germany, India, Japan, Korea, Lithuania,
theNetherlands, New Zed and, Southern
Africa Switzerland, Taiwan, Turkey and
the United Kingdom. In most of these
countries, some parts of HL7 version 2
have been adapted and are used with
nationd implementation guidesin some
contexts.

In 1997, it was redized that the
development mode of HL 7 had serious
problems in achieving consistency
between different parts. It was dso
noted, whichistill agreat problem, that
different HL7 compliant implementa:
tionsare not fully compatible since they
choosetouseoptionsindifferentways.

HL7 was influenced by European
standardi zationwork regarding building
of object-oriented information models
Separate of implementation syntax.
HL7 began the work towards version
3, which at the time of writing, fall of
2001, is not yet finished. That is no
messagesforimplementationhavebeen
gpproved, and, even if ingtalations
conformingtothismay beginto appear
in 2002, it will take considerable time
before version 2 is actually replaced.

Thework of HL7withversion 3has
resulted in great improvements of the
principles of message development.
Also, the methodology developed has
largely been accepted by CEN, and is
about to becomean 1 SO standard. The
Reference Information Model (RIM)
isthe cornerstone of theHL7 Version
3 development process. An object
model created aspart of theVersion 3
methodology, RIM is alarge pictorid
representation of the clinica data
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(domains) andidentifiesthelifecycleof
events a message or group of related
messageswill carry. Itisashared model
between dl domainsand, assuch, isthe
model from which dl domains create
their messages. Explicitly representing
the connections that exist between the
information carried in thefidlds of HL7
messages, RIM isessantid toour ongoing
misson of increasng precison and
reducing implementation cogs.

While the principle of a reference
information model is sound, it is far
from trivia to achieve consensus on
the mogt useful modd for hedthcare
information. The HL7 RIM has been
revised completdly severd times, andis
now very concise and abstract. Thisis
elegant, but requires agreements on
hedlth specificsonanotherlevel. INHL 7,
this is done as part of message
development with so caled CMETS,
CommonM essageElement Types. This
partly corresponds with what the CEN
groupisworkingon, theso-caled Generd
Purpose Information Components.

In March 2000, a memorandum of
understanding between CEN/TC 251
and HL7 was signed hich recognizes:

“Therehasbeenanumber of fruitful
exchanges between experts of the two
organizationsinthepast years, with, e.g.,
USexpertspaticipatingin CEN project
teams, Europeanexpertsparticipatingin
HL 7 mestings, and the CEN principles
for message devel opment wereadopted
andfurther developed by HL 7 initswork
on Verson 3.0. The organizations have
fundamental common goas and many
amilaitiesintheir solutions anditisclear
that the present incompatibility between
the mgor European and US set of
standards is neither beneficial nor
desrable from along term and global
perspective. The need for a global
family of standards has been apparent
for some time, and both CEN TC251
and HL7 agree that collaboration and
co-operation isthemost effectiveway
to approach this goal.

CEN/TC 251 and HL 7 agreeto
collaborate in the spirit of mutual
appr eciation, respect and openness
to seek pragmatic solutions to
obtain unification of their set of
standards for healthcare commu-
nication and to make the results
globally availableto 1SO.”

Since this agreement for
collaborationwasmade, alot of fruitful
interchange hastaken place, and CEN
has decided to use part of the HL7
RIM achievementsin itsrestructuring
of messagestandards. It has, however,
not been possible to agree on the more
hedlthcare business related areas, and
theworking modesof the USdominated
organization. For HL 7, itisvery important
to encompass the old HL7 Versgon 2
content in the new messages, but other
requirements from the European sde
have been difficult to accommodate. A
particular problemre atestothecomplex
structures of the Electronic Healthcare
Record Architecture, which has not at
al been taken up by HL7, even if an
interest group was formed recently to
push this aspect. In a NHS sponsored
Project, theUK decidedtodevel opt heir
own GP to GP record transfer model
using the HL7 RIM but deeming the
construction of record containers
necessary, and based on the thinking
of the European standard ENV 13606.

CEN, on the other hand finds the
record structure essential in health
informatics and has decided to
collaborate with the Open Electronic
Healthcare Record Foundation, taking
onboard important Australian contri-
butions to the CEN architecture.

Conclusions

Standards now exist from several
sourcesthat cover many requirements
for healthinformation exchange. They
deserveto be used much more, evenif
they arenot perfect, and arein astage

of global development and
harmonization. Procurers of health IT
solutions should request standard
conformant productsfor their domains,
and industrial suppliers of solutions
must consider thebenefitsof standards
to meet customer requirementsand to
enable the construction of modular
solutions.

The major bodies having an
international impact inthisarea, CEN,
HL7,IEEEand DICOM, dl collaborate
in different ways, and with ISO/TC
215. It is a long-term process and
probably will never completely end, as
different standards bodies learn from
each other and gradualy harmonize
wherever possible. The users of
standards eventually decide which
standardsto use. In several European
countries, special governmental
committees have been formed with
the aim to clarify which standards
should be used in their hedthcare
domain for different purposesif there
areseveral candidatesto choosefrom.
However, toalargeextent, thedifferent
standardsinitiatives complement each
other more than they compete.
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