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In tr o d u c tio n  – C is c o  G D S G

• V e r tic a l d e fe n s e  a n d  s p a c e  m a r k e t – U S  $ 1 .4  T r illio n  o v e r  1 0  y e a r s

• A d d r e s s e s  s p a c e  s e g m e n t, s p a c e /g r o u n d  n e tw o r k , a p p lic a tio n s

• S u p p o r ts  m is s io n s  a n d  p r o g r a m s  o f g lo b a l s p a c e  c o m m u n ity

• L e v e r a g e  C is c o ’s  te r r e s tr ia l te c h n o lo g ie s  in to  s p a c e  

• T e c h n o lo g y  in fu s e m e n t, n e w  p r o d u c ts  a n d  s e r v ic e  d e v e lo p m e n t

• P a r tn e r s h ip s  w ith  c iv ilia n , c o m m e r c ia l, in te l a n d  d e fe n s e  s p a c e

• 5 4  m e m b e r s  n o w , U S  $ 2 .5  B  a n n u a l r e v e n u e  p r o je c tio n s  in  4  y e a r s

“ C h a n g e  th e  w a y  p e o p le  th in k  a b o u t th e  s p a c e  b u s in e s s ”
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In te r n e t 3  – V is io n  fo r  “ IP  in  S p a c e ”

• A  n e w , in te g r a te d  s p a c e  o p e r a tio n s  a r c h ite c tu r e  b a s e d  o n  th e  
In te r n e t P r o to c o l (IP )

• E v e r y  s a te llite  a  “ n o d e  o n  th e  In te r n e t”

• B o th  p r im a r y  s a te llite  b u s  a n d  p a y lo a d s

• S e a m le s s  in te r o p e r a b ility  b e tw e e n  s p a c e  a n d  g r o u n d  s y s te m s

• E x te n s io n  o f IP -c o n v e r g e d  V o ic e , V id e o  a n d  D a ta  a r c h ite c tu r e  
fr o m  te r r e s tr ia l in to  s p a c e
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V is io n  fo r  IP  in  S p a c e

• 7 0 %  K O T S  S o lu tio n  fo r  
S p a c e c r a ft B u s  &  P a y lo a d  
A r c h ite c tu r e s

• S p a c e  S ta n d a r d s

• S p a c e /G r o u n d  In te g r a tio n

• In te r n e t 3
� C o n s te lla tio n  c r o s s  lin k s

� C o n s te lla tio n -to -C o n s te lla tio n

� G r o u n d  in fr a s tr u c tu r e  e x p a n s io n

� R e m o te  A c c e s s  A v a ila b ility

• G r o u n d  E n h a n c e m e n t

• C o s t s a v in g s

• M a r k e t e n a b le r
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W h y  IP  in  S p a c e ?

L e g a c y /C u r r e n t
• “ C lo s e d  s ta n d a r d s ”  s o lu tio n s

• P r o p r ie ta r y  d e s ig n s

• F ix e d  s o lu tio n s

• H ig h e r  c o s ts

• L o n g  s c h e d u le s

• L im ite d  a c c e s s

• C o m p le x  G S E /o p s

• N o n -in te r o p e r a b le

F u tu r e /V is io n
• “ O p e n  s ta n d a r d s ”  s o lu tio n s

• D e fin e d  in te r fa c e s

• M o d u la r  d e s ig n s  - C O T S

• L o w e r  c o s ts

• S h o r te r  s c h e d u le s

• E a s ie r  a c c e s s

• C o m m e r c ia l o p e r a tio n s

• In te r o p e r a b le /m o b ile
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W h o  w a n ts  to  d o  it?  – E x a m p le : N A S A ’s  2 0 2 0  V is io n

Performance Goal: Develop distributed communication architectures, 
networks, and communications technologies to provide broad coverage and 
intelligent-based real time data delivery from Air, Earth, and Space and to 
obtain and distribute information and knowledge throughout the universe 
directly to the user.

Space Cunications

Performance Goal: Develop and demonstrate innovative technology 
products for space data delivery enabling high data rates, broad coverage, 
internet-like data access that will vastly expand the reach of space and earth 
science…

Objective
“Enable broad, continuous presence and coverage for high rate 
data delivery from ground-, air-, and space-based assets directly 

to the users.”
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E x a m p le : N A S A  S p a c e  C o m m u n ic a tio n s  P r o g r a m

• Seamless High Data Rate Information 
Delivery

• Intelligent, Ad-Hoc User-Centric 
Communication Networks

• Communication Technologies for 
Multiple Spacecraft Networks Connected 
to Deep Space Backbone

• 10 Gbit-Rate Comm. Systems
• On-Board Processing
• Low Cost, Miniature, Low Power 

Integrated Components
• Ad-Hoc Networks for Multiple 

Spacecrafts
• Reconfigurable Antennas

2 0 0 2 2 0 0 4 2 0 0 6 2 0 0 8 2 0 2 0

C a p a b ilitie s :

T e c h n o lo g y
D e v e lo p m e n t:

A p p lic a tio n s /M is s io n s :

2 0 3 02 0 10

Aerospace Network and
Technology Demonstration

Autonomous, Ad-Hoc Multiple Comm.Point-to-Multipoint Communications

• High Power, High Efficiency Power 
Transmitters 

• Low Mass Power Efficient Phased Arrays
• Optical Communication Technologies 
• Space Network Technologies and 

Efficient Protocols
• Miniature Comm./Sensor Modules

Point-to-Point Communications

2 0 10

N P O E S SIS S H ig h
R a te  

L in k s  fo r 
P la n e ta ry  
M is s io n s

M a rs  
N e tw o rk

L e o n a rd o

E a rth  S c ie n c e  
V is io n

• 4  tim e s  th e  
d a ta  r a te
• E x te r n a l 
w ir e le s s  s e n s o r  
n e tw o r k

• 4  tim e s  th e  
d a ta  r a te

E n a b le  In te r -
S p a c e c r a ft 
N e tw o r k s

• 1 0  tim e s  th e  d a ta  
r a te
• C o m m o n  
in te r fa c e s
• D is tr ib u te d  
C o m m u n ic a tio n  
n e tw o r k s

• 1 0  tim e s  th e  
d a ta  r a te

Im p a c ts  (T R L  3 -6 ):

NMP, DOD,
NREN, STS

H u m a n  E x p lo ra tio n
N e tw o rk
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H o w  to  d o  it?   S p a c e  In te r n e t P r o g r a m

• S p a c e c r a ft n e tw o r k  s im u la tio n  a n d  e m u la tio n
• M o b ile  r o u tin g  te s t b e d  – C is c o  3 2 5 1
• “ V ir tu a l”  m is s io n  o p e r a tio n s  te s t b e d
• IP  c h a r a c te r iz a tio n  fo r  s p a c e
• S p a c e c r a ft h a r d w a r e  (N IC , L A N , R o u te r ) d e v e lo p m e n t

M o b ile  A c c e s s  R o u te r  C is c o  
3 2 5 1 W e s te r n  D a ta C o m m  K IV 2 1 2  

E n c r y p to r
IT T  L o w e r  P o w e r  T r a n s c e iv e r S p e c tr u m - A s tr o  N IC /H u b
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B e n e fits  o f IP  in  S p a c e

• R e d u c tio n s  in  C o s ts  a n d  S c h e d u le

• O B P  h a s  a d v a n ta g e  o f s ig n a l r e g e n e r a tio n  (+ 3 d B )

• R o b u s t, F a u lt-T o le r a n t A r c h ite c tu r e

• H ig h e r  S p e e d  C o m m u n ic a tio n s

• S e a m le s s  In te r n e t-lik e  E n d -to -E n d  C o n n e c tiv ity

•G r o u n d -to -S p a c e

•S u b s y s te m -to -S u b s y s te m  A c r o s s  th e  S p a c e c r a ft

•S p a c e c r a ft-to -S p a c e c r a ft in  F o r m a tio n  F ly in g     
C o n s te lla tio n s
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B e n e fits  o f IP  in  S p a c e

• S a te llite  V e n d o r s

• S ta n d a r d iz e s  s a te llite  n e tw o r k  in te r fa c e s  

• S im p lifie s  b u s  h a r n e s s  a n d  w e ig h t

• N e w  w a y s  fo r  in te r fa c e  v e r ific a tio n s /s y s te m  c h e c k o u ts

• A llo w s  e a r ly  s o ftw a r e  d e v  u s in g  n o n -flig h t C O T S  e q u ip m e n t.

• R e d u c e  tim e  to  d e s ig n , I& T  s a te llite s

• S a te llite  P a y lo a d  U s e r s  - E n a b le s  tr u e  T e le s c ie n c e  

• S u r v iv a b le  s a te llite  c o m m a n d  a n d  c o n tr o l / r e m o te  d a ta  c o lle c tio n

• In te r o p e r a b ility

• D a ta  m in in g
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C h a lle n g e s

• N e tw o r k  s e c u r ity .
– A n  is s u e  fo r  b o th  o p e n  a n d  c lo s e d  n e tw o r k s .

• N e e d  fo r  flig h t v a lid a tio n .
– W h o  w ill fly  u n p r o v e n  te c h n o lo g y ?

• N o is y  lin k s /D o p p le r .
– L in k  e r r o r s  v e r s u s  s im p le  n e tw o r k  c o n g e s tio n .

• L im ite d  b a n d w id th .
– C o n te n tio n  o n  a  s h a r e d  m e d iu m .
– P r o to c o l o v e r h e a d .

• H ig h ly  a s y m m e tr ic  d a ta  p a th s  a n d  lo n g  p a th  d e la y s  (G E O + ).
– IP  is  n o t ju s t T C P /IP . IP  is  a  s u ite  o f p r o to c o ls …
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C is c o ’s  in v o lv e m e n t in  IP  in  S p a c e  

• M o b ile  R o u te r  te s tin g  o n  s h ip s  u s in g  s a te llite  

• S S T L  – D is a s te r  M o n ito r in g  C o n s te lla tio n

• N A S A  G S F C  G ig a b it E th e r n e t N IC  - S D O

• S T S /IS S  D e m o  u s in g  C is c o  3 2 5 1

• N A S A  G R C  S p a c e  C o m m . P r o g r a m

• IS S  S p a c e  C o m m . S y s te m  U p g r a d e

• T C P /IP  e n h a n c e m e n t fo r  s a te llite

• R o u te r /ID U  in te g r a tio n ?  

• N e w  K a  b a n d  D V B -R C S /D O C S IS  n e tw o r k s



H u g h  A rif 12 /10 /0 2 . 1515© 2 0 0 2 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 15

S S T L  D M C  C is c o  3 2 5 1  In te g r a tio n

• S S T L  D M C  C is c o  3 2 5 1 in te g ra tio n  o p p o rtu n ity  to  fly  C O T S  ro u te r in  s p a c e  
a s  fu lly  fu n c tio n a l u n it 

• W H Y ?   

– T h e  s p a c e  in d u s try  d o e s  n o t a c c e p t a d o p tio n  o f n e w  flig h t te c h n o lo g y  u n til 
p ro v e n

– U s u a lly  d o n e  b y  E S A /N A S A  firs t, th e n  b y  M O D /D O D , a n d  fin a lly  c o m m e rc ia l 
s e c to rs  a d o p t o r a c c e p t th e  n e w  te c h n o lo g y  a s  a  v ia b le  o p tio n  fo r fu tu re  s p a c e  
p ro je c ts

• C O N O P S  fo r C is c o  3 2 5 1: a ll m is s io n  a n d  h o u s e k e e p in g  d a ta  w ill b e
tra n s m itte d  a n d  re c e iv e d  v ia  th e  IP  lin k
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S S T L  D M C  C is c o  3 2 5 1  In te g r a tio n

• L im ite d  to  o n ly  fo u r p a s s e s  p e r d a y  - d u e  to  p o w e r re s tra in ts  o n b o a rd  th e  
D M C  s a te llite

– s a te llite  h a s  a  to ta l p o w e r b u d g e t o f 6 0  w a tts  a n d  th e  C is c o  3 2 5 1 d ra w s  10

• R o u te r w ill b e  p o w e re d  u p  ju s t p rio r to  g ro u n d  s ta tio n  v is ib ility  a n d  th e n  
p o w e re d  o ff a fte r th e  s a te llite  p a s s  h a s  o c c u rre d
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S S T L  P r o je c t P h o to g r a p h s
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S S T L  D M C  C is c o  3 2 5 1  In te g r a tio n

• In te g ra tio n  o f th e  C is c o  3 2 5 1 re q u ire d  s e v e ra l h a rn e s s  
m o d ific a tio n s  a s  w e ll a s  th e  d e v e lo p m e n t o f a n  in te rfa c e  to  o th e r 
o n b o a rd  d e v ic e s

• E n v iro n m e n ta l te s tin g  is  c u rre n tly  s c h e d u le d  e a rly  D e c e m b e r

• N A S A  G le n n  w ill p ro v id e  th e  C O N U S  b a s e d  g ro u n d  s ta tio n , 
p ro v id in g  a  g a te w a y  to  th e  o n b o a rd  ro u te r v ia  th e  in te rn e t 

• N A S A  G le n n  w ill le a d  a ll te s tin g  e ffo rts , lin k  a n a ly s is  a n d  
p e rfo rm a n c e  m e a s u re m e n ts



H u g h  A rif 12 /10 /0 2 . 1919© 2 0 0 2 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 19

S S T L  C o n c lu s io n

• In te g ra tio n  o f th e  C is c o  3 2 5 1 o n b o a rd  th e  D M C  s a te llite  is  a  
m a jo r m ile s to n e  fo r th e  s p a c e  in d u s try .

• T h e  m e m b e rs  o f th e  S S T L  s ta ff h a v e  p e rfo rm e d  in te g ra tio n  in  
a n  e x tre m e ly  s h o rt tim e lin e  - re q u irin g  th e  ju g g lin g  o f v e ry  
lim ite d  re s o u rc e s  a n d  a  c h a n g e  to  th e ir e n tire  te s tin g  a n d  
s y s te m  p re p a ra tio n  fo r th e  D M C  s a te llite .

• T h is  fu rth e r d e fin e s  S S T L  a s  a  p io n e e r in  th e  a d o p tio n  o f 
C O T S  p ro d u c ts  fo r u s e  in  s p a c e .



In te r -S p a c e c r a ft N e tw o r k s  W ill E n a b le  T h e s e
T y p e s  o f M is s io n s  fo r  N A S A  E n te r p r is e s

A F R L  T e c h S a t2 1
www.vs.afrl.af.mil

http://climate.gsfc.nasa.gov/~wiscombe/LeoBRDF/LeoBRDFhome.html

http://eo1.gsfc.nasa.gov/technology/formfly.html
http://www.colorado.Edu/geography/gcraft/notes/gps/gps_f.html http://nmsp.gsfc.nasa.gov/tdrss/tdrsshome.html

T e r r e s tr ia l P la n e t 
F in d e r

L a n d s a t/T e r r a G P S T D R S S

Sy n th e tic  A p e r tu r e  R a d a r
D is tr ib u te d  C lu s te r
F o r m a tio n

O p tic a l In te r fe r o m e te r
D is tr ib u te d  
C lu s te r  F o r m a tio n

Im a g in g  IR  Sp e c tr o m e te r s
D is tr ib u te d  F o r m a tio n

R e m o te  Se n s in g
C o lla b o r a tiv e  F o r m a tio n

C o m m u n ic a tio n s
C o lla b o r a tiv e  C o n s te lla tio n

N a v ig a tio n
F o r m a tio n
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C o n c lu s io n  a n d  F u tu r e  S te p s

• U s e  o f In te r n e t P r o to c o l in  s p a c e  o ffe r s  s ig n ific a n t a d v a n ta g e s :
– R e d u c e d  c o s t a n d  s c h e d u le  
– S e a m le s s  in te r o p e r a b ility  
– S u r v iv a b le  / s a te llite  c o m m a n d  a n d  c o n tr o l
– V ir tu a l m is s io n  o p e r a tio n s

• S p a c e  q u a lific a tio n  o f IP -c o m p lia n t s y s te m s  
• N e tw o r k  s e c u r ity
• A t C is c o , w e  a r e  v e r y  in te r e s te d  in  fu tu r e  c o lla b o r a tio n  w ith  th e  IP  in  

S p a c e  c o m m u n ity  to  b o th  s tr e n g th e n  o u r  p r o d u c ts  a n d  fa c ilita te  th e  
tr a n s fe r  o f o u r  te c h n o lo g ie s .

– W h e r e  d o  w e  g o  fr o m  h e r e ?
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C o n ta c t in fo r m a tio n

C is c o  G lo b a l D e fe n s e  &  S p a c e  G r o u p

S p a c e  In itia tiv e s  P r o g r a m

U R L : w w w .c is c o .c o m

C o n ta c t: H u g h  A r if

P h o n e : 0 0 1 -2 1 6 -6 4 3 -2 5 1 1

E -m a il: h a r if@ c is c o .c o m


